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1 - OVERVIEW

1.1 PREREQUISITES

This manual assumes you have a basic understanding of wireless communications, serial protocols (RS-232/422/485),
and basic electronics.

1.2 SAFETY INFORMATION
WARNING

Exposure to RF energy is an important safety consideration. The FCC has adopted a safety standard for human exposure
to radio frequency electromagnetic energy emitted by FCC regulated equipment as a result of its actions in Docket 93-62
and OET Bulleting 65 Edition 97-01.

DO NOT OPERATE unless all RF connectors are secure and any open connectors are properly terminated.

A separation distance of 20 cm or more should be maintained between the antenna of this device and persons during
device operation. To ensure compliance, operation at closer than this distance is not recommended. The antenna used for
this device must not be co-located in conjunction with any other antenna or transmitter.

1.3 INSTALLATION INFORMATION

Operating Voltage 10 to 30 VDC

Maximum Surrounding Ambient Air Temp 74 °C

Wiring Terminals Use Copper Wire Only, One Conductor Per Terminal
Wire Range 30 to 12 AWG

Tightening Torque 0.5t0 0.6 Nm

Temperature Rating of Field Installed Conductors 105 °C minimum, sized for 60 °C ampacity

Note: Please see the Quick Start Guide for UL Class 1 / Division 2 installation instructions.
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1.4 ABOUT THIS MANUAL

This manual has been created to assist you in installing, configuring, operating, and troubleshooting your Zlinx® Xtreme
Radio Modem. It is divided into key sections as follows:

Product Information — covers what is included with your radio modem, operating modes, operating states and user
interface components.

Hardware Installation — covers how to install your radio modem. Additional information is provided about RF
considerations, accessory antennas and cable selection.

Electrical Installation — covers wiring connections and powering your radio modem.

Software Installation — covers installing the manager software and basic software functionality.

Startup and Configuration — contains more detailed information about how to configure your radio modem.
Use Cases — contains information concerning the most widely used configurations.

Testing and Troubleshooting — contains information about trouble shooting aids.

Appendices — additional information.

1.5 PRODUCT FEATURES SUMMARY

Need to extend an RS-232/422/485 signal across a highway or across the building? Your Zlinx ® Xtreme Radio Modem
will do the job faster, easier, and less expensively than stringing cable. The Zlinx Xtreme Radio Modem connects serial
devices that can be set up in point to point or point to multi point networks. Easy plug-and-play set-up saves installation
and maintenance time. In addition, Zlinx Xtreme Radio Modem meets the IP67 standard and is built to handle the heat,
cold and environments of industrial operations.

e Modbus compatible — no additional converters needed

o RS-232, 422, 485 (2-wire & 4-wire) serial communications

e Frequency range: ISM band, 902 to 928 MHz or 2.4 to 2.5 GHz

¢ Signal strength indicators aids troubleshooting.

e 900 MHz or 2.4 GHz antenna included

e 256-bit AES Encryption

e Wide Operating Temperature: -40 to +74 °C

e Rugged Circuitry for Indoor and Outdoor Applications

o |P67 Rated for total protection against dust and water up to 1 meter
e Software Support: Windows XP, Vista, 7, 8, 8.1, 10 (32 / 64 bit)

e Field Upgradable Firmware
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2 - PRODUCT INFORMATION

2.1 ZLINX® XTREME RADIO MODEM MODELS

ZXT9-RM - 900 MHz ISM Band Radio Modem
ZXT24-RM — 2.4 GHz ISM Band Radio Modem

2.2 PACKAGE CONTENTS

e Zlinx Xtreme Radio Modem

e Software CD
e Quick Start Guide
e Antenna

e Enclosure Mounting Ears and Hardware

Note: Cable Glands cannot be used for Class 1/Division 2 applications. Please see the Quick Start Guide for additional information about UL
Class 1/Division 2 installation instructions.

2.3 MODES OF OPERATION

‘ 2.3.1 POINT-TO-POINT SERIAL
This configuration is used to wirelessly transmit serial data from one location to another. A Zlinx Xtreme Radio Modem is
configured with another radio modem of same frequency in a master slave relationship to transmit serial data wirelessly.
Typical applications include connecting a device such as a pressure/flow transmitter to a PLC or SCADA system.

2.3.2 POINT-TO-POINT SERIAL TO XTREME 1/0

This configuration is employed to connect a PLC/HMI/SCADA system to a remote Xtreme 1/O (or Zlinx standard 1/O)
module to monitor or control discrete devices via Modbus. The serial master (PLC/HMI/SCADA) is a Modbus RTU master
and must be connected to the serial port of the Radio Modem. Each Xtreme I/O device populates and updates its own
Modbus map and support Modbus RTU Slave format. The radio modem is connected to the respective Modbus Master.
Typical examples include a water tank monitoring system where a float sensor level data is transmitted to a HMI through
the wireless network.

2.3.3 POINT-TO-MULTI POINT (SERIAL OR XTREME 1/0)

A Radio Modem is configured to communicate with multiple other modems or I/O modules. The “master” modem is
connected to the Modbus Master and can communicate with Modbus Slaves connected to other radio modems or Xtreme
I/0O units. An example is a PLC Process control/monitoring application requiring analog, digital and serial data to be
brought to a central PLC.
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2.4. OPERATING STATES

The Zlinx Radio Modem has a variety of operating states:

|2.4.1 IDLE STATE
o Checks for valid RF data received and discards invalid data
e Checks for serial data to be packaged and RF transmitted
¢ Received valid RF data in buffer to be output serially
o Checks if Sleep Mode condition is met
e Checks for Command Mode commands

2.4.2 TRANSMIT STATE
o Packages serial data (2048 bytes maximum in RF packet)
0 ZXT9RM - 2048 bytes maximum
0 ZXT24RM - 202 bytes maximum
e Returns to Idle State

2.4.3 RECEIVE STATE
e Switches to Receive State to start receiving RF packets if RF data was detected while in the Idle State
e Returns to Idle State when data is no longer detected or an error is detected

’ 2.4.4 SLEEP STATE
e This allows the radio modem to enter a state of low power consumption when not in use.

‘2.4.5 COMMAND MODE

e Enters AT Command mode with +++ sent to serial input with Guard Time before and after. Exits after Timeout.
The guard times and the entry characters are user configurable.

2.5 USER INTERFACE COMPONENTS

2.5.1 SIGNAL STRENGTH (RSSI) LED’S

There are eight green LED’s to indicate signal strength (Received Signal Strength Indicator, “RSSI”). They are arranged to
indicate RSSI from weakest (bottom LED lighted) to strongest (all eight LED’s lighted). See figure 2-1.

Figure 2-1 RSSI Indicator

2.5.2 TRANSMIT LED
The green transmit LED flashes when data is transmitted out the serial port. See figure 2-2 below.
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|2.5.3 RECEIVE LED
The green receive LED flashes when data is received by the serial port. See Figure 2-2 below.

LINX Xtreme

AT Shony [hes
domlion o sl
datn rolahve 12 e
Fado Modem

B-E SHMAaRTWORK

T e

- A s

Figure 2-2 Transmit and Receive LEDs

2.5.4 POWER LED
The green power LED is ON when power is applied.

LINX Xtreme

Py LED =
O vt Poven
 applied

Figure 2-3 Power LED

2.5.5 INTERNAL USER INTERFACES

The remaining user interfaces are located inside the radio modem enclosure. To access these interfaces, the cover must
be removed. The cover is held in place with four plastic Phillips style screws.
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|2.5.6 PUSH BUTTON

Push Button PB1 is located on the circuit board behind the radio modem cover. It is used to temporarily set the serial port
to a known condition. To do this, use the RS-232 port. Press and hold the button while power cycling the device. Once
power comes up, release the button and the unit will temporarily be restored to a known condition and in command mode
for about 20 seconds. You will then be able to connect to the device using the manager at the settings below:

e Baud rate = 9600

e Databit=8
e Parity = None
e Stopbit=1

Figure 2-4 Push Button

2.5.7 USB CONNECTOR
The USB connector is located on the circuit board inside the radio modem enclosure. It is used to connect a PC to the radio modem to
perform configurations and firmware updates. The connector is a Type B female. Any commercially available USB cable can be used
to connect to the radio modem. Figure 2-5 shows the USB connector location.

TET TN TSR ERE
£ O T R

Figure 2-5 USB Connector



ADNANTECH ZLinx® Xtreme Radio Modem

|2.5.8 TERMINAL BLOCK

The terminal block is used to connect serial signals and power. Figure 2-6 shows the TB location.

Figure 2-6 Terminal Block

2.5.9 DIP SWITCH

OFF ON Switch RS-232 | RS-422 | RS-485 RS-485
4-Wire 2-Wire
4-Wire 2-Wire 1 OFF OFF OFF ON
4-Wire 2-Wire 2 OFF OFF OFF ON
Termination Out Termination In 3 OFF OFF* OFF* OFF~*
RS-422 RS-485 4 OFF OFF ON ON

Note: The use of built in termination is optional and depends on your application.

Note: For RS-232 operation, set all switches OFF.

Figure 2-7 DIP Switch
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3.0 HARDWARE INSTALLATION

3.1 MECHANICAL DIAGRAM

The mechanical diagram in Appendix C contains information for mounting your radio modem.

Note: Cable Glands cannot be used for Class 1/Division 2 applications. See the Quick Start Guide for UL Class 1/Division 2 installation
instructions.

3.2 IP67 CABLE GLAND INSTALLATION

3.2.1 CABLE GLAND DESCRIPTION

The Cable Gland is used to maintain the water tight rating while allowing a cable to enter the enclosure. The assembly
consists of black molded nylon body, hex nut, cable nut and a rubber gasket and cable seal.

Figure 3-1 IP67 Cable Gland

MOUNT GABLE RANGE
THREAD (DIA] ] ;] G 1] E F G H
PG-135 0236 - 0.4T2 0451 0.5 0T | 08 1315 il =) 1.461 (i)
= s F =1 E -
H-—&= - = b —= RUBBER CABLE SEAL
i >
I i i 1 I 1 3 4 ' |
G DA, G DA, B Dla, il E— o (Dl
1 : T ‘ ||:.|:! = l, __I
\ Fi il
NUT BOoY CABLE NUT
MATERIAL: WYL -86, LL-84V2 (NUT, BODY & CABLE NUT)
NER (N RUBSER (GASKET & CASLE SEALY
COLOR: BLACK

Figure 3-2 IP67 Cable Gland
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‘3.2.2 CABLE GLAND INSTALLATION

The Cable Gland will accept cable diameters from 5.99 to 11.99 mm (0.236 to 0.472 in).
Insert the non-tapered end of the Body (D) through the conduit knock-out on the radio modem enclosure.
Place the Gasket around the body on the outside of the enclosure.

Thread the Hex Nut onto the Body from the inside of the enclosure.

o > 0D =

Place the Cable Nut onto the cable being careful to position the threaded side so that it can be attached to the
Cable Body.

6.  Tighten the Cable Nut. This will cause the tapered end of the Cable Body to compress, ensuring a water-tight
seal.

3.3 WATERTIGHT THREADED CONDUIT HUB

Note: Unused conduit openings: Class 1/Division 2 installation requires a UL Recognized conduit plug (UL Category Code QCRV2) be used
when a conduit opening is not being used.

3.3.1 DESCRIPTION

Another method to bring a cable into the enclosure is to use the water tight threaded conduit hub. It is used to secure
threaded half-inch rigid service entrance conduit. It consists of a Body, Nut and Gasket.

Figure 3-3 % Inch Threaded Conduit Hub

Figure 3-4 % Inch Threaded Conduit Hub

3.3.2 WATER TIGHT THREADED CONDUIT INSTALLATION

1. Insert the threaded end of the body into the conduit knock-out from the outside of the enclosure. The rubber gasket
should be on the outside of the enclosure.

2. Thread the nut onto the conduit body from inside the enclosure.

1/2 and 3/8 inch conduit fittings as well as 1/2 inch, rigid, threaded conduit can be attached to the threaded hub.

9
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3.4 IP67 MEMBRANE CABLE GLAND

Note: the Cable Glands cannot be used for Class 1/Division 2 applications. Please see the Quick Start Guide for UL Class 1/Division 2
installation instructions.

3.4.1 DESCRIPTION

The membrane cable gland is used to plug an unused hole in the enclosure.

A\

Figure 3-5 IP67 Membrane Cable Gland

3.4.2 1IP67 MEMBRANE CABLE GLAND INSTALLATION

1. Stuff the cable gland into the knock-out hole with the narrow end toward the inside of the radio modem enclosure.
The enclosure wall will fit into the indentation between the inside and outside portions of the gland.

3.5 SUPPLIED ANTENNA

3.5.1 ZXT9-RM SUPPLIED ANTENNA

Your Zlinx Xtreme 900 MHz product comes supplied with a “rubber duck” style antenna that can be articulated up to 90
degrees. Then antenna is a ¥4 wave dipole with an omni-directional pattern and vertical polarization. It is recommended

that your Zlinx Xtreme product be mounted vertically.

il
._""\-' ETRikl
i | I
N H | H

Figure 3-6  ZXT9-RM Supplied Antenna

Impedance 50Q

Connector RPSMA Female

VSWR 2.0 Max (in-band)

Gain 3.0 dBi

Polarization Vertical

Replacement Part Number ZXT9-ANT1

10
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3.5.2 ZXT24-RM SUPPLIED ANTENNA

Your Zlinx Xtreme 2.4 GHz product comes supplied with a “rubber duck” style antenna that can be articulated up to 90
degrees. Then antenna is a ¥4 wave dipole with an omni-directional pattern and vertical polarization.

It is recommended that your Zlinx Xtreme product be mounted with the antenna on the top, perpendicular with the horizon

| N

L EALE

Figure 3-7 ZXT24-RM Supplied Antenna

Impedance 50Q

Connector RPSMA Female
VSWR 2.0 Max (in-band)
Gain 2.1 dBi
Polarization Vertical
Replacement Part Number Z2724D-ANT1

3.6 OPTIONAL ANTENNAS

3.6.1 OMNI ANTENNA DESCRIPTION

In some applications, a higher gain omni-directional antenna may be required. An omni-directional antenna is an antenna
system that radiates power uniformly in one plane with a directive pattern shape in a perpendicular plane. This pattern is
often described as "donut shaped". An omni-directional antenna can be used to link multiple directional antennas in
outdoor point-to-multipoint communication.

Omni-directional antennas are a good choice if you need to mount your antenna on a mast to increase its elevation.
Please note that mounting brackets must also be purchased. Also note that these antennas have an N style connector.

Figure 3-8 Representative Photograph of Optional Omni Antenna

—
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Model FG9023 — High Gain Omni Directional (900 MHz)

Use With ZXT9-RM (900 MHz)
Impedance 50Q

Connector N Female

VSWR 2:1 maximum (In Band)
Gain 3 dBi

Polarization Vertical

Length 63.5cm (25in)
Mounting Brackets (Not Included) FM2

Model FG24008 — High Gain Omni Directional (2.4 GHz)

Use With ZXT24-RM (2.4 GHz)
Impedance 50Q

Connector N Female

VSWR 1.5:1 maximum (In Band)
Gain 8 dBi

Polarization Vertical

Length 62.2cm (24.5in)
Mounting Brackets (Not Included) FM2

12
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‘3.6.2 YAGI ANTENNA DESCRIPTION

A Yagi-Uda Antenna, commonly known simply as a Yagi antenna or Yagi, is a directional antenna system consisting of an
array of a dipole and additional closely coupled parasitic elements (usually a reflector and one or more directors). The
dipole in the array is driven, and another element, typically 5% longer, effectively operates as a reflector. Other parasitic
elements shorter than the dipole may be added in front of the dipole and are referred to as directors. This arrangement
increases antenna directionality and gain in the preferred direction over a single dipole. (Contact Advantech for antenna
model information and availability.)

Note: Since Yagi Antennas are directional, they must point directly at the other antenna through a clear line of sight.

&

— L ANTENEX |

Figure 3-9 Representative Enclosed Yagi Photograph

Figure 3-10 Representative Yagi Antenna Photograph

. . . High Gain Yagi (2.4 GHz
High Gain Yagi (900 MHz) g gi( )
) Use With ZXT24-RM (2.4 GHz)
Use With ZXT9-RM (900 MHz)
I d 50Q
Impedance 50Q MPecante
Connector N Female
Connector N Female
VSWR 1.5:1 i In Band
VSWR 1.5:1 maximum (In Band) maximum (In Band)
) ] Gain 12.5 dBi
Gain 6 dBi
. . Polarization Vertical
Polarization Vertical
Length 45.7cm (18in
Length 42.7 cm (16.8 in) d (18 in)
) Mounting Brackets Included
Mounting Brackets Included
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3.7 ANTENNA CABLES

If you decide to use one of the optional antennas, you will need to select the appropriate cable and connector. It is
important to select a cable that matches the radio’s impedance. An impedance mismatch will cause the radio link to
become inefficient and could damage the radio. Selecting the incorrect cable could also cause significant signal loss. A
rule of thumb is: for every 3 dB of loss, your system will lose half the output power emitted from the radio.

It is recommended that you use the shortest possible cable run in your application. Along with the type of cable, you need
to select the correct connector. This product uses an RPSMA Male (plug) connector. Therefore, you will need a cable that
has a RPSMA Female (jack) on one end. If you are using one of the optional antennas, you will need an N type Male
connector, since these antennas have an N type Female on them. If you are extending the included antenna, you will
need an RPSMA Male (plug) since the supplied antenna has an RPSMA female (jack).

3.8 LIGHTNING ARRESTORS

When installed properly, a lightning arrestor can prevent damage to your radio due to high energy transients during
lightning strikes. Our arrestors limit surges to less than 45 Volts in approximately 100 nanoseconds. A gas discharge tube
changes from an open circuit to a short circuit in the presence of energy and voltage surges giving those surges a direct
path to ground, thus protecting equipment.

They are designed with a rugged housing and high quality plated brass "N" connectors They are available as Models
LABH350NN and LABH2400N which both allow bulkhead mounting and connector pass-through. (Contact Advantech for
more information, availability and ordering.)

14



ADNANTECH ZLinx® Xtreme Radio Modem

4 - ELECTRICAL INSTALLATION

Note: Please see the Quick Start Guide for UL Class 1/Division 2 installation instructions.

4.1 WIRING

4.1.1 TERMINAL BLOCK

Both power and data signals are connected to the terminal block. Figure 4-1 shows the layout.

Operating Voltage 10 to 20 VDC

Maximum Surrounding Ambient Air Temperature +74 °C

Wiring Terminals Use Copper Wire Only, One Conductor Per Terminal
Wire Range 30 to 12 AWG

Tightening Torque 0.5t0 0.6 Nm

Temperature Rating of Field Installed Conductors 105 °C minimum, sized for 6 0°C ampacity.

Terminal Block Located Inside Enclosure

[ ]
0
- o
—4d =3 o - ==
oo — pos D3
> S @ 0w @ e @ =2
—_ T =T Z (2R dHd|E(Z(F|Z2|T |2
T2 olololwn|lv | viol=|0+]|5

Figure 4-1 Terminal Block

4.1.2 POWER SUPPLY CONNECTIONS

The radio modem requires power from an external source. The radio modem requires 10 to 30 VDC. Power use depends
on the model:

ZXT9RM — 1.7 Watts typical, 5.8 Watts maximum
ZXT24RM — 1.2 Watts typical, 3.5 Watts maximum

Connect the positive and negative power leads to the Power In(+) and Power In (-) terminals on the terminal block.

15
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4.1.3 RS-232 CONNECTIONS

£4.1.3.1 RS-232 SIGNAL CONVENTION (DTE / DCE)

There are two types of RS-232 ports: DTE (Data Terminal Equipment) and DCE (Data Communications Equipment). The
signal names and pin numbers are the same, but signal flow is opposite. The pin labeled TD can be input, and RD the

output.

The two ports types are complementary: the Output signals on a DTE port are Inputs to a DCE port, and Output signals
on a DCE port are Inputs to a DTE port. The signal names match each other and connect pin for pin. Signal flow is in the
direction of the arrows.

The Radio Modem is a DCE device.

Figure 4-2 shows RS-232 DTE to RS-232 DCE connections with associated DB9 pin numbers and the signal direction.

DTE Device [Computar) DB DI“E,:S-EEPE DCE Device (Modes) DBg
| P DE  RE-232 Signal Mames Signal Direclivn | P DB RE.232 Signal Hames
F1 Carmear D’ﬂﬂ'[ﬂl:fm:! ] -{§=r 1 Carrier Detechor (DCD 1l
F2 Receiye Do (R R0 | ———| 20 Recetes Dma (R 11
£ Tranced Data (1%) D | — | #1 Tranamd Data (1) 1
F4 Dt Teanminag Hesdy OTR F 24 haba | ermanl Hesdy OTR
&4 Sgnal GroundComman [543) CHD | —— g igrel CroUnEomimon [5) SHD
T]D-ula?dﬂztd‘f EEF:‘_#EMESEIH'&H\-’ DER
|ﬂ' Regues o Semd RIS |* ﬁ: #7 Request bo Serd RTS
|J'E| Char bo Sered [y 1A -1_ £ Claar (o Ssrwd (w1
3 Rirg Iredcabor [ q #8 Ring rudicalor R
Soidered to DBS Metal - Shiskd [Fore Soigerad 1o DES Matal - Shiekl FOMID

Figure 4-2 Terminal Block

54.1.3.2 WIRING AN RS-232 DEVICE TO THE RADIO MODEM

The Radio Modem supports TD, RD, RTS, and CTS. Please note that if Sleep Mode is enabled, the DTR signal is used to

“‘wake up” the device.

Figure 4-3 is a wiring diagram for connecting a DTE device such as a computer or PLC.

i H |_1_l_:

E
-
-

AE-233 OTE Dewvice

-

|-iyms
|« l @il
11wl

i =|.. 18
HNole The Fads Medsi m & DCE devica
Thie arrowws indicais signed directon

Sl i i i - M, i i n——r (— "

}Hnl- Tha [TH ssgeal @ nol pessed [
Threeggh Aasssiioay OTR {(posliies wise) = I —_—

gt g . SRR

Figure 4-3 RS-232 Wiring
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|4.1.4 RS-485 TWO-WIRE CONNECTIONS

RS-485 2-Wire Device
g Diata A -]
= Data B [+
Radio Modem _
Terminal Block DAF Switch
5
o Cm | ON - Two Wire
3 - CEl | ON - Two Wire
3 =) E ﬁ o 212, % z -
@ e @ = ==
=z == - z = = [ =| ON - R5-485
T ZzZ|588a|ld|ld%|5|5|5|F|%

MNote: A (-) and B [+) Signals are tied
toegether when the DIP Switch is configured
te 2-Wire Mode.

Figure 4-4 RS-485 2-Wire Wiring

4.1.5 RS-422/485 FOUR-WIRE CONNECTIONS

RS-422/485 4-Wire Davice
o FOA )
o ROE [+]
TDA (-
TDE (+]
GND |
DIP Switch = RS=185 4-Wira
| =
-=Zn;:_r. OFF - Four Wire
= 2|3 W 5| OFF = Four Wire
g|28|8 2 233 -
PRERI2 xB0e2 2z CIl =| ON - RS-485
T Xz *clcowwzonlol®
Radio Modem DIP Switch - R3-422
Terminal Block -

B —| OFF — Four Wire
] | OFF - Four Wire
] |
B &) OFF - R5-422

Figure 4-5 RS-422/ 485 4-Wire Wiring
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|4.1.6 TERMINATION AND BIASING

The radio modem has built in 1.2 kQ pull-up and pull-down resistors( R17 and R14). There is also a built in 120 Q termination resistor
(R21). These resistors are located on the PCB behind the cover. Termination is switchable using DIP Switch Position 3. To enable the
termination, set switch 3 to ON “Termination IN”. To disable the termination, set switch 3 to OFF “Termination OUT".

It is possible to use different value resistors by removing the surface mount components and placing through-hole resistors (R16, R13,
and R19) in the space provided. The surface mount components are located directly opposite of the through-hole pads that are visible.

Figure 4-6 Through-hole Resistor Pads

4.1.7 FAULT OUTPUT

The radio modem has a sourcing (PNP) 50 mA output that is used as a fault indicator. This output is activated when the received signal
strength drops below a critical level. To use this function, the RSSI indicator must be set to continuously update. This is accomplished

by setting the RP-RSSI PWM Timer to FF in the diagnostics section of the advanced modem settings tab. See Figures 4-7 and 4-8.
Figure 4-9 shows the wiring connections.
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Figure 4-7 RP — RSSI PWM Timer, ZXT9-RM
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Figure 4-8 RP — RSSI PWM Timer, ZXT9-RM
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Figure 4-9 Fault Output Wiring
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5 - SOFTWARE INSTALLATION

5.1 ZLINX® MANAGER SOFTWARE OVERVIEW

‘5.1.1 COMPUTER SYSTEM REQUIREMENTS

The Zlinx Manager software requires the following computer hardware and operating systems:

e A PC with a USB port

¢ One of the following operating systems installed
o Windows XP (32 or 64 bit)

o Windows Vista (32 bit or 64 bit)

e Windows 7 (32 or 64 bit)

e Windows 8 or 8.1 (32 or 64 bit)

e Windows 10 (32 or 64 bit)

5.2 INSTALLING ZLINX® MANAGER SOFTWARE

5.2.1 INSTALLING ZLINX® MANAGER SOFTWARE

The manager software is contained on the CD ROM which was included with your radio modem. Insert the CD into your
CD drive. The installation process should start automatically. If it does not, navigate to the CD drive in Windows Explorer
and double click the executable file on the CD.

1. The Welcome Screen will be displayed.

Wekcams to e Zhne Manager
3,2 .8 Instalistion Wizard

o it et e el e o emems . d Bw pagyn @
F P ed BN e bRl e A R
cmla, gt all L v s e

ol b ke e

T

Figure 5-1 Installation Welcome Screen

2. Click the Next Button. The software release note screen will be displayed. This screen displays important
information about the latest release of the manager software.
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Figure 5-2 Software Release Notes Screen

3.  Click the Next button. The software license agreement screen will be displayed. Accept the License Agreement
and click the Next button.
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Figure 5-3 License Agreement Screen

4. The User Information screen will be displayed. Fill in the required information and click the Next button.
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Figure 5-4 User Information Screen
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5.

The Destination Folder screen will be displayed. You can accept the default location (C:\Program
Files\Advantech) or choose your own location by clicking on the Browse Button. When your selection is complete,
click on the Next Button.
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Figure 5-5 Destination Folder Screen

The Ready to Install Application screen will be displayed. Click the Next button when ready.
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Figure 5-6 Ready to Install Application Screen

The Installation Wizard will start to copy files to your system. It may take a few minutes to copy all of the required
files. The status bar will show the progress of the installation.
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Figure 5-7 Installation Progress Screen
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8. The Installation Complete screen will be displayed. Click the Finish button.

o Manager 3.7.8 has been

successTully instaled,
=] |

Figure 5-8 Installation Progress Screen

5.2.2 INSTALLING USB DRIVERS

The USB driver is installed with the manager software. You should not connect to the USB port before installing the
manager software.

If the found new hardware wizard appears after attaching the cable, follow the wizard. The drivers are located in the
“USB Drivers” folder on the CD.

5.3 STARTING ZLINX® MANAGER SOFTWARE

5.3.1 STARTING THE MANAGER SOFTWARE
Double-click on the Zlinx Desktop Icon or press the start button and locate the software. The manager software will start.
Select the Radio Modem option on the startup screen.

alllzl

B:H electronics

WARUPAGT B GO P Y

e o

-
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Figure 5-9 Zlinx Selection Screen

The Radio Modem Configuration screen will be displayed. This screen allows you to configure your radio modem
directly or off-line, update the firmware, return to the initial screen or exit.
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Figure 5-10 Radio Modem Configuration Screen

5.3.2 RADIO MODEM CONFIGURATION SCREEN

The Radio Modem Configuration screen is used to configure your radio modem

The first screen contains options that configure your PC COM port to communicate with the radio modem
Use the pull-down menu items to select the following options.

Model: This allows you to specify the model number you are trying to connect to.

oo odem .
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Figure 5-11 Model Number Selection Pull-down Menu

COM Port: This allows you to specify the COM Port your PC is configured to use to connect to the radio modem. COM1
through COM16 may be specified.
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Figure 5-12 COM Port Pull-down Menu

Baud Rate: This allows you to specify the COM Port baud rate. Choices are from 1200 to 230400 baud.
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Figure 5-13 Baud Rate Pull-down Menu

Data Bits: This allows you to select the number of data bits. Choices are from five to eight.
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Figure 5-14 Data Bits Pull-down Menu
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The number of data bits in each character can be 5 (for Baudot code), 6 (rarely used), 7 (for true ASCII), or 8 (for any kind
of data, as this matches the size of a byte). Eight data bits are almost universally used in newer applications. 5 or 7 bits
generally only make sense with older equipment.

Parity: This allows you to select the parity. Choices are None, Odd, Even, Mark, Space, or 9 Bit Passing.

: — LY
H*E electronics
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Figure 5-15 Parity Pull-down Menu

Parity is a method of detecting errors in transmission. When parity is used with a serial port, an extra data bit is sent with
each data character, arranged so that the number of 1 bits in each character, including the parity bit, is always odd or
always even. If a byte is received with the wrong number of 1's, then it must have been corrupted. However, an even
number of errors can pass the parity check.

The parity bit in each character can be set to none (N), odd (O), even (E), mark (M), or space (S). None means that no
parity bit is sent at all. Mark parity means that the parity bit is always set to the mark signal condition (logical 1) and,
likewise, Space parity always sends the parity bit in the space signal condition. Some uncommon applications that use
the 9th (parity) bit for some form of addressing or special signaling. Mark or space parity is also uncommon, as it adds no
error detection information. Odd parity is more common than Even, since it ensures that at least one state transition
occurs in each character, which makes it more reliable. The most common parity setting, however, is "none", with error
detection handled by a communication protocol.

Stop Bits: This allows you to select the number of Stop Bits. Choices are 1, 1.5 and 2.

| T—
'B:H electronics|
— Z

= e |

Figure 5-16 Stop Bits Down Menu

Stop bits sent at the end of every character allow the receiving signal hardware to detect the end of a character and to
resynchronize with the character stream. Electronic devices usually use one stop bit. If slow devices are used, one-and-
one-half or two stop bits are required.

26



ADNANTECH ZLinx® Xtreme Radio Modem

Connect Button connects to a radio modem using the configuration selected using the pull-down menu items.
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Figure 5-17 Connect Button

When you press the Connect button, the manager software will attempt to connect to the radio modem using the settings
selected with the pull-down options. The Radio Modem Search screen will be displayed. If the settings are correct and a
Radio Modem is found, click the OK button, the Radio Modem Settings screen will be displayed.
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Figure 5-18 Radio Modem Search Screen
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Figure 5-19 Radio Modem Settings screen

If settings are not correct, an error screen will be displayed. Correct the COM Port Settings or use the Auto Search
button.
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Figure 5-20 Radio Modem Not Found screen

Auto Search Button: The Auto Search button will search for Zlinx devices connected to a COM port and connect. This is
useful if you do not know the radio modem configuration.
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Figure 5-21 Auto Search Button

Your PC will attempt to connect to any radio modem connected. The radio modem search screen will be displayed (figure
5-18). Click the OK button and the manager software will display the Radio Modem Settings screen (Figure 5-19). If a
modem is not attached, the Radio Modem Not Found screen will be displayed (Figure 5-20).
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Advanced Command Button is used to select the character sequence to enter command mode as well as required
“quiet times” before and after the command sequence. It is recommended that you do not change these values.
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Figure 5-22 Advanced Command Button

Pressing the Advanced Command button will bring up the following screen.

Advance Command Setup x|

CC - Command Sequence [ 2B = 00-FF

BT - Guard Tens Hedoce [ 103 = - FFFi

AT - Guard Time After [03€3 — 00-FFFF
[i] 4 Cancel

Figure 5-23 Advanced Command Button

CC — Command Sequence: The CC command is used to set/read the ASCII character used
between guard times of the AT Command Mode Sequence (BT + CC + AT). This sequence enters the modem into AT

Command Mode so that data entering the modem (from the host) is recognized as a command instead of payload. The
default value of 2B is equivalent to “+” in ASCII.

BT — Guard Time Before & AT Guard Time After: Sets the required period of silence before, after and between the
Command Mode Characters of the Command Mode Sequence (GT + CC + GT). The period of silence is used to prevent
inadvertent entrance into AT Command Mode.
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Return Button: The Return button is used to return to the manager main screen.
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Figure 5-24 Return Button

-_5.3.2.1 RADIO MODEM SETTINGS (ZXT9-RM)
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Figure 5-24 Basic Radio Modem Settings (ZXT9-RM)
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Basic Modem Settings Tab:

The Basic Modem Settings tab is used to configure the following parameters:
Model Number: Displays the model number of the radio modem.

Function Set: Dependent on firmware.

Version: Dependent on firmware.

Channel Number: Set/read spread spectrum channel on which modem communicates. Separate channels minimize
interference between multiple sets of modems operating in the same vicinity. The range is: 0x0 to 0x9. Default is 00.

Network Identifier: Set/read radio modem Vendor Identification Number (VID). Only radio modems with matching VIDs
can communicate with each other.

The range is 0x0-0x7FFF. Default is 3332.
Destination Address: Set/read module's destination address. The range is 0x0-OxFFFF. Default is FFF7.

Baud Rate: Select serial interface rate (speed for data transfer between radio modem and host). Serial data rate does not
have to match the RF data rate which is adjustable using the BR command on the Advanced Tab. If the serial data rate is
set higher than the RF data rate, CTS may need to be observed to prevent buffer overrun. Range is 1200 to 230400 baud.
Default is 9600.

Parity: Refer to section 5.3.2
Stop Bit: Refer to section 5.3.2

Flow Control: Select flow control options. Enables software flow control (XON/XOFF) between radio modem and host.
Choices are Software Flow Control or No Flow Software Flow Control. Default is No Software Flow Control.

Click Update to save changed settings. Click Restore Defaults to restore the default settings. Click Exit to exit.

Advanced Modem Settings Tab:

The Advanced Modem Settings tab is used to configure Networking/Security, Serial Interfacing, RF Interfacing,
Diagnostics, Sleep (Low Power), and Command Mode features.

Click Update to save changed settings. Click Restore Defaults to restore the default settings. Click Exit to exit.
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Figure 5-25 Advanced Radio Modem Settings (ZXT9-RM)
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Networking and Security: Used to configure addressing and security options.
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Figure 5-26 Networking and Security Options (ZXT9-RM)

ID — Modem VID: Set on the Basic Tab. Set/read radio modem Vendor Identification Number (VID). Only radio modems
with matching VIDs can communicate with each other.
The range is 0x0 to Ox7FFF

HP — Hopping Channel: Set/read spread spectrum channel on which modem communicates. Separate channels
minimize interference between multiple sets of modems operating in the same vicinity.

The range is 0x0 to 0x9
DT — Destination Address: Set/read module's destination address.
The range is 0x0 to OxFFFF

MY — Source Address: Set/read module's source address. If set to OxFFFF, then the DT address is used for both source
and destination addresses.

The range is 0x0 to OxFFFF
MK — Address Mask: Set/read the module address mask for configuration of local and global address spaces.
The range is 0x0 to OxFFFF

RR — Retries: Set/read maximum number of RF packet delivery attempts. If RR is non-zero and MT is zero, packets sent
from the radio will request an acknowledgement, and can be resent up to RR times if no acknowledgements are received.

The range is 0x0 to OxFF

MT — Multiple Transmit: Set/read number or retransmissions. If MT parameter is a non-zero value, RR is ignored and all
packets are sent MT+1 times, without any delay between the transmissions.

RANGE: 0x0 to OxFF

RN — Delay Slots: Set/read the maximum number of delay slots used for random back-off algorithm after transmission
failure. A delay slot is 5 msec when BR=1 and 54 msec when BR=0.

The range is 0x0 to OxFF

33



ADNANTECH ZLinx® Xtreme Radio Modem

TT — Streaming Limit: Set/read maximum number of continuous bytes transmitted by one module before forcing a delay
that allows other modules to transmit. O = disabled.

The range is 0x0to OxFFF

KY — AES Encryption Key: Set/read AES encryption settings. Set 256-bit key (64 hex digits) on multiple radios for

encrypted RF communication. Set to '0' to disable encryption. Reading parameter returns a '0' (encryption disabled) or "1’

(enabled). The key cannot be read for security reasons. When this option is highlighted, a SET box will appear on the
right. Clicking this box will bring up the AES encryption entry screen.
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Figure 5-27 KY- AES Encryption Entry Screen (ZXT9-RM)

Serial Interfacing: Used to change modem interfacing options.
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Figure 5-28 Serial Interfacing (ZXT9-RM)
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BD — Baud Rate: Select serial interface rate (speed for data transfer between radio modem and host). Serial data rate
does not have to match RF data rate which is adjustable using the BR command. If the serial data rate is set higher than
the RF data rate, CTS may need to be observed to prevent DI buffer overrun. This is a pull-down option. Selections are:

0-1200
1-2400
2-4800

3 -9600

4 — 19200
5—38400
6 — 57600
7 —-115200
8 — 230400

NB — Parity: Select parity settings for UART communications. This is a pull-down option. Selections are:

0 — None
1-Even
2 — Odd

3 — Mark
4 — Space

SB — Stop Bits: Select number of stop bits used for UART communications. This is a pull-down option. Selections are:

0 — 1 Stop Bit
1 — 2 Stop Bits

RB — Packetization Threshold: Set/read character threshold. RF transmission is begun after receiving RB bytes, or after
receiving at least 1 byte and seeing RO character times of silence on the UART.

RO — Packetization Timeout: RF transmission begins after receiving RB bytes, or after receiving at least 1 byte and
seeing RO character times of silence on the UART. If RO=0, then RB bytes must be received before beginning
transmission.

Range: 0x0 to OxFFFF.

PK — Maximum RF Packet Size: Set/read maximum RF packet size. Must be 256 (0x100) or less for 9600 baud RF rate
(BR=0), and 2048 (0x800) or less for 115200 baud RF rate (BR=1).

Range is 0x1 to 0x800.

CS - Pin 9 Configuration: Select behavior of serial Terminal Block position 9 (CTS). This is a pull-down option.
Selections are:

0 — CTS Flow Control
1 — RS-485 Enable Low
2 — GPO01 Static High
3 — RS-485 Enable High
4 — GPO1 Static Low
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RT — Pin 10 Configuration: Select function for serial Terminal Block position 8 (RTS). This is a pull-down option.
Selections are:

0 — Unused

1 — Binary Command Indicator

2 — RTS Flow Control

FL — Software Flow Control: Select flow control options. Enables software flow control (XON/XOFF) between radio
modem and host. This is a pul- down option.

0 — No Software Flow Control
1 — Use Software Flow Control

FT — Flow Control Threshold: Set/read the flow control threshold. De-assert CTS and/or send XOFF when FT bytes are
in the UART receive buffer. The range is 0x0 to OxFFFF.

RF Interfacing - Change RF interface options.
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Figure 5-29 RF Interfacing (ZXT9-RM)

BR — RF Data Rate: Select RF data rate (over-the-air transmission rate). This is a pull-down option. Selections are:

0 — 9600 bps
1 - 115200 bps

Selecting 9600 can extend the radio modem’s range, but limit its throughput. Selecting 9600 can maximize the
throughput, but the range will be limited.

PL — TX Power Level: Select transmit power level. This is a pull-down option. Selections are:

0-1mw
1-10 mW
2-100 mW
3 -500 mW
4 — 1 Watt
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TX — Transmit Only: Select TX/RX or TX Only. This is a pull-down option. Selections are:

0 — Transmit and Receive
1 — Transmit Only

FS — Forced Sync Time: Set/read forced re-sync period. Normally only the first packet of a transmission event contains
the sync preamble. This command allows forced periodic sync preambles during long transmission events. Zero disables
this feature. The range is 0x0 to OXFFFF.

Diagnostics: Access diagnostic parameters.
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Figure 5-30 Diagnostics (ZXT9-RM)

VR — Firmware Version: Read module firmware version number. Read-only function.

HV — Hardware Version: Read module hardware version number. Read-only function.

SH — Serial Number High: Read high 16 bits of 3- bit unique serial number. Read-only function.
SL — Serial Number Low: Read low 16 bits of 32-bit unique serial number. Read-only function.

RP — RSSI PWM Timer: Set/read duration of PWM (pulse width modulated) output. The PWM output encodes fade
margin (RX signal strength relative to RX sensitivity) by varying the duty cycle of a 125Hz square wave. The range is 0x0
to OxFF

TP — Board Temperature: Read current temperature of module in degrees Celsius (8-bit twos-complement, eg. 26C =
0x1A, -10C = 0xF6). Read-only function.
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%V — Board Voltage: Read supply voltage to module (VCC) multiplied by 65536 (eg. 5.02V = 5.02*65536 = 0x5051F,
maximum of 5 digits returned). Read-only function.

DB — Receive Signal Strength: Read signal level of last good packet received (RSSI) in dB (reports absolute value, eg. -
88dBm = 0x58, accurate between -40 dBm to RX sensitivity). Read-only function.

ER — Receive Error Count: Set/read number of RF Packets rejected because of bit errors in packet. Read-only function.
GD — Receive Good Count: Set/read number of RF Packets successfully received. Read-only function.

TR — Delivery FailureCount: Read number of RF packets sent where retries expire with no ACK received (when RR>0).
Read-only function.
Sleep — Low Power: Radio modem can be put into Sleep Mode to reduce the amount of power consumed.
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Figure 5-31 Sleep (Low Power) (ZXT9-RM)

SM — Sleep Mode: Select Sleep Mode option. Lowest power is achieved using the SHDN signal. Cyclic sleep can be
used to trade idle current consumption for transmission latency. This is a pull-down option. Selections are:
0 — No Sleep

1 —Pin Sleep (DTR Pin used for this feature)

2 — Serial Port Sleep

3 — Reserved

4 — Cycle 1 Second

5 — Cycle 2 Seconds

6 — Cycle 4 Seconds

7 — Cycle 8 Seconds

8 — Cycle 16 Seconds

ST — Time Before Sleep: Set/read time period of inactivity (no serial or RF data is sent or received) before activating
Sleep Mode - Only valid with Cyclic and Serial Port Sleep settings. The range is 0x10 to OxFFFF.

38



AD\ANTECH ZLinx® Xtreme Radio Modem

HT — Time Before Wakeup Initializer: Set/read time of inactivity (no serial or RF data is sent or received) before a Wake-
up Initializer is sent. HT should be set shorter than ST of all remote radios. The range is 0x0 to OxFFFF.

LH — Wake-up Initializer Timer: Set/read time of the Wake-up Initializer used to wake remote radios that are in cyclic
sleep mode. Time of Wake-up Initializer should be longer than that of the remotes radio's cyclic sleep cycle (SM 4-8). The
range is 0x0 to OxFF.

PW — Pin Wake-up: Select pin wake-up options. When PW=1, pin wake-up from Cyclic Sleep Mode is enabled. This is a
pull-down option. Selections are:

0 — Disable
1 — Enable

Command Mode Options — Commands that change AT command mode behavior.
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Figure 5-32 Command Mode Options (ZXT9-RM)

BT — Guard Time Before: Set/read required DI pin silent time before the Command Sequence Characters of the
Command Mode Sequence (BT+CC_AT). The DI silent time is used to prevent inadvertent entrance into Command Mode.

The range is 0x0 to OxFFFF.

CC - Command Sequence Character: Set/read ASCII character to be used between Guard Times of the AT Command
Mode Sequence (BT+CC+AT). The AT Command Mode Sequence causes the radio modem to enter Command Mode
(from Idle Mode).

The range is 0x20 to Ox7F.

AT — Guard Time After: Set/read required DI pin silent time after the Command Sequence Characters of the AT
Command Mode Sequence (BT+CC+AT). DI silent time is used to prevent inadvertent entrance into Command Mode.

The range is 0x2 to 0x7FFC.

CT — Command Mode Timeout: Set/read time period of inactivity (no valid commands received) after which the radio
modem automatically exits from Command Mode and returns to Idle Mode.
The range is 0x2 to OxFFFF.
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55.3.2.2 RADIO MODEM SETTINGS (ZXT24-RM)
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Figure 5-33 Basic Radio Modem Settings (ZXT24-RM)

Basic Modem Settings Tab is_used to configure the following parameters:

Model Number: Displays the radio modem model number.
Function Set: Functions supported by firmware.
Version: Firmware version.
Channel Number: Set/read the channel number (uses 802.15.4 channel numbers).
The range is OxC to 0x17
Network Identifier: Set the PAN (Personal Area Network) ID. Use OxFFFF to send message to all PAN's.

The range is 0x0 to OxFFFF.

Destination Address: Set/read the lower 32 bits of the 64 bit destination address. Set the DH register to zero and DL
less than OxFFFF to transmit using a 16 bit address. 0x000000000000FFFF is the broadcast address for the PAN.

The range is 0x0-OxFFFFFFFF.

Baud Rate: Set/read the serial interface baud rate for communication between modem serial port and host. Request non-
standard baud rates with values above 0x80 using a terminal window. Read BD register to find actual baud rate achieved

Parity: Not Selectable
Stop Bit: Not Selectable

Flow Control: Not Selectable
Click Update to save changed settings. Click Restore Defaults to restore the default settings. Click Exit to exit.
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Advanced Modem Settings Tab:

The Advanced Settings tab is used to configure Networking/Security, RF Interfacing, Sleep Modes (Non Beacon), Serial
Interfacing, Diagnostics, and AT Command Mode features.

Click Update to save changed settings. Click Restore Defaults to restore the default settings. Click Exit to exit.
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Figure 5-34 Advanced Radio Modem Settings (ZXT24-RM)

Networking and Security: Used to configure addressing and security options.
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Figure 5-35 Network and Security Settings (ZXT24-RM)

Networking and Security: Set/read the channel number (uses 802.15.4 channel numbers).
The range is 0xC to 0x17.
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ID — PAN ID: Set the PAN (Personal Area Network) ID. Use 0xFFFF to send message to all PAN's.
The range is 0x0 to OxFFFF.

DH — Destination Address High: Set/read the upper 32 bits of the 64 bit destination address. Set the DH register to zero
and DL less than OxFFFF to transmit using a 16-bit address. 0x000000000000FFFF is the broadcast address for the PAN.

The range is 0x0 to OxFFFFFFFF.

DL — Destination Address Low: Set/read the lower 32 bits of the 64 bit destination address. Set the DH register to zero
and DL less than OxFFFF to transmit using a 16-bit address. 0x000000000000FFFF is the broadcast address for PAN.

The range is 0x0 to OxFFFFFFFF

MY — 16 Bit Source Address: Set/read the 16-bit source address for the modem. Set MY = OxFFFF to disable reception
of packets with 16-bit addresses. 64-bit source address is the serial number and is always enabled.

The range is 0x0 to OxFFFF.

RM — Random Delay Slots: Set/Read the minimum value of the back-off exponent in the CSMA-CA algorithm that is
used for collision avoidance. If RN=0, collision avoidance is disabled during the first iteration of the algorithm (802.15.4 -
macMinBE).

The range is 0x0 to 0x3.

MM — Mack Code: Set/Read MAC Mode value. MAC Mode enables/disables the use of a the header in the 802.15.4 RF
packet. When Mode 0 is enabled (MM=0), duplicate packet detection is enabled as well as certain AT commands. Modes
1 and 2 are strict 802.15.4 modes. This is a pull-down option. Selections are:

0 — 802.15.4 + MaxStream® Header
1-802.15.4 No ACKS’s
2 —802.15.4 With ACK’s

CE - Coordinator Enable: Set/Read the coordinator setting. This is a pull-down option. Selections are:
0 - End Device
1 - Coordinator

SC — Scan Channels: Read/set list of channels to scan for Active and Energy Scans as bitfield. Scans may be initiated by
ATAS, ATED commands and during End Device Association and Coordinator startup: Bit 15 - Ch. Ox1A . . . Bit 0 -Ch.
0x0B (bits 15, 14 and 0 not available on ZLinx).

The range is 0x0 to OxFFFF.

SD — Scan Duration: Set read the Scan duration exponent. The exponent configures the duration of the active scan
during association. Set End Device SD = BE of beaconing coordinator. Scan Time = N* (2 » SD) * 15.36ms. N=#
channels: ZLinx = 16, ZLinx/Pro = 13.

The range is 0x0 to OxOF.
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Al - End Device Association: Set/read End Device association options. Options enabled when bits are set: bit3 - Poll
coordinator on pin wake, bit2 - Auto Associate, bit1 - Allow Channel reassignment, bit0 - Allow Panld reassignment. This
is a pull-down option. Selections are:

0 —0000b
1-0001b
2-0010b
3-0011b
4 - 0100b
5-0101b
6—-0110b
7-0111b
8 —1000b
9-1001b
10 -1010b
11-1011b
12 -1100b
13-1101b
14 -1110b
15-1111b

A2 — Coordinator Association: Set/read Coordinator association options. Options enabled when bits are set: bit2 - Allow
Association, bit1 - Allow Channel reassignment, bit0O - Allow Panld reassignment. This is a pull-down option. Selections
are:

0 —000b

1-001b

2-010b

3-011b

4 —-100b

5-101b

6—110b

7-111b

RF Interfacing: Used to change RF interface options.
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Figure 5-36 RF Interfacing (ZXT24-RM)
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PL — Power Level: Select/Read transmitter output power. This is a pull-down option. Selections are:
0 — 10dBm (Lowest)

1—-12dBm (Low)
2 — 14dBm (Medium)
3 — 16dBm (High)
4 — 18dBm (Highest)

CA — CCA Threshold: Set/read the Clear Channel Assessment (CCA) threshold. If the modem detects energy above
the CCA Threshold, if will not transmit. The CCA parameter is measured in units of -dBm. The range is 0x0 to 0x50.

Sleep Mode (Non Beacon): Configure low power options for non-beaconing systems.
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Figure 5-37 Sleep Mode (Non Beaconing) (ZXT24-RM)

SM — Sleep Mode: Set/read sleep mode: Pin Hibernate is lowest power, Pin Doze provides the fastest wake up, Cyclic
Sleep Remote with or without pin wake up. This is a pull-down option. Selections are:

0 — No Sleep
1 — Pin Hibernate
2 — Pin Doze

3 — Reserved (NOT USED)
4 — Cycle Sleep Remote
5 — Cycle Sleep Remote with Pin

ST — Time Before Sleep: Set/read time period of inactivity (no serial or RF data is sent or received) before activating
Sleep Mode. The ST parameter is used only with Cyclic Sleep settings (SM=4-5). Set ST on Cyclic Sleep Coordinator to
match Cyclic Sleep Remotes. Range is 0x1 to OxFFFF.
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SP — Cycle Sleep Period: Set/read Cyclic sleep period for cyclic sleeping remotes. Set SP on Coordinator to match End
Device. Coordinator will discard indirect messages after a period of 2.5*SP, set Coordinator SP = 0 to send direct
messages. Maximum sleep period is 268 seconds (0x68B0).

Range is 0x0 to 0x68B0.

DP — Disassociated Sleep Period: Set/read sleep period for cyclic sleeping remotes that are configured for Association
but that are not associated to a Coordinator. Maximum sleep period is 268 seconds (0x68B0). Range is 0x1 to 0x68B0.

Serial Interfacing: Change modem interfacing options.
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Figure 5-38 Serial Interfacing (ZXT24-RM)

BD - Interface Data Rate: Set/read the serial interface baud rate for communication between modem serial port and
host. Request non-standard baud rates with values above 0x80 using a terminal window. Read BD register to find actual
baud rate achieved. This is a pull-down option. Selections are:

0-1200
1-2400

2 -4800

3 -9600

4 -19200
5—-38400
6 — 57600
7 —115200

RD — Receive Packetization Timeout: Set/read number of character times of inter-character delay required before vansmisson

begins. Set to zero to transmit characters as they arrive instead of buffering them into one RF packet.

The range is 0x0 to OxFF.

D7 — DIO7 Configuration: Configure options for the DIO7 line of the module. Options include: CTS flow control. This is a
pull-down option. Selections are:

0 — Disable
1 — CTS Flow Control
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D6 — DIO6 Configuration: Configure options for the DIO6 line of the module. Options include: RTS flow control. This is a
pull-down option. Selections are:

0 — Disable

1 - RTS Flow Control

D5 — DIO5 Configuration: Configure options for the DIO5 line of the module. Options include: Associated LED indicator
(blinks when associated). This is a pull-down option. Selections are:

0 — Disable
1 — Associated Indicator

PO — PWMO Configuration: Select/Read function for PWMO. This is a pull-down option. Selections are:

0 — Disable
1 - RSSI

AP — API Enable: Enables APl mode. This is a pull-down option. Selections are:

0 — API Disabled
1 — APl Enabled
2 — API Enabled with PPI

PR — Pull Up Resistor Enable: Set/read bitfield to configure internal pullup resistors status for I/O lines. 1=internal pullup
enabled, 0=no internal pullup. Bitfield map: Bit 7 - DIN (P3), Bit 6 - IO8/SLEEP_RQ (P9), Bit 5 - DIO6/RTS (P16), Bit 4 -
DIOO (P20), Bit 3 - DIO1 (P19), Bit 2 - DIO2 (P18), Bit 1 - DIO3 (P17), Bit 0 - DIO4 (P11).

The range is 0x0 to OxFF

Diagnostics: Access diagnostic parameters.
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Figure 5-39 Diagnostics (ZXT24-RM)

46



ADNANTECH ZLinx® Xtreme Radio Modem

RP — RSSI PMW Timer: Set/read PWM timer register. Set duration of PWM (pulse width modulation) signal output. The
signal duty cycle is updated with each received packet and is shut off when the timer expires. The range is 0x0 to OxFF.

AT Command Options: Change AT command mode behavior.
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Figure 5-40 AT Command Options (ZXT24-RM)

CT - AT Command Mode Timeout: Set/read command mode timeout parameter. If no valid commands have been
received within this time period, the modem returns to Idle Mode from AT Command Mode.

The range is 0x2 to OxFFFF

GT — Guard Times: Set required period of silence before, after and between the Command Mode Characters of the
Command Mode Sequence (GT + CC + GT). The period of silence is used to prevent inadvertent entrance into AT
Command Mode.

The range is 0x2 to OxFFFF.

CC - Command Sequence Character: Set/read character value to be used to break from data mode to command mode.
The default value <2Bh> is the ASCII code for the plus ('+') character.

The range is 0x0 to OxFF.
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| 5.3.3 RADIO MODEM CONFIGURATION SCREEN (OFF-LINE)
The Off-Line Configuration is used to view the normal default settings for the radio modem when a modem is not
connected.
This can be used when providing telephone assistance to a field technician, and to look at the settings available while
reviewing the manual.

5.3.4 RADIO MODEM FIRMWARE UPDATE SCREEN
From time to time firmware updates will become available. These updates are installed through the firmware update
screen.
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Figure 5-41 Manager Screen

Clicking the Radio Modem Firmware Updater link will take you to the firmware update screen. Section six contains
instructions to update the firmware.
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Figure 5-42 Firmware Update Screen

| 5.3.5 RETURN TO MANAGER
The Return to Manager Link is used to take you out of the radio modem screen back to the main Zlinx® screen

|5.3.6 EXIT
Exit is used to exit the program.
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6 - STARTUP AND CONFIGURATION
6.1 BASIC SETTINGS
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Figure 6-1 Radio Modem Basic Settings

6.1.1 CHANNEL NUMBER

This identifies the channel within the 900 MHz or 2.4 GHz band that you are using. The channel you select must be the
same on every Zlinx® product you desire to communicate with. If interference is experienced from other devices outside
your control, you can change to another channel to improve communications.

‘6.1 .2 NETWORK IDENTIFIER

The network identifier is used to separate Zlinx® products into networks. The network identifier must be the same on each
product you desire to communicate with.

‘6.1.3 BAUD RATE, STOP BITS, PARITY, AND FLOW CONTROL
Refer to section 5.3.2.1 and 5.3.2.2.

6.2 ADVANCED SETTINGS

Advanced modem tab is described in section five.

6.3 RF MODEM OPERATION

6.3.1 TRANSPORT OPERATION

By default, modem operates in Transparent Mode. When operating in this mode, the modems act as a serial line

replacement - all received UART data is queued up for RF transmission. When RF data is received, the data is sent out of
the modem.
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’6.3.2 SERIAL TO RF PACKETIZATION

Data is buffered in the input buffer until one of the following causes the data to be packetized and transmitted:

o No serial characters are received for the amount of time determined by the RO (Packetization Timeout)
parameter. If RO = 0 packetization begins when a character is received.

e The maximum number of characters that will fit in an RF packet (2048 for ZXT9-RM) (202 for ZXT24-RM) is
received.

e The Command Mode Sequence (GT + CC + GT) is received. Any character buffered in the input buffer before the
sequence is transmitted.

If the modem cannot immediately transmit (for instance, if it is already receiving RF data), the serial data is stored in the
input buffer. The data is packetized and sent at any RO timeout or when the maximum packet size is received.

If the input buffer becomes full, hardware or software flow control must be implemented in order to prevent overflow (loss
of data between the host and modem).

‘ 6.3.3 APl OPERATION

API (Application Programming Interface) Operation is an alternative to the default Transparent Operation. The frame-
based API extends the level to which a host application can interact with the networking capabilities of the modem.

When in API mode, all data entering and leaving the modem is contained in frames that define operations or events within
the modem.

Transmit Data Frames (received by modem) include:
¢ RF transmit data frame
e Command frame (equivalent to AT commands)

Receive Data Frames (sent out by modem) include:
e RF received data frame
e Command response
e Event notifications such as reset, associate, disassociate, etc.

The API provides alternative means of configuring modems and routing data at the host application layer. A host
application can send data frames to the modem that contain address and payload information instead of using command
mode to modify addresses. The modem will send data frames to the application containing status packets; as well as
source, RSSI and payload information from received data packets.

The API operation option facilitates many operations such as the examples cited below:
¢ Transmitting data to multiple destinations without entering Command Mode
e Receive success/failure status of each transmitted RF packet

o |dentify the source address of each received packet

Note: to implement API operations, refer to API sections.
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|6.3.4 FLOW CONTROL
Input Buffer
When serial data received by modem, the data is stored in the Input Buffer until it can be processed.

Hardware Flow Control (CTS) When the input buffer is 17 bytes away from being full, by default, the modem de-asserts
CTS (high) to signal to the host device to stop sending data [refer to FT (Flow Control Threshold) and CS (GPO1
Configuration) Commands]. CTS is re-asserted after the buffer has 34 bytes of memory available.

Software Flow Control (XON) XON/XOFF software flow control can be enabled using the FL (Software Flow Control)
Command. This option only works with ASCII data.

How to eliminate the need for flow control:

e Send messages that are smaller than the input buffer size. The size of the input buffer varies according to the
packet size (PK parameter) and the parity setting (NB parameter) used.

e Interface at a lower baud rate [BD (Interface Data Rate) parameter] than the RF data rate (BR parameter).

Two cases in which the input Buffer may become full and possibly overflow:

o If the serial interface data rate is set higher than the RF data rate of the modem, the modem will receive data from
the host faster than it can transmit the data over-the-air.

o |f the modem is receiving a continuous stream of RF data or if the modem is monitoring data on a network, any
serial data that arrives on the modem is placed in the Input Buffer. The data in the input buffer will be transmitted
over-the-air when the modem no longer detects RF data in the network.

Output Buffer

When RF data is received, the data enters the output buffer and is sent out the serial port to a host device. Once the
output buffer reaches capacity, any additional incoming RF data is lost. The output buffer stores at least 2.1 KB.

Hardware Flow Control (RTS) If RTS is enabled for flow control (RT Parameter = 2), data will not be sent out the output
buffer as long as RTS (pin 10) is de-asserted.

Software Flow Control (XOFF) XON/XOFF software flow control can be enabled using the FL (Software Flow Control)
Command. This option only works with ASCII data.

Two cases in which the output buffer may become full and possibly overflow:

o If the RF data rate is set higher than the interface data rate of the modem, the modem will receive data from the
transmitting modem faster than it can send the data to the host.

e |f the host does not allow the modem to transmit data out from the output buffer because of being held off by
hardware or software flow control.
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16.3.5 SLEEP MODE

Sleep Modes enable the module to enter states of low-power consumption when not in use. Three software Sleep Modes
are supported:

e Pin Sleep (Host Controlled)
e Serial Port Sleep (Wake on Serial Port activity)
e Cyclic Sleep (Wake on RF activity)

In order to enter Sleep Mode, one of the following conditions must be met (in addition to the modem having a non-zero
SM parameter value):

e The modem is idle (no data transmission or reception) for the amount of time defined by the ST (Time before
Sleep) parameter. [Note: ST is only active when SM = 4-5]

e SLEEP (DTR) is asserted (only for the 'Pin Sleep' option).

When in Sleep Mode, the modem will not transmit or receive data until the modem first transitions to Idle Mode. All Sleep
Modes are enabled and disabled using SM Command. Transitions into and out of Sleep Modes are triggered by various
mechanisms as shown in the table below.

The SM (Sleep Mode) command is central to setting all Sleep Mode configurations. By default, Sleep Modes are disabled
(SM = 0) and the modem remains in Idle/Receive Mode. When in this state, the modem is constantly ready to respond to
serial or RF activity.

Refer to 'Hardware Sleep' section of the 'Shutdown Mode' section to enable the modem's lowest power-consuming state.

!6.3.5.1 PIN SLEEP MODE

Pin Sleep (SM =1)
¢ Pin/Host-controlled

This mode is voltage level activated. When DTR/SLP is asserted, the modem will finish any transmitting or receiving
activity, enter idle mode, then enter a state of sleep. When in Pin Sleep Mode, the modem will not respond to serial or RF
activity.

After enabling Pin Sleep, the SLEEP pin controls whether the modem is active or sleeping. When SLEEP is de-asserted,
the modem is fully operational. When SLEEP is asserted, the modem transitions to Sleep Mode and remains in its lowest
power-consuming state until the pin is de-asserted.

Note: The modem will complete a transmission or reception before activating Pin Sleep.
i6.3.5.2 SERIAL PORT SLEEP MODE

Serial Port Sleep (SM = 2)
o Wake on serial port activity

Serial Port Sleep is a Sleep Mode in which the modem runs in a low power state until serial data is detected on the
modem.

The period of time the modem sleeps is determined by ST (Time before Sleep) Command. Once a character is received
through the input, the modem returns to Idle Mode and is fully operational.

52



AD\ANTECH ZLinx® Xtreme Radio Modem

6.3.5.3 CYCLE SLEEP MODE

Cyclic Sleep (SM = 4-8) Cyclic Sleep Modes allow modems to periodically wake and check for RF data. The modem
wakes according to the times designated by the Cyclic sleep settings. If the modem detects a wake-up initializer during
the time it is awake, the modem synchronizes with the transmitting modem and receives data after the wake-up initializer
runs its duration. Otherwise, the modem returns to Sleep Mode and continues to cycle in and out of activity until a wake-
up initializer is detected.

While the modem is in Cyclic Sleep Mode, CTS is de-asserted (high) to indicate that data should not be sent to the
modem. When the modem awakens to listen for data, CTS is asserted and any data received on the modem input is
transmitted.

The modem remains in Sleep Mode for a user-defined period of time ranging from 0.5 seconds to 16 seconds (SM
parameters 4 through 8). After this interval of time, the modem returns to Idle Mode and listens for a valid data packet for
100 ms. If the modem does not detect valid data (on any frequency), the modem returns to Sleep Mode. If valid data is
detected, the modem transitions into Receive Mode and receives the incoming RF packets. The modem then returns to
Sleep Mode after a period of inactivity determined by the ST "Time before Sleep" parameter.

The modem can also be configured to wake from Cyclic Sleep when DTR/SLP is de-asserted. To configure a modem to
operate in this manner, PW (Pin Wake-up) Command must be issued. Once the SLEEP pin is de-asserted, the modem is
forced into Idle Mode and can begin transmitting or receiving data. It remains active until data is no longer detected for the
period of time specified by the ST Command, at which point it resumes its low-power cyclic state.

Cyclic Scanning Each RF transmission consists of an RF Initializer and Payload. The RF initializer contains initialization
information and all receiving modems must wake during the wake-up initializer portion of data transmission in order to be
synchronized with the transmitting modem and receive the data.

6.3.6 COMMAND MODE

To modify or read RF modem parameters, the modem must first enter into Command Mode (state in which incoming
characters are interpreted as commands). Two command types are supported: AT Commands and Binary Commands.

For modified parameter values to persist in the modem registry, changes must be saved to non-volatile memory using the
WR (Write) command. Otherwise, parameters are restored to previously saved values when the modem is powered off
and then on again.

6.3.6.1 MODEM CONFIGURATION SWITCH

The Configuration Switch provides an alternate method for entering into Command Mode.

To enter Command Mode at the default RF data rate of the modem, remove power, hold the Configuration Switch (PB1)
down and power up the modem, then release the Configuration Switch.

The Serial port default is 115200, 8, N, 1.
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6.3.7 AT COMMAND MODE

6.3.7.1 ENTERING AT COMMAND MODE
Send the 3-character command sequence "+++" and observe guard times before and after the command characters.

Default AT Command Mode Sequence (for transition to Command Mode):
¢ No characters sent for one second [refer to the BT (Guard Time Before) Command]

e Input three plus characters (“+++”) within one second [refer to the CC (Command Sequence Character)
Command ].

e No characters sent for one second [refer to the AT (Guard Time After) Command]

All of the parameter values in the sequence can be modified to reflect user preferences.

56.3.7.2 SENDING AT COMMANDS
Send AT commands and parameters using the syntax shown below.

Gpatan D seiadivg AT Cossbidds

“ATY . ASCII ., Space _  Parameter Carrimge
Prafix Command (Optianal) [Cptipnnl, HEX) Rt

Example: ATDL LF<CR>

To read a parameter value stored in the RF modem'’s register, omit the parameter field.

The preceding example would change the RF modem Destination Address (low) to “Ox1F.” To store the new value to non-
volatile (long term) memory, subsequently send the ATWR (Write) command before powering off the modem.

System Response. When a command is sent to the modem, the modem will parse and execute the command. Upon
successful execution of a command, the modem returns an OK message. If the execution of a command results in an
error, the modem returns an “Error” message.

i6.3.7.3 EXIT AT COMMAND MODE

If no valid AT Commands are received within the time specified by the CT (Command Mode Timeout) Command, the RF
modem automatically returns to Idle Mode.

To exit the AT command mode, send the ATCN (Exit Command Mode) command (followed by a carriage return).

6.3.8 BINARY COMMAND MODE

Sending and receiving parameter values using binary commands is the fastest way to change operating parameters of the
modem. Binary commands are used most often to sample signal strength [refer to DB (Received Signal Strength)
parameter] and/or error counts; or to change modem addresses and channels for polling systems when a quick response
is necessary. Since the sending and receiving of parameter values takes place through the same serial data path as 'live'
data (received RF payload), interference between the two types of data can be a concern.

Common questions about using binary commands:

What are the implications of asserting CMD while live data is being sent or received?
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After sending serial data, is there a minimum time delay before CMD can be asserted?

Is a time delay required after CMD is de-asserted before payload data can be sent?
How does one discern between live data and data received in response to a command?

The CMD pin (pin 10) must be asserted in order to send binary commands to the modem. The CMD pin can be asserted
to recognize binary commands anytime during the transmission or reception of data. The status of the CMD signal is only
checked at the end of the stop bit as the byte is shifted into the serial port. The application does not allow control over
when data is received, except by waiting for dead time between bursts of communication.

If the command is sent in the middle of a stream of payload data to be transmitted, the command will essentially be
executed in the order it is received. If the modem is continuously receiving data, the radio will wait for a break in the
received data before executing the command. The CTS signal will frame the response coming from the binary command.

A minimum time delay of 100 s (after the stop bit of the command byte has been sent) must be observed before the
CMD pin can be de-asserted. The command executes after all parameters associated with the command have been sent.
If all parameters are not received within 0.5 seconds, the modem returns to Idle Mode.

Note: When parameters are sent, they are two bytes long with the least significant byte sent first. Binary
commands that return one parameter byte must be written with two parameter bytes.

Commands can be queried for their current value by sending the command logically ORed (bit-wise) with the value
0x80 (hexadecimal) with CMD asserted. When the binary value is sent (with no parameters), the current value of
the command parameter is sent back through the DO pin.

IMPORTANT: In order for the modem to recognize a binary command, the RT (GPI1 Configuration) parameter must be
set to one. If binary programming is not enabled (RT parameter value is not equal to ‘1’), the modem will not recognize
that the CMD pin is asserted and therefore will not recognize the data as binary commands.
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6.4 ZXT9-RM CONFIGURATION

6.4.1 ADVANCED PROGRAMMING
'6.4.1.1 PROGRAMMING EXAMPLES USING AT COMMANDS

The programming examples in this section require the installation of a hyper terminal program and a connection to a PC.

‘CR’ stands for carriage return:

Method 1 (One line per command)

Send AT Command System Response_
+H OK <CR> (Enter into Command Mode)
ATDT <Enter> {current value} <CR> (Read Destination Address)
ATDT1AOD <Enter> OK <CR> (Modify Destination Address)
ATWR <Enter> OK <CR> (Write to non-volatile memory)
ATCN <Enter> OK <CR> (Exit Command Mode)

Method 2 (Multiple commands on one line)

Send AT Command_ System Response_
+H+ OK <CR> (Enter into Command Mode)
ATDT <Enter> {current value} <CR> (Read Destination Address)
ATDT1A0D,WR,CN <Enter> OK <CR> (Execute commands)

56.4.1.2 PROGRAMMING USING BINARY COMMANDS

Example: Use binary commands to change the RF modem's destination address to 0x1AOD and save the new address to
non-volatile memory.

1. RT Command must be set to "1'in AT Command Mode to enable binary programming
2. Assert CMD (Pin 10 is driven high). (Enter Binary Command Mode)
Send Bytes [parameter bytes must be 2 bytes long]:

00 (Send DT (Destination Address) Command)

0D (Least significant byte of parameter bytes)

1A (Most significant byte of parameter bytes)

08 (Send WR (Write) Command)
4.  De-assert CMD (pin 10 is driven low). (Exit Binary Command Mode)

Note: CTS is high when a command is being executed. Hardware flow control must be disabled as
CTS will hold off parameter bytes.
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|6.4.2 COMMAND REFERENCE TABLE

Modems expect numerical values in hexadecimal.

equivalents are designated by a “d” suffix.

Hexadecimal values are designated by a “Ox” prefix. Decimal

AT Binary Command # Bytes
Command Command AT Command Name Parameter Range Category Returned Default
0x2CCCA - OX5BFFA [read-
%V 0x3B (59d) | Board Voltage only] Diagnostics 4 -
Networking &
AM 0x40 (64d) | Auto-set MY Security - -
AP v2.x20* | - API Enable 0-2 Serial Interfacing 1 0
Command Mode
AT 0x05 (5d) Guard Time After 2 - (ATST-3) [x 100 msec] Options 2 0x0A (10d)
0 - 8 (standard rates)
0x39 - 0x1C9C38 (non-
BD 0x15 (21d) | Interface Data Rate standard rates) Serial Interfacing 4 3
BR 0x39 (57d) | RF Data Rate 0-1 RF Interfacing 1 1
Command Mode
BT 0x04 (4d) Guard Time Before 0 - OXFFFF [x 100 msec] Options 2 0x0A (10d)
Command Sequence Command Mode
cC 0x13 (19d) | Character 0x20 - Ox7F Options 1 0x2B ["+"] (43d)
CD 0x28 (40d) | GPO2 Configuration 0-4 Serial Interfacing 1 2
Command Mode
CF - Number Base 0-2 Options 1 1
Command Mode
CN 0x09 (9d) Exit Command Mode - Options - -
CS Ox1F (31d) | GPO1 Configuration 0-4 Serial Interfacing 1 0
Command Mode
CT 0x06 (6d) Command Mode Timeout | 2 - OXFFFF [x 100 ms] Options 2 0xC8 (200d)
DB 0x36 (54d) | Received Signal Strength | Ox6E - 0x28 [read-only] Diagnostics 2
Networking &
DT 0x00 (0d) Destination Address 0 - OXFFFF Security 2 0
Command Mode
EO 0x0A (10d) | Echo Off Options - -
Command Mode
El 0x0B (11d) | Echo On Options - -
ER OxOF (15d) | Receive Error Count 0 - OXFFFF Diagnostics 2 0
FH 0x0D (13d) | Force Wake-up Initializer Sleep (Low - -
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FL 0x07 (7d) Software Flow Control 0-1 Serial Interfacing 0
FS Ox3E (62d) | Forced Sync Time 0 - OXFFFF [x 10 msec] RF Interfacing 0
0 - (DI buffer size - 0x11) DI buffer size
FT 0x24 (36d) | Flow Control Threshold [Bytes] Serial Interfacing minus 0x11
GD 0x10 (16d) | Receive Good Count 0 - OXFFFF Diagnostics 0
Networking &
HP 0x11(17d) | Hopping Channel 0-9 Security 0
Time before Wake-up Sleep (Low OXFFFF
HT 0x03 (3d) Initializer 0 - OXFFFF [x 100 msec] Power) (65535d)
HV - Hardware Version 0 - OXFFFF [read-only] Diagnostics -
0x11 - OX7FFF (user-settable)
0x8000 - OXFFFF (factory-set, | Networking & 0x3332
ID 0x27 (39d) | Modem VID read-only) Security (13106d)
Networking &
KY 0x3C (60d) | AES Encryption Key 0 - (64 hex digits all setto 'F") | Security 0 (disabled)
Sleep (Low
LH 0x0C (12d) | Wake-up Initializer Timer 0 - OXFF [x 100 msec] Power) 1
MD Networking &
v2.x20* | 0x31 (49d) | RF Mode 0-6 Security 0
Networking & OxFFFF
MK 0x12 (18d) | Address Mask 0 - OXFFFF Security (65535d)
Networking &
MT 0x3D (61d) | Multi-Transmit 0 - OXFF Security 0
Networking & OXFFFF
MY 0x2A (42d) | Source Address 0 - OXFFFF Security (65535d)
NB 0x23 (35d) | Parity 0-4 Serial Interfacing 0
Networking &
PB v2.x20* | 0x45 (69d) | Polling Begin Address 0 - OXFFFF Security 0
0 - OXFFFF
(Base: (x 1 ms), Remote: [x Networking &
PD v2.x20* | 0x47 (71d) | Minimum Polling Delay 10 ms)) Security 0
Networking &
PE v2.x20* | 0x46 (70d) | Polling End Address 0 - OXFFFF Security 0
PK 0x29 (41d) | Maximum RF Packet Size | 1 - 0x800 [Bytes] RF Interfacing varies
PL 0x3A (58d) | TX Power Level 0-4 RF Interfacing 4 (1 Watt)
Sleep (Low
PW 0x1D (29d) | Pin Wake-up 0-1 Power) 0
RB 0x20 (32d) | Packetization Threshold 1 - Current value of PK Serial Interfacing 0x800 (2048d)
RC - 0 - 0x31 [dBm, read-only] Diagnostics -

Ambient Power - Single
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Channel
RE OxOE (14d) | Restore Defaults (Special) - -
Ambient Power - All
RM - Channels No parameter - 0x7D0 Diagnostics 2 -
Networking &
RN 0x19 (25d) | Delay Slots 0 - OXFF [slots] Security 1 0
0 - OXFFFF [x UART
RO 0x21 (33d) | Packetization Timeout character time] Serial Interfacing 2 3
RP 0x22 (34d) | RSSI PWM Timer 0 - OxFF [x 100 msec] Diagnostics 1 0x20 (32d)
Networking &
RR 0x18 (24d) | Retries 0 - OXFF Security 1 0x0A (10d)
RT 0x16 (22d) | GPI1 Configuration 0-2 Serial Interfacing 1 0
SB 0x37 (55d) | Stop Bits 0-1 Serial Interfacing 1 0
SH 0x25 (37d) | Serial Number High 0 - OXFFFF [read-only] Diagnostics 2 varies
SL 0x26 (38d) | Serial Number Low 0 - OXFFFF [read-only] Diagnostics 2 varies
Sleep (Low
SM 0x01 (1d) Sleep Mode 0- 8 (3 is reserved) Power) 1 0
(ATAT+3) - OX7FFF [x 100 Sleep (Low
ST 0x02 (2d) Time before Sleep msec] Power) 2 0x64 (100d)
TP 0x38 (56d) | Board Temperature 0 - OX7F [read-only] Diagnostics 1 -
TR 0x1B (27d) | Delivery Failure Count 0 - OXFFFF [read-only] Diagnostics 2 0
Networking &
1T 0x1A (26d) | Streaming Limit 0 - OXFFFF [0 = disabled] Security 2 0
X 0x3F (63d) | Transmit Only 0-1 RF Interfacing 1 0
Firmware Version -
VL - verbose Returns string Diagnostics -
VR 0x14 (20d) | Firmware Version 0 - OXFFFF [read-only] Diagnostics 2 -

*Firmware version in which the command was first introduced (firmware versions are numbered in hexadecimal notation.)
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|6.4.2.1 COMMAND DESCRIPTIONS

Command descriptions in this section are listed alphabetically. Command categories are designated within "< >" symbols

that follow each command title. Zlinx Xtreme Radio Modems expect parameter values in hexadecimal (designated by the
"Ox" prefix).

Command Descriptions

Command dgescnplions. in this s=clion mne sbed -!H:ﬂltq':tﬂlﬂlﬁ Command ﬂ#m ang mﬂh‘ﬂ wilfin Mo »t
#miols. el folow sach command ke Ziie Xirerme Hadio MoSeme eapec parameser valuss in hexadecimal
jeasignate Dy The "Th™ prafg

*aV (Board Voltage) Command
«[Magnoshon= %Y Command i el o reart the curmenl vi@tage of the mderm mout -
P AT Conrmhd ATWY
Elimary Coesttinbil 038 {19 Aol i
Sagempie Cuipur Pamarmaior Hargw ipesd-only)y

IO - ISEFFA
& 03 W [wiwen ATEF = [ 2 8 Thadeornuly
EOS1F fwhee ATCF = 1] *

Mosrmbee of by peninmed: 4
502 fwbsen ATCFE & 24 - =

®Witan CF & 1 (deluil]]. § b miegér m shoan thal B egual o (vallags * 55304y

AM {Auta-sal MY ) Command

< Matworking & Sacurty = AM Comimiand s wsed to sutormatically set the MY
(Scorce Address) paramater from the fectory- Bunary Commpmrel i 8 ind ool
ol mdriE Almbet of e rMsdE, The sddresd & 1ormed with Biks 29, 28 @A
d 13-0 of tha senal mumbser (in that order ),

AT Coemmand; &TdM

Thar resadting virlisl is displnyned as o resu® of this command.

AT Somrvanit ATAF
AP (AP Enable) Command Fannse - 1

< etsl Interiatinge The AF carrrand & used 10 erabie e RF mooem B cpecale { B Crnaisien
wn] @ hrame-based AP mratead of waing the Sefea® Trancpansnl (LARTH mods e

B dapiCall o aadeint
oballl BUIEFNL

a Y e | w

= [ T it T T B

et of Hyies Hotomea 1

AT (Guard Tirme Aftes Command AT Coreamd ATAT
<CorerrEsd hMads Dpborar AT Covrmand b S 15 Sl T Lol [T e ] pr—
silnce oyl ki e cormmand sequence chacier (GO Comeraeed) of e AT Com - ——— . e
rrand Mode Ssgence (BT + £+ AT) By delaul 1 wsoond rast slapss betoss snd P'""""r_ I:“,E_H
Mar (he commaed Eaguancs chafacie o B TR B 100 milleseon s
Ty Fiive- oof - I

Deefaun Parsr o Vieles Dvbd (1) des
mierer suircunding e command sequence chancio ae wsed D preve] nacy ecient ml|

erhance o AT Command Mode [T e

Fepder o She AT Commend Rode sechon for more stomrston regandng e AT Comm Hrﬂ__' _II e b L
7l Mods Seguance G iCamman i Tequeancs Chsacie
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AT Cormrrand ATRBD

BO [Interface Data Rate) Command gy Covarnd. 1S (39 dedamal)
«Serial imerfacmg The BO command s used o sed and tead the serisl intertace daty ~ Pafameisr Range: O - 3 {stanised mbea)
Pt (B TEE) e EEtaien thi RF moderm an host Thes paidneis) delsmhes | TG O non -stwndni] reiesd
e rale af which senal dala m sert b Bwe rmoderm hrom the kost Modded mieface dal TE ETEE Configemion (oo
. o ok ke effect unii the CH (Exit AT C Mode] . 5 e e
il e system rolurns the ‘0K fesponse L i

1 Mo
I R vt 8 ‘2 e
Bre st o the module, e despecivg ilerlace daka rabes e wied (@8 shawn o e | s ¢
able on Be nght) o
' R0
The RF data rabe i net aftected by the BO pararmetsr 1 (he miodsce dats ate & ol s e
higher than ke AF data rage. a Fow contnal configuration may need to be implemente . i?Eli
d 3
T 118500
The renge bebsmen standard and pon-standard bayd rates. ({8 - O3S & rpid Diefaiull Parprater ‘sl
L
Mon=standard Interface Datn Rabes: ninsdard baud raies supporied Fu.of
Rerrmwnne w2 K20

Ay valud above 08 will b8 inferpreted as an actusl baud rale. YWhen & value abows Murmbat of e relusnad: o
(w33 5 seni, the closes! mindace doka e e aseibed Dy e nember B slonsd in the
OC) regmier. For example, 8 rate of 10000 bps can be ws by sendng the iolosing command Ine "ATEO4BNT

When the BO command is sent with o nonstandard mledaece data rile. e UART will ndjust i scoormmodabe e fsgueshed in
Brfacs rabs [h ] Caess e ook rednlubon Wil Causs the slonsd BD parpmsler 1o v icy from the panarmnsber That m;ml{r
elet 1o the table beicw) Reading the BD command {send "ATBEF command wathou an assodiaded pararmebss » afse) will iefiirn
thi value actuaily sioned i ibe medule's BD egaster

B0 Parametes Send (WEX) | bntertece Data Rate tbps] | BO Paramater Stored (MEX)
0 | 1200 0
4 | 16.200 ] 4
¥ ! EarE 200 ¥
tac | W T 128
=2 | 115300 i 1R20T

*Tha 115200 Darud il s L8iing s achesly o1 110 111 Daud (-3 5% 1argel UART wpasd)

BR [RF Dota Rate) Commang

<fF interiacing= The BE command & used 1o 5ot and red the RF data rate faje AT Cofffnand. ATER L .
that RF dam & [ransrrdieg ond Mis-gar) o s msdem BAEry Conmmnd DG (87 desma

Pararniphed Rangs: -1

Bl thpd

Parsmetes Cenbgrmon
0 8800
f 115200

Crefuut Butameler Value. 1 '

HiurnEast of irybed fettamied) 1

BT [(Guard Time Belore] Command _AT Command ATCC
Rinpry Command: Ou1] (10 Secena-
<AT Corerand Mode Cplicnss The CC command s used 10 seltead the ASCI Faremster Rangs. 0120 - D
erﬁﬁumﬂmqmrdhnﬂﬂhﬁfcdmhdMWIET* - < zEeT—
S0 = AT) This seguenos entors the moduie inkg AT Command Mode s that data Dol Parmatar vaius: DO [ASCT ™)
Hirer of trpdes relumssd: 1

Hmated Commands. A1 |Gassd Time Afers
BT {Geard Time Betore)
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wentbaring the rmodide (from ihe hosl) & recognized 3% comemands instead of payload

FMeles bo me AT Command Mode' sachon o made informaban mgarding he AT Commant Made Sequansa

CC {Command Sequence Charaeter) Command AT Command ATEC
M-ﬂmtﬂﬂ ﬂ!’llfﬂ--ﬁ'ﬂmlll

<AT Corminand Mode Optians> The CC cormmand i used to satilesd the ASCHE pummeter fangs. Ge - 0x7F
harpctes used between [uiird Tirmes of he AT Command Maode Sequance (BT » C —— - T

& AT}, This sequenco snisns the modem Mo AT Command Mede &2 that dati m”'wm' ®
entenng e rmodem {fram the fusl] | ecognined as commands mabsad of payiea —

i

I'lILH'l'I:- l:lhgtll.'l-l:'ﬂl.l'l:lu'l:l 1

Helaled Commands &1 Hiuui Tirme AAEr)

T
Riter 1 the "AT Command Modé® section for moes ifanmation rgarding the AT ¢ —o1. 1Gulid Tins Bels)

ammang hode Sequence

CO G2 Configuration) Command AT E ad ATED

<Sertal [nterfacing= GO Command s used to selectivead the behavior of the GPo  Binary Command D28 {40 decimal)

2 e [pn 3 Pllnnﬂhr Hunqq. 0 < B (stwnitned mbes)
Paamadis S A e
i HX LED
1 Dy Higih
2 Dlenih L
3 { epervad)
. R LED
.;_.-u.: nddrass onfy]
I:htl'lr.l Paromsber Valua. 2

w#wrﬂwm i

CF (Number Base) Command AT Commarnd: ATCF
Parammini Rango: O - !
<Comersand Mode Opbons> CF comerand i used to setiead the command IS parameter Cmﬂﬂ
ihirsg sedling The lollwing commarnds ane always eniened and read n hes fo mal — B -t -
tar the CF setting Commands wllize detaull
@ FuEmEeT s docimal
Comunands may oupol units
VR (Firfrremne Virsaon) . B commrs torced i
— wwipned untdseshex
H (Hisdchwie Visrsion) : i o ; ullll:t ir
KY [AES Enc fiimbier base; fo
(AES Eneypmen ey unas e sutput

Owimuh Pararmster Vabus: 1

CH |Exit AT Command Mode) Comimnnd

wlommand Mods Options> The CH comermand umad o oxplo it | RHF <L it AN
phonae i ox ¥ ]
i | AT Cix Mo Hmmﬂﬂﬁnd 0 {8 deomal)
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£5 [GPO1 Configuration) Command

wSeeinl interdtaong> C5 Command s used to sesect the behavioo of fhe GFPO1 pan

[pen B This oulpx® can mosde RS
232 fow control, contral the TX enabse wgrml [for B5-885 or RS-

470 pperaneni)
By dalaul. GROD) proyeies RS- 220 CTS [Thedi - S Py paeyiil

CT [Command Moda Timosout] Cammand

«Command Mode Opiiors> The OT command & usesd fo s and feed e
amourt of inacive ine Bhat eapses befare the BF modem sutormabcaly ¢xis
froem AT Caommuand Wocs and returna o s Mode

Lose the CN (Exit AT Command WModn) command o énit AT Command Mode
raTidlly

DB [Recetved Signal Strength] Commani

cChagroie- DE Commard B5ooked o epd (e resen e sgnal strengis [in decil
el imdative bo meilWatis) of the Imd recened pedord. Thim parametes & useful m
deteimeang mnge charsciersics of the AF modides undes vetious cond Bonm

In detauft moae. this commmand shows Tie powes |leved in signed decmal foemat
with the unis (dBm) 1FCF = 1. the magritde of the vaius i prisstted 0 g
el e 1T CF = 2, (e viploe i prasanhisd inofetanal byl wilhout The unds

Harmpte Culpat
B8 dBmiwhen ATCF = [)
sl fwhan ATGF= 1)
B3 {whan ATCF = 3]

AT Comveand, ATCE

[P ST Ty —

P wr=ier Cowsllapnminoes
'_ﬁ:ﬁ_ﬁ_'_
= Ll Sow conitnd

I ARS8 TX ermbles |
2 Hligh

a RE-483 TH snabin Wgh
a

Relebia Comrmaraty BT GA1 Corfguimsn)
Tk PO Tismbot)

ey Commmand S (o ieoiomal |
Pasametar Rangs 2 « (FFFE f4 100
e 0|

Dt i Pt Vi (10078 ¢ 7000

Flamber o tybedl refreesd T
fiolated Corrmmand. CH IERE AT Commmnd
st

AT Conmang ATDR
Biirary Cormmmed. 038 184 docmmal)
Parmetsr Asngs (swsb-onls | 005F - Gl
=0 140 B =0 Thecmminl
Famiber of bytes refpmed: 1

WOTE B ihe DS regesied & feid Bplon the medim his ecokod an RF packed, The maaimm wil rehem & valus of O BLCKE fade

h rasans. wh AT packet s nol pel Do ieohioed)

DT [Destination Address| Command

shiptvariing & Securry- OT Commuend i used o settead the nebaordng sddny
s ol @0 AF modemn. The moderms ubilcs Bvaa fiftration layers Yenao: 10D Mumb
ar {ATID). Crannel (ATHP, and Cestination Address (ATOT). The OT command
asigns e adddess 1o a radit that enables 8 W0 communicals with other rados |
ik felbaiek. The vt s o ki pammand & e when MY ehFRFF and
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ME=IFFEF an all radios in @ network, ondy mdos with matghing DTs w4l communicate with each othed

Il WY = nod GFFFF, then OT acts as a transmil address and MY acts as a receivs address For ecamphe, MY can be sal o unl
gues valiees 1, 203 sl on unigues radics = the netesk. Then set 0T on the iansmitting rmdo to mateh the MY of (he receiing

TRCiD you miend T Coamrin ke wWin

Sptiing OT=0aFFFF will brosdeast to ol imdios n the netwode Reder o the Addressing’ section lor mons inhormation

EQ (Echo Off) Command AT Command:- ATES
Berswry Commrand 3008 {10 Secrral)
<Cormmand Mode Cobanse EQ Command tums off characier echom AT Comm —————————————
and Moe

By defaul. echo s o

Ef (Eche On] Command
AT Commandd ATET

<Cemmand Mode Opfions E1 Command énables chamcher echo in AT Comm Binary Cormmand: B8 111 decimal)
and Mods. Esch hyped characher «ll be echaed bach 1o the Wermenal when ATE

i actve ED (Echa O = the delaull

ER (Recaive Error Count) Command

=[agrostice= The ER command s used 1o setfread the number of recehe- Binary Comomand  {x0F i 5 devinial |
encis. The error count reconds the number of packets partiadly recerved then @b parameter Renge 0 - CWFEFF
ofed on 8 reception gior. This valse relurns to 0 after a reset and s not non-
vofalile (Valus does not parsat in the modam's memany sfter & power.
up qu.ﬂ'h:ﬂh Dnce e Heceive Ermgd Count reaches s mawrmeim 'n'.ﬂ.lﬂ'hlp =] Feumbse of Dyies retumed: 3
DaFFFEF], f rermaing al ds rmaxifrm eount value wnbsl the macemum ooend valus .
- Hﬁtmﬂ' :h.n,n'.ﬂ of the madem & ressl _Hﬂlﬁmrmﬂh ‘H“l‘tﬁ;ﬂ#‘ll'ﬂ'i'_"'mr

Detiult Parameler Valis 0

The ER marameder is nal resed By po, senial porf of oyclic slsep modes

FH (Foroe Wake-up Initializer] Command AT Corrrnana: ATEH
* Birary Command: G500 {13 decamal)

=Znep (Low Power)> The FH commard is-used io force a Wakp-
up InitFlizer to b sent on the next ansmssaon, LUse only with cyclic slsep modes active on remole modams

ATFH will not sand a long headsr § ATHT = 0aFFFF . WH (Wiite} Command dosts nod need o be issured win FH Command

FL (Saftware Flow Control) Cemmand AT Command: ATFL
Bnory Command 0T (7 decimal

<Seval Interfacing> The FL command = used to configure software flowcontiol  poipmeter Aaage: 0 - 1
Hardwane ficswy contrcl m implemented with the modermn as the GPO1 pn (TS pi
ri of the RF modarm], which regulates when sanal dats can be tanslered to e~ Pasemeler  Configuration

mmod ik =] Thealds sofware Dow E,Em.ln'li

FL Command can te used lo aliow software flow control 1o also be enabled, The | Enubbe settwant flow cantrol
XON sharscter used & 011 (17 dacimal The XOFF characier gssd & 013 (1 Detaslt Paramsler Yalue 0

8 decimid} Mumber of trAes ratumed, 1
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F5 (Forced Synch Time| Cammand

<fF Intarssinge The PG comirand only apphies b deaming deta Majmally, o
Iy i fost pachked of a continuous steam containa the full AF inialzer. The RF
madprs e pemen synchrenized for subseguent packets of he steam This p
Asmerbes can be wsed lo penodeally force an RF mfializer dusing sach streamin
g Ary Break o LART chasacier mcephon long encugh B dain the npul Buler
(UART meceia buffer) and cause A pause i RF data ensmesson will 3ls0 caus
& ar R ilakeer fo b ket o the o anasrissien

FT (Flaw Control Threshold) Comm anag

=Sedind Inbertacings The FT command is used 10 setiend the Hiow comnal thresh
i When FT bytes have sccumulabed n the 0F bufer (UART Recera), CTS s
di-asssrted oo the XOFF software feew control character m trangrmitied

GD [Recsive Good Count) Command

«[isgnosincs= The GO command s uveed 1o setimad the courd of gaod recewed
RF packels fs parameter value is reset 1o O alter every resel and & net non-
voladie [The patmrsled vilue doss not pamst = e BF module's memory ofes
@ poeei-

p sequence] Croe the “Heceive Good Count™ reaches & mexmmom value (up §
o IxFFFF), it temans al s maximurm count valus it the ma o count vk
& % manually thanged o the modem s resst

The G0 pararrester & fot feset by i Sedal poft of cyclc sheep modsa

HF [Hopping Channel) Command

< lmbanyiing & Secwity The WP comemand s used 10 ssmead the BF modem'
shipping chanmsd numbes A channel & one of thhiee e of Bration avallable
T e sdam

I esdar hor modama b commumests with each other, the moderms mul hive 1
b s chimrme| numised since each channel uses a different hopping sequenc
& Diferent channeds can be used 1 prvent modemns in one retwork fom lstem
fig b EnemEasan of anothes

HT [Time before Wake-up Initializer] Command

=Slpep (Low Posery> The HT command |s used bo setfeead the e of inactity
fno seviad o RF data s sent or recened) before a2 wake-

ug indializer & sent by 8 TX (ransmitiing) RF modem. The HT parsmeter should
b sed shortes than mactrdty timeout [ST Command] tirw of any RX (recewangl]
mpdems operahing n Cyoks Sleep (SM=4-8). The wake-

ug Initakzer sent by the TX modem ingrass all X modems o iemuin awais i
receree BF data

From the RX modem perspactve. After WT time alapses ond the inactivity tmeo
ut [ST Command] i mwt the R modorm poes nto cyclie shesn. |0 cyclc sisep 1
hat FUX rrodem walkes once per sieep rrienal [SM Cormmand] to check far o wak
i iritualiver When a waks.

up nitalaer s cotected, the modem Says anvake o moeie data Tho wake

ZLinx® Xtreme Radio Modem

AT Comenpnd. ATFS

Brary Command (AE (62 deansld)

Purameter Range. 0 - GxFEFF
| 50 amil i setomcla |

Deadesdl Paiaivier Yaue 0

Furntses of bybes relurned: I

AT Command ATFT
E:Il-r'rl:“m'l'l'n.l'd. tl.l.."'-ll!lﬁmu

Farameler Fanpe:
0 (ioput bulier ee marws Cu T b [Bes]
Petmit Paramoptar Wk e

Bl mirwy ek O 4 47 Gescormnd)

H.umr H b.'lul'l refirmesd 3

e —

_AT Command ATGEH

Beary Commmnd. 0000 Lo Secemnl )

F'-'l.rrul.-l' Flln:rl 0 l:u.F‘FFF-

DI.II.II F"I'l.rl'H.ll"l.I'l.Iut I]

Humn-ll dtﬁiﬂwﬂ "

R.-r.l.l.rml If'“-.'-l'rmml]l :I-:'Fl.lFt:'-:-ﬂw Erved ICiimt )

AT Cormmand ATHE

Biriasy Command, 0x11 {17 decirnal)
Fn:r-mﬂnrhg'pﬂ a
DHNHFIW ?M a
Mumbes of bites retirned 1

Aelateg Commands 10 [Mogem ik, OT

AT Commsnd: ATHT
By Corrmand D0 () degomal )

Parmmeter Aasge

0= |mFFFF ¢ 100 mlisecondi]

Cefaull Faramels Yiler
ufr irelinkioes wil nol be dan

FFFFF (wikn-

Aetaded Commanch LH (Wake-up inairer
Timery, S (Seen Wode), ST | Time belncs

_Sheip)

ufy il er sl be rger than re Cpiid ESas iMErval i Srsung thal ks MOOsME O8MeCE MHCSTN] datl
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When HT time clapses the TE modem knows 0 nesds o send a wake-
uip It |izes dar ali RX modemns fo remain weake and recais ifhe next Tinsmsson

HY {Hardwore Version] Command AT Command ATHY

P'lrl'nulrﬂlm; 0 = iniFFFF [H:el:lru'lﬂ
<[Hagnostics> The HY command i used to read the hardware veison of the 7000 "
RF _Wﬂ'l'np'l'l Furtmre Veruen Hmm_-.r_:_l_n__

i (Modem YID) Command AT Commanag ATID
&ﬂﬂ {'-ﬁ'-"-"riﬂﬂ' EelTT (30 ibacemplh

*mhﬂﬁIMIWWJDWMlMMMMHMWW!MﬂH : Rahge
deriification Murmber) of the RF modermn RF modoms. must have matching VIDs
im ardar io commuresa b 011 - G TTFF (usae-aeiinbis)

0 - Qa0 & Qusdon « nFFEF [luciony-set)

Defusil F’I'-Tﬂfﬂ"-’lirl w2333
{13106 decimall

Hurrber of intes refuined 2

Ky (AES Encryption Hay) Command A EATRY
shetworking & Secuiity= The KY cammand is used io sst the 255 mnﬂmnmu n:mmm
ket AES [Advanced Encrypbon Standasd) key for encrypling/decrypbing data. On ~Farameter Range: -1

oe 5ot. the Ky cannot be read out of e modem by any means. The entre payl 5.2« dgie 8l sel la 77 .
oad of the packe is encrypted using the key and the CRC is computes scross th  Detark Pardermber Value: O (drsabled) .
& ciphargl Whien encryplion 5 enabled, each packet carmies an addbonal 18 b Humber of byles retnnd 2 s

yies o convey the random CBC Infisization YVector (1) to the recedver(s) The
KY value may be T of any 255- Hismber Eyse Always Hezadeom

ek value (= B4 hirx digin = 33 bytes)d Any ol valoe, iIncluding ertenng ATKY by isall wih no paramedens. cawses an ormor

A modem wilh the wiong key (of ha key) will issee enerypied data, bul the dota Siven ot ihe sedal port Wil ba meaningless
Likewise, 3 modem wath 3 kay vl recade unencrypled data seat from 3 msdem withoul 2 key. bt the cutput well Be meaning
less. Becauss CBL mode s uticed repetitve data appears differentty in different tramemessions dee o the mndomly-
perpaled 1Y

NOTE For miematioral (ren-L1 S ) variams of #5Tend modemn, the encryphion key s 128-

bt AES The command oparnies The same except the kisy length 5 18 bytes rather fhan 32 bytes. Thes perinies o part numbes
& Bnding wath -MA or 138 {the -NA ang -

128 suffon mean the sams thingh, no maftet what firmaere vorsion (s loaded. This alss pertaing {0 the Austraiio versicn of fitmw
e 2300, ha rradter wial pant number BXTend i & oaded onto

LH [Wake-up Initlalizer Timer] Command AT Command, ATLH
Bingry Command: 0e0C (12 decmal)

< Sei (L irer Porser= The LH Command & used 1o saliesd the durabon of trme

Auring which e wake- Pcamsiar Runge
p niiadger B genl When receiving modems ane in Cyclic Seep Mode. they po - DFF [3 100 milisecon ]
e

Dil'hu‘IP Vislus' 1
dovary after a pericd of inactrity (a8 specihed by the ST parameted] and w4l pero el =

dically wake and listen for trarmmitted data In order for the isoelving moders o Member of byles retumed 1

remain pamke, they must defect —18ms of the wake-up intializer “Helsed Comenungs HT {TEne before Wiake:
ug

LM Command must be used whenever a receling modenm s operating in Syolic Imsbinirary, S0 ( Shesn Mode), 5T { Time belons

Seep Mode The Wike- =

g Indanfiged Time must be onger than 1he Syclic seep hime that [as determned by SM (Sieep Mode) paramster], IF he vake-

i milideer B were iess thin the Cyckc Seep nlerval the connachion vwould be at tek of mesng he wake-

isp mitadper barsmsson
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AT Comrand. ATMD
MD (RF Mode) Command Binary Command: 031 (4§ decimall

<Mebworking & Securty- The MO cormmand & used to selechiead the settinga th Pemmsisr Ranger 0 -8
at phatls the Poling and Repeater Modes on ths modem

Earnire o Cuhhnum
) e
Polling . } : : i | Bépeater Elass}
A '‘Polling Base' is responsible far paling remotes. A Palling Remobs’ fequis

il

5 a poll in ohdet o tansmit [reserved - mot ]

||-:-nm'-:|t e |
Ropeater Mode - & ‘Repeaiar re-

= - rd

sends RF data uniess the ransmssion & addressed 1o 0o i the ranemission h Mh”“‘”
as already besn detected. A ‘Repeater End Modé' kandles epanted massages. Palling Remota
bt wali nol repeat 1he message over-e-air s

Rafor b3 the Pallng and Repeater Mode sections of the RF Communicabon Mod

Repester Eml Mo
o chapies for mone snformaton

Defaul Padarater Vs §
Homeber of ykes nrfomed: 1
Afprorom Femmware Vessaon Haquoed. 2 530

M [Address Mask] Command _AT Command: ATMK

&nlrlIr'I:-nn'rr-m 0x12 { 18 decumal)

=Metworking & Secunty> The ME command 5 wsed to setifead the Addiess Ma

sk of a3 modem Al AF data packets aontain the Deshnation Address of the TX {t

reEnsErEing) modem. VWhen a packet is recersed, the TX modem Destinatian Ad Paramete Range 0 OuFFFF

dress & ngacally = A Ded™ (Ditwise) with the Addness Mask of the REX (receiing) AR | P -r T ana

modem The resulting value must match the Dessnaton Address or Address Ma Detoult Parnmeter Vahue GrFFFF 185235)

sk of the R moden hor the packet to be recened and san out the R modem's muwurmm;

D3 {Data Cut) pin |t the "ANDed” value doss not maich the Desbnation Addres o e TR

s of Addmsa Maak of the RX modem, the packet & dmcarded HP [Hopping Channet) |::]=ummnhm'l
{Sourcs Addters)

Sniffer Mode (whem MK = 0p ACH requests are ignored and every RX (receive) frame i$ sent ta the LIART  without regar
o foxt tepoibed e

AT wRlues are repied &S T elevan v Bues and sgnoned

Rufar to the ' Addnessing” ssction far mone nformaticon.

8T [Multi-transmit ) Command AT Corpmand: ATRET
Binury Cammuend (30 (61 docimad)

«<Metworking & Secuity The MT command s used bo ensble mulliphe Tansmi
ssions of RF data packets. When Mult-

transmit Mode is enabiled (MT = 0, packets da nol equest an ACK (acknowle T oromeler fangs. 0- QuFF
dpement) fom the receiding RF modemds). MT takes precedance over RR, so
il bty MT and RR ame pon- Defaull Fararmeber Vahee 0| o foroed

oo, then MT=1 packets wall be sent [with no ACK reguesia)

When a recening modem receres o packst with remaming fomced iebamemss H.n'rl.'-lrufh'.'l:ﬂ-ruun-d 1

lons, & caloufates the length of the packe! and imhibits transmession forthe am  “Relaed Commands: Networeng (DT, MK MY,
dund of e requred for all ietrnsmissions. Therealedr, o random membed ol d AN, TT). Serul nbarfacing | BR. P%. RE. A9 AE
elny slols ore inserted Dabaeen D and R belote ranssson & aliowed rom inbetfeciag (F5)
the recedving mdenys)

This prewents all kstenang modems from transmitting at once upon conchison of a multiple transmession event (ahen RHN = 0)

HOTE The sctual membper ol fcrced transmissions & the parameter value pius one. For exampie, @ MT = 1 b irensmessions
al each packel wil ba san
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_ AT Command: ATNY

Binany Cotnmani® O34 (42 decimali

Farpmeter Range: O - IFFFF

MY [Source Address) Comm and

<Natworking & Securine- The MY command |s Used Io setirasd the Sowre Ad D7t Partmster Visloe: OxFFFT (Thvaali=d
drens of the BRF modem
AP Dk sbriationy Ackdisas ) patsindles serves o

Rlishaet s thas DT vl sind thet ‘Addkiaing’ sadtion tot mode inkoination: T Seerse nd destimbion addoees )

Pismoar of Eybes refarmed: 3

“Heated Comumands U7 ( Destination Addresa),
HF i Hiprping Clamel, 10 Mabsm VIEN, ME
[Adsiress hiwek)

HB [Parity) Commiand AT Command: ATHE

Homary Covmmimil O (3% docoial i
=ZSerinl Intarfacing> The NB command s used to selsclivend the paiy settings
ol the RF modem for UART communications P Ronguy. 4
Pt | Cenfigataban
o | B-Tut (1o iRy ) ox

" Tt (usty parity)
1 - ayan
- 5=k il

i 3 B-bet mark
i | fil=bat fpaiE

Cefalf Parsmater Valus O
g T g

FB [Polling Begin Address) Command AT Comasd ATRD

=hltwarking & Security= PE commond i ussd 1o selvead the moderm's Palin  Sinany Command. G (63 deomal)
g Bagn Address - the linst ackiress palied Poling Meds i enalied

Farpmeier Range: 0 - 0aFFFF
Polling Operabions The "Poling Base’ (MO = 3} cycles thiough o sequential ¢
mitge of sddiested palling each ‘Polling Ramobs' (MO 8 4). The base thin wai Detwul Paearmssier Valos: 0
=% lor a responne & proceeds 1o the mext 'Polling Remote’. Each Palling Riermo =
b Fespands by sendng fhe dita from the Data b bufter loliswing the RE &R Mhember of bytes retumned 2
Q parametars Whan thece is no siigibie data lo send, the ‘Poling Remate’ wil -~ Version Reguired 3220

ot respand, The ‘Palling EBass’ will mowe io the next sdd 1he poling st T g
:u:lm:aeam;mqgl::; . s * “Hessiea Commanas D {AF Moo, FE [Poing
End Addrews), PO | Minimurm Polkng Delay)

PO (Minimum Polling Delay] Command AT Command: ATPD

“MNetwbrkng & Seturty= The PO eommand S ised 1D setivedd Palling Deday Binpey Corenmnd. QudT {71 decreal)
{Base, ME=3) or Pobing Timeaud (Remote. MD=4)

Fammmeter Range: 0 - (0FFFF

Palling Delay (Basa) |5 the time bebtwesn polling cycies. The Polling Base (Tlase [x ins], Remole: [ |lms]
will start the palling cycle after sanding the fiest poll Alter the poling cycla e e s Porameler Vaies 0
8 complebed, the hmed s restaned =L rarobem ol

Plermiber of brglers rebhurnad 2

Polling Temeoul (Remote] & the amount of Bme the remcde uni wall ed -

ata from the senal port before decardng & Data entored within the PO time _Mnmum Fimmanne Verieon Rogueed 2 £0

of tha poll |s transmitied and nol discardea Rilatm] Commmands. MO RF Mods), PO ifolleng
_i:'E.Tu. Ailcdron), PE { Pedliog Eril Auhlresad
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PE {Palling End Address) Command AT Command ATPE

= YT I A =

<Héswarking & Secarity> PE command i usad o aethesd the modemis Polk Binwy Comvrend. 548 (70 dece
ng End Address - the last address polied when Poling Mode is enabled

Parsmadar Aanga 0 - 0FFFF
Palling Operations. The ‘Palling Bese’ (MD = 3j oycles (hrough & sequant  Defaul Parsmetes Valie 0
inl rmnge of addresses, pofling each Polling Remcie (MO = 4), The base the
nwalls for @ maponss & procesds io the next ‘Poling Remals’. Each ' Pollog Humber of bytes retumed 2
Remabe’ reaponds by sending dets (rom the D bufler folosing the RE & RO e
paramaters. When there is no eligibie dieta 1o send, the 'Polling Remote' wil inimum Fierrwaes Version Reqared 2120
nat iespond. The Poling Base’ will o thee neat mcde the pelli
.qu:f“ aMer nm:ﬁw B S oo e oy Bagin Address), D M Polling Delay)

FK (Maximum RF Packet Size) Command AT Command ATPY

<fFF |miedacngs The P command s wsed b selivesd the maximum size of
RF packsts fransmatsd fom an RF modem The maormu packsl sgecan b INATy Command e (4T el

& used piong wath the RO ard RO parameters o implictly sef the charnnsl dew

o temwe, 1f PK is 5ot above 258 and BR s subsequortly changed to 0, P will Z9remoler Range 1. (xB0G |yt
automatally be ioweed b 258 and & waiming will be raised (peles tothe BR Delpit Parameber Vakie 05| 00 oy OxH00*
{RF Cata Rate)] and WH (Warning Diata) commands for detais) ey i "

Charges bo the P parameter may have a secondasy eMact an the B (Fack  Plamber of bybes retumed 2
etgation Threshold) parameter. RE must always be less than or equal o PX. i mommnds. BA (R Datg Bate | R
It P 1s changed 1o o value Bal s bess than the curmant value of RE, the RS { P btimatoon Thishiald), RO (Fakatcmtion

wiluie m autsrmalicaly \owered bo ba pgual 1o Fy Temseut), W (Wamng [ =
*When BR = 0 (B800 bapd). the rasimiem PE valee s 0ol D0 (258d) When BR =1 (115,200 baud). the maxemm PR vales &
00 CHid8d)
_J.‘I‘Eu'rlnl.rh:l'-luT'H.
Binary Cosmmmant BxiA (58 decoinal
PL{TX Power Level) Command

_fﬁ'-lrﬂﬂ-' Range 0 d

< |l dacnge The PL cofmarand o wsed b delfinend (e porwsd bsv el ot wh Paramater Conflgmranin
o i BF modem transemits dota O tmeM

i | WP RE | = =
| &
i

| e R R
DUl Paramseor Vnige 4
Nugnber of bytes rutianel. |

Y [Pin Wake-up] Command

AT Commang ATFW
<Sleap (Low Power)> Under normal oparatian, an AF modem n Cyelic 51 i Ciravinl IO
ebp Made cycies fam an sciive BLale o B kow- i Cori—s CE¥ daainal)
porvvr sinde 98 regular mdpnyais until data e oady to be recowed. | the PYW para Pammeter Aunge 0 < 1
meter | st 10 1, the SLEEP pin (pin B) can be vsed o awaken the modem kom

Cyclic Sioap ‘When the SLEEP P is de- b i S
aaasriad (o, thea modem will be luly operabonsl and will not g o Cyde: Se ] Dendldm]
" i En g

Once the SLEEP pin is asseried, the modem will rerman acthe for the period of ff DRl Pansimatel Vs 0

e sneified by the ST (Thre befors Seep) pocaiieted and vl vl % Cyelie S1 gumber of Bes retumed: |

=ap Made (¥ no data 13 feady 10 be tranemiied]. P Command sonlyvald @ Cy S om0 o o

clic Slern has beeri snsiled Falaled E‘qu'm.uruh o (Sleep Model, 5T
[Tims befire Slecp)
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RE (Facketiration Threshold| Commana AT Command ATHE

Marary Command 0e30 132 dearmal)
St inteiisong The RE command s used I sebliead (he characied Ehreshok —_ -

vl e ) Parameter Aange. [ « 7 pormsler value
RF transmisson beging after date & recebead i the Inpul Bulter ond either ol the  juplo GBI Byl
|'|;|.I;h'."ﬂn CTRenia 1% mey Pelaull Paremater Views (B0 Bytes

s RE charactess neoen'od by the LART

RF
v RO cfirmciy trnes of slsocs detected on the UART ol nes (il Prcke] Srel. O (Pachelizalion Timeoull

If Pl {Max BF Packel Size) i Ioweted beicey the value of RE, RE s sulomaicaly weded by madch the PYovalue. [F (RO = 0
RA bytex must be redeied bafone bepnnng Banumission

Note BB and RO critedia ooy apply b bhe firs] pecket of 8 muffi
packe ransmisson. If dan remains m B Inplt Butler afer the (vst packet. Fansmissions vl oonbmwe it @ siearming mannar
hbl Mave & A data el s e el Biultes |LART recew's buifler)

I AT Correang ATRC
RO (Ambient Power - Single Channel} Command “Prater RShDE, (reat-o 0

_ Ha31 joEm]
<Diagnosbos™ The AC command |s used to-examine and report the power Vel 0 pymner of byles relumed 1

i gwen charned P T :

A
Sarmple oulput- T8 dim jwhen CF = 0] _ Channais)
e [when GF = 1)
70 |whien CF = 3}
RE [Restare Defgults] Command AT Corrsang ATRE

By Comensna; Ge0E |14 geornml)
«[hagnostcs> The RE command @ used to estone o corligurabls parametera o - — - .

thew taciony default sattings

Tha RE Command doss not cavse dofaiudl vahsnd to be stoisd o norwolatite (porsatent) memary, For the resicded defaull sefli
rﬂ-hmlﬂ1h&ﬂmlmm (ep - B 1 b mirved (1 ke evenl of RF mociem resst or [ o
et the W (W) o M b SRoRd BHET 15 pEE-ESEL B Nl

i i io Salli
AM {Ambient Power - All Channels] Command urmreter Rty L g - OO

< Dagnoaboi= The R cormand & used B sxamine and iepod powet levels on _rf'_"_""t":'ﬁw“mm'd 2
84 channels. 11 ro parameter (s gven, the chanpeis ae scanned one time. i @ par  Related Commmunds: BC (Anden Power -
adreted | jivin. Bie channeli ine fepeatedly scannsd hof that fumber olseconds. _ Sigle chaneel)

The raaimum power Eved seen for sach channs m iepomed (i e peak hosd)

A graphacal spacitur snafyZer.can be mplemenied by tepeabediy sendirsg the AM command {with no argumenta) snd reading
the iesuftant 50 power levils (e = sasiest o dowhen TF = 1 or

Sample catpul [when CF = 0 Gh O - 100 gfim
Ch 1 <103 dBm

Ch 4B 08 dBmy

Sarmple output fwhen CF = 1) a4
LiT)

Sample suipul faben CF = 3| gle e
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AT Command: ATRM ____
RH {Delay Slots) Command Binary Command. 0x 161025 decmaly
<hietworking & Security> Tha RN command is used to setiaad the time delay tha T 2roreee Range 0xFF [38 ms skots]
t the transmitting RF modermn insers belocs atempting bo resend a packsL If thetr  Defaull Farameter Vo §
ansmising modem fails i recene an acknawledgement after sending a packet, || (D0.GHEY Tots inaerted)
insarts & random nsmbe of delay slots (ranging froemi O to (RM menus 1)) befone ot Mamber o Bybes relumes: 1

tempting fo resend the packet Each delay siot is 5 rrsec (when BR=1) and 54 mas Felslod Commands. AR (Renes), 11
& [vhar BRo0 _[Sreming Limd)

if towe rodeses atterppl fo transmit of the same B, the mndom Brme delay sfter packed lufure aliows Bhly one madem o ran
smit 1he packet successully, while the cther modem wails wntil the channel avafable for RF fransmsson

RM Comerand & oty applicable # retrss hive been snablsd [AR (Retres) Commmand) oF # Poatead deliys will be Fiadted inlo &
transmisson [TT (Sreaming Limif) Command)

RO [Packetization Timeout] Command AT Command: ATRO

Bnary Command Jr21 £33 deamall
<5enal Intertacing= The RO comrmand (s used to setinead the Packetization Temd “Eorymater fange 0+ MEEFF

oyt gEfting BF transmission begine when data i in She Input bullsr and ather of | T i AR charmcter times |
her feilicrang criletia are met Ty
» RO character tmes of silence on the UART receee lines (after receiving _Imoer o4Bules retumed. 2
at least 1 byte) mcmmm AR i Packetizafan
_Tw }

* RBchamciers have beon receved by the ART

RE and RO critana only apply 1o the fist packet af o muflipacket tmnsmisson 11 dats remains o the lnput Buftes (UART fecesy
o) after ths fired packe!. ranemmsions will conhinue In @ sréaming mannes untl fheoy = 0o data el in the Input Budfer

When RO i the trafsmission-

beginning criteria; The actual fime betwesn the reception of ihe las characher from the LART and the begnning of RF fra
nearusain will be b lenst BO0 e langer Han the actisl RO fime 1 alow b asdmisten setip. Addiionally, if 18 Suleet 1
00200 psec of addibonal uncedamty, which could be sgmificast for sl walues of RO ak high UART b rates

T eonect UART charsctsr b {100 11, a0 12 bits) s ealcidated based on tha lolieraing crilem

1 wiart bi

B datm bits

Dor 1 party bit [as detarmned by the NB [Patdy) Command)
1 g 2 slog bits [as deterrnined by S8 (Stop Bits) Command]

AT Command. ATRP
Binary Command S22 {34 Gecimal)

<Diagnostics> RP Command is used lo enabie  PAM (Pulse Width Modulation”  PWMmetsRanes 0098

J output on the Config 551 pn (pin 11 of the RF Madiem) The pn (s calibrated to
shiow e difference batwesn recaed signal siiength and the senatity evel of | Defoull Porameter Value 20 (3200

hay RF rrodem. PYWH pulses vary fiom Dends o 85 parcant. Zerg percent maans th  Fumoer of Bybes raumas; |

& recerved RF signal = 8t or betow the publzhed sensitrvity kel of the modide

RP [RES) PWM Timer) Command

T fasliovng labls shows dB vels above sensitrity ard PAMW valies (The otal ime pencd of the PYWW autpud 15832 ma P
Wi output corsists of 40 steps and theredce the minimum siep sze s 0208 ms )
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& P

peo valus defines the brme that P culput is active with the RES5 value of the last isceived RF packet Afied Bhe set time wh
on no AF packats are receied. PO catpul & set low [0 percent FAAH umbl pnother RF pecled s receved P cutpul s 8l
30 5ad iow ol poveer

up. A paramedter valse of DoFF panmanendly enables P auitput and absmys eflects e value of The @ recessed BF packe

The ConfipfRES pin | shaded bebasan PYWM oulput end Coadig inpat Vihen the modem m powened, the Config pin m an mpd
Dhiring fhe power.up spqoencs, § BP paremeier & a non
g vakhm iha Config pin s configured 25 an ootput and st low untl ife first 7 pecket i secoh ed

With a nongemo RF parmemeier, the Conlig pin & am inpat for BP e afier power up

RR [Retres) Command AT Command ATRR

<Mutworidng & Securiy= The RR command & owed o setead the maximum py  Bnary Command. Gx88 (24 decomals
ke of refries sadt for @ greeen AF peckst When RA Command s snabled (RR- Parameter Ranpe: (. CxFE
0} RF packet teires pnd ACKS [aoincwisdgements) ane ansted

Dt Faramester WValoe oA {100

Excagtions [ the MT cormmand is snabled (MT=0) of it a braasdcast Deshnaton A  Humiset of bybes returned: 1
cifren & ussd (DT = (WFEFFF). RF packet revirss and ACKS ane dinbied

Afher franarmilling & packet [ Hansmiling AP modem wals 15 redsnE an Boknawhedgarment [rofm & rediion] madem I the a
emand i nol recened i the petiod of ime specified by RN (Delay Siotd) Command, the ongmal padie! s transimithe
d sguin. The RF packe! & tanemitisd mpeabedly untd an acknowladgement m receied of unbl he packe! s went BR limes

_AT Cormrrandg ATRT
RT (@GP Configuration] Command oty Comniid G (23 el

< Sl inbertacing= The BT command m used o sshinsad the behawor of the GP Farmejer Range: & -2
i1 pm tpin 50) of the RF Modem The g can be configured o emadle hinady pro Farmrmees Comiboyr s
granereng or ATE Mo conbred e ity crlr ey

Flors Ceniligi
Detal Pud nimeder Valiss: O

Harmbeer of brples relumed: §
W il i

AT Carmtund ATSH

EB {S1ap Bas) Command BEanry Comemand G037 {53 saomal|
«<Serl Intartacmg> The S8 Commard s used 1o setiead he number of giop bd  Fammelsr Range 0 - 1
& in the data packs Frramietes Configurabon
o I o bt
i 7 #lop bty

Ciedicfl P niturler 'Vl 0
N ol bytea imlumad |
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SH [Serial Number High] Command

AT Cofrevranif: ATSH
<Diaghostiess SH Cormmand s sed 1 wtiiead tha senal nurmber high word of th _BinARy Cammanda "'“‘”“"‘“"“:‘

& RF modam Farameler Range iread-ondyT O - INFFFF
Eluhul F'Irlmqlu 'h'i.!l.l-l WA
Hharmbar of h;.nn —

Eil..l.r:,-l’.‘mﬂ EH;."E i} muﬂm
EL [Serial Number Low) Command Farameter Range (ead-coly) O+ OxFEFF

mﬂrmm Vit vanas
<Dagnostics= SL Command s used io setinead the senal namber iow word of th
& RF modam _ Murmtsst o By Parfi e 2

Rralated Sommands 58 § Seral Mombéar High

AT Command: ATSM
EM [Sleep Modae) Command Binary Command: e |1 decimal)

Pararmster Range 0 —B (3 & resseved)

< Seep Mods (Low Powes)* The 30 Command & used o setivesd the RF moge

m's Sheep Mode settings that configune the modem to un in states that require m Farameter Configuration
T s EensimEREn o Lhsabled
For mane miormation reganding Seep Modes. reler io the Sleep Mode sechons 1 An Sleep
2 Getial Pt Beep
3 lreservesd]
Cyehiz 10 secend seep
L | RF mcdule wake s gy
1 0 second)
5 Cyciic 20 second sleap
[ Cyafie 4 0 second siesp
Cyclic B0 sacond sleep
[ Cyede; 16 0 wecand weep

WF'I-I'I-H'I-HH\‘;! [l-
Wﬂmﬂmmﬂ 1

Felated Copmainds

Pin Sleep = PO (Posveraup Maodel, FW (Pin

Wakeampl

Saerial Poat Slaep - 51 (Tima befors Klaep)

Cwichg Sioap « ST {Time bodore Beep), LI

W ale-

g Instialiesr Tomer), HT (T Bafire
_Wakieup tmtatrery, P (Fin Wake-up)

&T [Time befare Sheep) Command AT Command: ATET
ancmﬂ 003 (7 Gwcanal)
CElEpn Mod |[Low P> The ST Command s whed o setread e peericd of i Puimmeter Dange (ATAT+]) - IEFE
me |in miEsaconds) in which the RF moderm tsmains inactive belore entering Sie fu 100 milligegends)
g Mods Defaut Faramater Ve | D4 (100 decimai)

..... e PSS S

Mh-uﬂhmniumﬂ .1“
Far example, f the ST Parameter @ sl to (gl (100 decimal), the module will ent Meioied Commands. S (Bieen Modeh LH

ef im0 Seep mode atter 10 seconds of inacts iy (no ransmufting ar recenwing) (Wiha-um nisizer Timer) HT (Time bakore
VWake-up irelinlizery

This comrmand can onty ba wsed if Cycle Seep or Sefial Port Sieep Mode se8ing
& have been selecied usng 54 | Sesp Mode) Command.
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TP (Board Temparature} Command

=[iagnosticss TR Command i uted fo read the oumet
temperature of the board

Samgple Cutput 28 C [whan ATCF =0
1A  [when ATCF = 1]
2 [when ATCF = 2

TR {Transmit Error Count] Comm and

=Chagnostice= The TR command & used to tepod the nembar of retranamit fadu

&8 Tha pumber is ncremented each me o packat & not acknowledged withm th

& rusrner o ieranunts speclied by the B (Rebtes) paiameter. The fember of
packets theseione pie courded Thal ware not successhilly recaned and suisegee
ritly dscarsed

ZLinx® Xtreme Radio Modem

_AT Coafmitatd. ATTP

Eﬂ'yﬂu'm-nd ﬂﬂﬂ(!nﬂ-:hﬂnil

Plll.rl'rl!llr le Il'l-ll:l-lilﬂ'j'i ﬂ- l:tl.'l"

=

f-hl'l'h"! HHJMH L]

Relaled -l:mm W (Weming Dala)

iﬂu‘rlr.:'utﬂ'l'l"ﬂ

Bty Cormmand: Gx 18 (37 decimalj

Parameder Range: = JaFFFF

a _DI'“- Fl"ll'ﬂ--_.ﬂ"'q'ﬂn 0

fh.ll'l'bll'd'hllﬂ retumed

Relelad Commund: RA [Retries)

The TR parameter i nob non-volaiie and & resel 10 2o when tha RF modem s resed

TT [Sweaming Limit) Command

<Misbwarking & Securdy> The TT command s sed o ssliinead the ind on the nu
mber of bytes that can be sent out batore a mndom delay is msued

Itam RF moedemn is sending & contnecus stream of BF data, & defay s insetegd
hich stops ks mremmmon and allows obther modems ime o tensmt (once i sen
ds TT bytes of data] [nssred randsm dalay lasts betvween 1 & "BM + 17 dalay siol
& wheds sach delay siof lashs 35 ms

The TT ectnimund can be wsed 15 aimulibe full-dupiss bekaos

T (Transm Onky)

<HF Imtefacings The TX command & used o setiread the transmibieceie Beha
viars of the RF modem Setting a module 1o TX-

ol [TX = 1] may isduce laiency becaisa the ransmifing modem will never ba
confimed bo recening data from alhed modems

WL (Firmware Yersion - Yorbose]

=[hagnostics> The VL command & vsed to read e wevbose ferrsane version of
the BF modem

VR (Firmware Vierson - Short) Command

<Chagnoshcs> The VR command & used o read B frmresare version of the RF
[BE= 1]

Mote Fimmsare versicns contain lour sigaifcan digits
SMBECE B2 the modem s programmed for cosmbon 0 Ausireha only
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Eﬂ.‘j WTH‘I‘i-rrd h1‘| Iﬂi dlnmﬂr
F‘III.I'I'IHHP H!I'lﬂ! ﬂ-ﬂirﬂ'

I:ih.ll:F:nlmH. ke 0 ( Grsabbed)

Retnled Commant RN [ Detay Siotss

AT Command: ATTR

Wnary Corrmmand: BxF (5 decmmal)

Pmmur Ranga B—1

Farameber Config ration
1] THERX
1 Ta-anky

Pefs®t Pararmeisr Velss 0

Mumbser of s refurmed. 1

__.Iu_T Comreantl ATWL

Paiamsar Rarge’ refutes Urng

Dezfiaut Parmmster WVl 0

Mambser of betes retumed: 2

AT Command: ATVR

By Command. 0x14 (30 ce-camal)

Purameter Range iresd-galys 0 - OuFFFE

 Nurmber of bytes retumed: 2
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WA [Active Warning Numbers) Command
ar f-nn'df_ﬂ_ﬁ il"_i'n'l-

sDiagnostics> The Wi comynand reports the warming numbers of ofl soiive warnsi  PITMTHeer Riege: Relurms sing - one
g~ o WA Aymber pe Ene

one wadrnn Aurmber g ine. Mo fufiser mlormabon = showh anE wWarnng count e ned resl

Sample ODutpuf [nderbés wamings 1 .and 3 aré curently activel: 1

al

W [Warning Data} Command _AT Command. AT

resese Basgs’ Retuins s
cDiagnesics VWi command & used bo iepan the foliowdng data for sl activer and ™ it £

2k warnings

®»  Wammng mimber & descripton

*  Humber of oocurrences Bnce the Iest W o WS commana

s Wheiher the waming i curnently adiee
Warrmngs, which ame nof cunmently sctre and huve not been actve since the lesf msuance of the W or WS commands, are mo
tdisplayed. The W comrmand ahe resets 8l nen-
Er0 warming counts; except for wamengs that ame presently actyop, which are sef fo 1
Sample output Waming 4. Uver-iemperature

Soccurrencss preseily inoctve

Warnirg Dascripllon
nder.votage. This 15 caesed (1 1he Bpply woiage Dely Deiow (e MEnamum Dreshold [or T levwest Douwst level (2 8 U ([Laken e volage

:‘-_ Dﬁfﬂﬂ Thllllﬂulllﬂlrﬂi uwwnuﬂﬁ TS W Tl‘l"l'l-l'l'li'uﬂ'l Ilﬂﬂ'lm Iml'llilmlllm
Lh'l:lll:-i:ll'i'l-'.ﬁ-;'-.l.lrl TI'HI.III'.II.HII:II'III'I]IIT.JIII..HI mwmm-- II-II'II.H -I-IIE Th.tm'dnlind mmm
| while 1Sl wnireng it BEiive bl modem funconaity is nol gubrssiesd.
Crmrlprmparature. This in saused i1 5 lemparalurs mﬁ’hml‘mﬂﬂ#" |'|'|-H'I “Elf- mtmmm Mlllﬂﬁlﬂﬂﬂ mE |
_neceplion while this wamang 14 sctive. The warmag & deactivaled whes iie tempeniore tafs 10 1000 Al
Bower reduced Thes m caused if [he IFansml prwtd fin® 50 be rechesed Fam the level phadr afmrhed by F'Lf.th'lInddl.llewﬁm'lm
| voiinge The 1 W pewer ievel requires 4 75 W or igher, 500 m requanes 3 0 or e, 100 mi 10 midd ane | iV reques 2 B or higher
8 Dheebi sl CaBEr e Sabs iy Aagh Trﬂlﬁﬂmal“mnwmw-mmHilhﬂf-ﬂﬂﬂﬂlﬁllm o il ety g Py e
_pnr-mu-- Fiives B oddad from Mee defauill veluss Posei el may be vcormac
nmh:nmn-rnm:r:m Ansh This s caused - utn'-rn:l:l'fnﬂll:.mﬂl.ml;ll IBime Soded By 8 \Wmﬂfmnﬂ]nf-m me all the
compsad-in cefsull vilees Theg i caused o e sy configuration v iound fo b nol préesant or revalkid 3 powsnap Bnd thans | no cawbom
T corlaurstad o il pe Ukl roacifie ble pRcamsie s have been modilien Bom P compiled-m aelauls ModSaton of one oF mone DRATERErE
withal 1he subrseguend WH 10 cemmimd Bw changes [0 Mash =il nel descirle thiv weinihg. wnce & refiects the #lalus of $e pammeters n fash
| Mol ihat thes wamng does not refiec usags of ihe cusiom confgumton defasfis. only usage of the compiedin delscTy
Dwfauil faimory poebouration paransebery in Bash. ThiE s eaused 8 Foe lactory pammeiers i Nesh 526 oF e OFfeul valurs. TS i caysnd i ke
| factory condgurasan i Tound 16 ba ol oresent of vl Bl Dower-up. of & no dectony casnmssl ere nave Daan mediied

WR [Write] Cammand
AT Command ATWH
<[ Special]> The WH command = ussd fo vaite (orfiguiable parameters fo non- Cormrran
volifile remony (Valoes semain n e medule’s mermsry il oeensssien by anat i ot
hat s of WR Command)

it changes ae made wehoul widng theen s non-
volable mamory, (he module wil reyven back b phevicusly e paramebens ihm next e (he modile & powened-on

If the hon-wolatile user confguration is nof cofredl, YWH will fes
aftermpl (up o 3 0f ol thees sEeempis fall the command will etum an ERROHR aler
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WE {Sticky Warning Humbers) Command

AT Conmand ATWS

-Il:hlrlnlii:!:- Tha WS command rﬂ-plﬂll H'ﬂ-l'l'm [ 5kt 1] ﬂruw. Bekhe oy e ."-,H,ju.rf.r;.'n.-.; | = @
gince the lagl ue of the WS or Wi command (Incheding aery veem- =t aan Pt erad
ings which are currently acihve), This command siso resels af non- O o e
ZErD WAMInG courls, axcepd for warnings thal se prezenty sciive, which are 38l ta 1.

API| Operation

By defaull, Ziirs Aireme Rads Modems acl a5 & serial line replacemend jTransparenl Operatian) - all UART data recebsed
ihresugh Ine DI pin ts queusd up Tor RF Iransmizsion. When e modem recetves an RF packel, he data i sent oul the DO pin
with no addilianal Aformation:

Inkerem fo Transpaerd Qperalicn ahe the following behaviors:
= |[fmodem paramaler regisiers are 1o bo el of gueried. a special oporalion i3 reguired for frans@ioning the modem

Irie Comm snd Made,

« In poinkle-millipalnt sysiems. he appiicalion misl send exira information 2o (hal |he recebang modemis) can
dislinguish behween dala caming from dferen] remaoles

Az an alternalies ba the defoull Transparerd Operation, AP (Applcalion Programming Inferface) Oporallons are available. AP
cperaion requires that commurication with the meden be done through a siruchured infedfiasce (dala B communicated In
frames in 8 defined geder), The AP gpecifes how commands, command responses and modem stalus meszages are send
and rmcehved from the modem using a LIART Data Frame

APl Frame Specifications

Two AP modes are supporied and bolh can be enabled uzing the AP (AP Enable) command. Lige the foliowing AP param eler
values 1o configure ihe modem 1o operate in a parlicular made.

« AP =0 defauily; Transparend Operation (LWRT Sesial line replacemant) API modes are disabled,
= AP =1 AP Cperation
« AP =2 AP Operalion (wilh escaped characiers)

Arry data recedeed prior 1o (ke slar delimBer (3 slenlly discarded, If the frame (8 nol recebeed comectly o if the checksum fass,
ihe doin iz slenily discarded.

API Operation (AP Parametar=1)
Whan [his mods i3 snabied (AP=1), the UART dala frane ard sirsciune iz dafined a3 followa

Tapm i Lamgih g Tama 5 b g
Ilye B ) e 3 [y ) i 1
- 1 'l-[l.“ || APapcib s S || 1 Byt |

MSH = Mast Signineant Byle. LSE = Least Significant Byle

API Operation - with Escape Characters (AP parameter = 2)
Whan his AP mode |15 enabled (AP = 7}, ihe LART data frame siricture |3 defined as folows:

Hiard [ommmns Ll ] |, bk .

il 1) g B B dp My
| T T
| wTE llﬂl-l_ﬂ||.l.!u—i|-¢hr-|| 1|.-|.|
| |

[l i
]
Lt mmierrn i gl B i)
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MSE = Most Significant Byle, LSB = Luas! Significant Byle

Ezcape charactoers. When sending or recehing a LART data frame. spacific dats values must be escaped (Aogged) so they
dha nal inferfere with the UART or UART dala frame operalion. To escape an interfering dafa byle, insert 0xT0 and fobow it
wilh the byte lo be ezcaped XOR'd wilh Dx20

Datia brytes inal noed 10 be escaped,

0x7E = Frame Dalimitsf
=70 = Escape

«  Oxil=XON
0x13 - KOFF

EAMPLE: R LEET Dala Fravns (Daim § ssanmg afeinng fyfal) 0o TE Do) 0T T 230 1 DeiTE
i {1 peeds i be cxoened wbeth mauls in Mhe biliow ing hames
OxTE Oso00 Qa3 Do KX -0V [ui3 1 OB

MNOTE [f It abov el [ne Bnpth of Ik e S@r8 (exoluiing INe ehechsurm @ Owlill! and ihe
chcimiien o PR A0 mscand Jals (e Pdrne dalondod and ogdhl 5 cailulalad a8

QuFF - (0230 a1 1) = (00FF - Dol v (8

Checksum: To lesd data inlegiily, & chacksum it calculsled and verifled on nor-escaped daa

To calculate: Mot including frame dalimiters and length, add a3 byles keeping only the lowes! B bits of the resull and sublract
frem OxFF

To werity: Add all bles (Include checksum. bl nal the delimiler and length), If the checksum & comecl, the fum will sgual
=FF

AP| Types
Frams daln of the LART data frame farms an APL-specific struciure as folaws:
‘Pnl € rpmmm S S

ey !i""';"._ s e .
BTE —Illﬂr_] AP g BT l i Byl

The cmdlD frame (API-idenliflery indicales which API messages will ba conlamned In ihe emdData frame (ldenlifies-specific
data), Refer lo the seciions thal follew for more information regarding ihe supporied AP| types. Mole [hal multl-byie values are
Len big endian,

Modem Stalus
AF| [denifier: DxBA

AF modem siaiuz meszages are send from ihe modem in response lo specific condillons.
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g Dy [ Frame [mia -l
TE UEE | LIS Loy Sirashrw

- _-..-\
!‘/ Ruahes (BEpve S) \\l

0= Harlers resel
1= Watdheing tener et

TE [Transmit] Boquesi: 18bit addross
AP Idwntifier Valus: Gl

A TE Reques! mettage wil causs |Fe modém 10 Send BF Dala as an AF Packel.

T i— e s T
L LL e

___,—-—'_'_"_--' l_\_‘_‘_\_'_‘—-—\___\_-_‘_\
[—'——"_'_;-_—-—l;r_nut Evwarmaton Adbes s (Bytes 6-T7 Dt (Byte 1) RF [t (Bytein] Bl

K S T UART 208 e by T Pumt 10 =
e wrth B s AN Lot M e, LB6 VoI || o XA Pyt per puet
ity Frare 10 o 7wl taiie ey e

Sy 1 TE Pechst (1608 stddress] Fonmes

Fpr ¥ By 1 LT bym 2 Py & [y B Byim 10 L)
DT Oul0 | Gl | =L M [De=T) Pl FTF jaliva] L - wl JEel o B F ] oell
EES Nl _.,;lﬂ-' -I:J"Il-l:Hr Froms 0 Dowieasne & drw ; "Tt ; :I':.r

* g [ymad = A i = i (1) = w0 T ik

T o wwn ey -

TE [Transmit] $tatus
AP Idemifier Value, Taid

¥hen a TE Request i compleded, (he modide sends @ TX Slalus messags. This messegs will inBcate ¥ ihe packel was
irarimEsd ssiceesefully of I 1haok wirt 4 Tallirs

i e | Rt = = T
[ 2% HE AR AF g Py W S iy |
- | eerlfiaia

[ormfem LIARTT (il Trimve Deang b [ = Setrame
Pt I Froess 50 = G o e T Fageest. no i 3
AT Corrmryt Femcrrv w b e, PN

MOTE! SFTATUS = 1% QCoul® whan @l reires are Sipatbd and ne ACK i@ recehiad,
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"ETATUS = 3" gCcurs when a packel 13 purged dee 1o a 'Poled Remole' nol recaiing a podl,

R¥ [Receive) Packet: 16-bit address
AP lgentifier Value: (xB1

‘When the module recelves an RF packel, il iz zent oul the LIART wsing Ihiz meszage iype

MIE | | W88 | 158 | | APlapect btuctew || 1By
exit emilila
.,_——l-'_'_-_u__-_ B = B
[_ Eernrce By, i Byten 3-6) TE33tifype T Crptimeny Byt ) ) IF Dt [Byteda) Bom) |
Fecetvod Sgral Strongth indcater - ' bt O AR
NS (roet sigfieart yle] finsd Headeceral sprvdert of (<Bm) volus b 1 = Inchcate beoadcast Lip o JOL5 Byt per
LS5 [ il ) L fFor searmple. R sl strergeh = 40 bies 2.7 [ 4 i 2t

E0m, T G0 deerral] @ e
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6.5 ZXT24-RM CONFIGURATION

|6.5.1 ADVANCED PROGRAMMING

Setup

The programming examples in this section require the installation of a hyper terminal program and a senal
connection to a PC. (B&B stocks B5-232 and LISB boards to facilitate interfacing with a PC.)

Mount the RF module to an interface board, then connact the module assembly to a PC.

Launch the terminal software and select the "PC Setbings’ tab. Verify the baud and panty settings of the
Com Port match those of the RF module.

MOTE: Failure to enter AT Command Mode is most commonly due to baud rate mismatch. Ensure the
‘Baud’ setting on the 'FC Sethngs’ tab matches the interface data rate of the RF module. By default,
the BD parameter = 3 {which corresponds to 9600 bps).

Sample Config: Modify RF Destination Address

‘CR’ stands for camage returm:
Method 1 (One line per command)

2end AT Command aystem Response
e QK <CR> (Enter into Command Mode)
ATDL <Entar> {eurrent valua} <CR> (Read Destination Addrass Low)
ATDL1ADD =Entar> Ok <CR=> (Modify Dastination Address Low)
ATWR <Entar> Ok, =CR> (Write to non-volatile memaory)
ATCN <Enter= Ok <CR= (Ext Command Mode)

Mathod 2 (Multiple commands on ong line)

send AT Command System Response
+H Ok <CR=> (Enter into Command Moda)
ATDL <Enter= {current value} <CR> (Read Destination Address Low)
Ok, 0K, OK <CR> (Command execution is tnggerad upon sach

ATDL1AOD.WR.CN <Enter= instance of the comma)
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Command Reference Table

Zling Radin Modams axpect numerical values |n haxadecimal, Hevadacimal
values are designated

by a "0x" prafix. Decimal equivalants are designated by a "d” suffic.
Comemands are contarned

within the follewing command categores (listed in the erder that their
tables appear):

= Spapcial

= Nebworking & Security

# RF Interfacing

= Sleap (Low Power)

= Serlal Interfacing

= [JO Settings

= Diagnostics

« AT Command Options

All modules within a PAN should operate using the same lrmware version,

Commands-Speocial
AT_ ] Command Paramel or
c and | _ Category Hame and Dascription R Dalault

Write, Wein paramatar values o
| nomeyolable memory $0 thad
paramslar modfcabons parsisl
through subsaguent power-up ar
Wt Fpecul r-ul‘:'.l.l-uu. Ores WH & Bzued no
additonal characiars should ba pant
o the radule uetl after tha
| response "0 i recoived
| Resiore Defauls. Resors module

i | oo | pwametersofoctory defats. |
Software Resel Responds
FR{v1280) | Speial | menadiataly with an DK Ban
parforma & hard ressd =1 00m: ar.

=Firmwvars varslon in which the command wes first Intreduced [firmviare
varsions are numbeared in haxadecimal netation. )

Commands-Networking & Security {Sub calsgaries desighated within {brackets))

AT _ Command _ Paramater
Cominand | Catagory HNama and Dascription Ratias Dafault |
| Channel Se¥Fead the channel
; mumbar used hor tnarrmiftng and

e mm+ recening dats betwean RF oy i 00 (124)

modules {wses B0Z 15 4 protocol
! | charnel numbers). !

FAN D Sy ead the FAN

o Metwodking (Perseral Aran Mebarork) [0 Lise 0« BEFEE 3232

{Addrossing) BFFFF fo broadeast messages [13105d)

1o al FalNe
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Hatworking
{Addressing]

Destination Address High
SetFead the upper 32 bits of the
tid-bit destinabon address. When
combined with DL & defines the
destination address used for
tramsrnission. To lransmil usng 4
16-bit address, a8 DH paramater
to zero and DL less than (xFFFF.
C0000D000000DFFFF is tha
broadcast addrass for the PAKN

0 - tFFFFFFFF

Habworking
{Addressing]

Destination Address Lo
FebFoad the lower 32 bits of the
&4-bit destinabon addrazs. When
combined with DH, DL defines the
destnabon address used for
tramsmigsion, To transmit using a
16-bit addrees, a2 DH paramater
to zero and DL less than (xFFFF.
CO00000000000FFFF is he
broadcast address for the PAN

0 - lFFFFFFFF

Metworking
{Addressing}

{Addressing]

16-b@ Sowrce Address SetRead
the RF miodule 16-bit sounce
addrazs. Sel WY = 0aFFFF 1o
dizable recepbion of packels with
16-bit addra-sses. 64-bit source
addvess (senal number) and
broadcast addrass

(0000000 MODDDOFFFF) is
always anablsd

Serial Number High. Fead high
12 bits of the RF module's unique
IEEE te-bit addrazs. fd-bit
source address iz alemys
enabled.

0= FFFF

0 - FFFFFFFF
[read-only]

Faclory-sat

Hetworking
{Addressing]

Serial Number Lovr. Read low
32 bats of the RF medule’s unigus
IEEE 6d-bit addrass. 64-bat
source addness is always
wnakded

0 - WFFFFFFFF
[read-oniy]

Faclory-sel

RR { w1040

Hatworking
{Addressing]

Refries. Sabf ead the mandrmum
rurribar of retres the modubs will
exacube in addbion ko the J reimas

provided by the 802, 15.4 MAC.
For each retry, the 802 15.4 MAC
caif anstile o to 3 ratnes,

G-

Hebworking
{Addnessing}

Random Delay Skots. SetRead
thes i value of the back-off
exporent in the CSMA-CA
algontfrn that is used for colison
avoidance. if RN = 0, collision
avoidancs i disabled during the
first itaration of the algarithm
(302154 - machMnBE)

MM [ v1.x80%)

{Addressing]

MAC Mode SetRead MAC Moda
walue, MAC Mods
enablasidicables the use of 4
B:&B header in the 802.15.4 RF
packat ¥Whan Mode 0 & snablad
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iMM=l], duplicats packed 2 =502154
dobection is enabled ns well a5 faith ACKS)
cartan AT commands. Modes 1
and 2 ane stnct B02.15.4 mades.
Mode ldentifier Stores a siring
identifies, The regisior only
aceapls printabls ASCI data. A
string can not stark with a space.
Carmags ratum ends cormmand.
Comrmand will autormatcally and
| when Fraximum bytes Tor the ;
fdentieabonl | iring have been entared This | o Stnng
siring i returmned as part of the
MO (Mode Discover) command
Thas identifier 15 also used with
this D (Dastination Meds)
command
Mode Discoved Discovers and
reports all RF modules found. The
Follawing information is reporied
fior each module discovered (the
e ample cites usa of Transpar snt
operation (AT command fomaf) -
rafer ko the long MDY cormand
description regarding differences
Batwesn Transparant and AR
operation)
MY<R>
' SH<CH= Optional
ND(viaggry | Networking SL<CR> 20-character NI
Toerticabont | pgecrs vailse
MI=CR=<CR=>
The amount of fme the module
albears for rasponses iz
deterninad by the NT parametar.
In Trarsparent operation,
cormmand complation is
dasignated by a “CR> {carnags
ratum). MD alzo accepts a Mode
Ideniifier as & paramelsr In this
cata, only & modubs matching the
supphed identiher wil respond,
Mode Discover Timin5etRead
. tha amount of trma a node vl
F""“‘Iii Em} wait for responses from cher 001 - 0 C 0e19
niodes whan uzing tha ND [Hode
| Discower) command.
Destination Mode. R esabms an
Bl (Midde Identfier) string bo &
phyzacal address. Tha following
ewvents ocour upon succasshul

. cormmand axscubion:
Networking 1. 0L and DH are set to the el-character

{idonitihc ation} addrass of the module with the RSC| string
matching Node kdentifiar
2,708 is refurmed.
3. RF madule autormatically axits
AT Command Mode IF there is no

NI { w1 <807

NT { vi.=Al")

DN [ w1.2807)
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responss from a module within
200 risse ar & pararmetar is ol
apacified (laft blank), tha

command i35 termmnated and an
"ERRIOR" message is refumed,

801 Metworking Coordinglar Enable. SetFead
CE (v, {Association] the coordinator salfing,

Scan Channels, SetFaad list of
channals o scan for all Actve
and Energy Scans as a bifield.
Thiz affects scans intiabed in
command modas (A5, ED) and
dunng End Device Assocasbon
Nbwoing | ddComlaocsiter | o g

SC (vl =20 gt bt 0-00B bit4 - BedlF a
{Associstion Bt 0x13  bit12 - 0x17 [itinkd]
bat 1 - 0lC it 5 - 010
bat B - 014  bitdd- 018
bet 2-0w00  bet6-0x
bet 10- 015 bettd - 0x19
kit 3-00E bt 7 - Bel2
bat 19 D06 bit 15 - Ix1A
Scan Durition. S«iRead the
scan duration exponent. Emg
Device Duration of Actve Scan
duning Axsociaton. On beacon
system. set 50 =BE of
coordnstor. S0 must be sal at
leaed o the highest BE pararmsstar
of amy Beaconing Coordinator
wath which an End Dewice or
Coerdinator wish fo discover.
Coordinaior If ReassgriPANID'
opbion it £l on Coardinator [refar
ba A2 paramsted] S0 detamines
the length of Bme the G oondnator
wall scan channels (o locate
wuisting PAM. If

2 ‘ReasssgnChannel’ option is set
Nebworking mmmahﬁm 0-0:0F fuxponent] | 4
{Association} | o Snator will pecform an
Energy Scan to detemmine which
channal it wall operate on “Scan
T iz maazuned as (& of
channals bo scam] * (2 * 50) "
15,38ms). The number af
channels bo scan i sel by the 50
command. The modem can scan
up to 16 channaels {3C = 0FFFF)
E=xamnple: The valses below show
results Tor & 13 chanmel scan:
IF50 =0, me = 018 sec
S0 =8 tme =47 19 sec
S0=2 tme =074 sec
20 =10, tme = 3.15 min
D=4, tme = 205 sae
S0 =12 tima = 1258 min

e 1FFE

84



ADNANTECH ZLinx® Xtreme Radio Modem

50 =6 tme = 11,80 sec
5D = 14, tima = 5033 min
End Dewice Association.
SetTead End Devica associabon
opbons
bit 0 - ReazzignPanlD
0 = Will only aissociale with
Coordinator operating an PAN ID
thart mabches modide 1D
1 - May associabe with
Caordinator operating an any
PFAMID
bit 1 - RleassigrChannal
0 - Will cnly meaacinbe with
Coordnator operating an
mistching CH Channel setting
1 - May associabe with
Coordinator aperabing an any
Channel
{',I'“s""’mk‘z_l} bit 2 - AutoA ssociate 0- 0ulF [bitfeld]) | 0
0 - Doz will mst sfampl
Association
1 - Drenice attempts & ssociation
wntll success
Mabe: This bit is wsed anly for
Hon-Beacon systemns. End
Dwwicas in Beacon-enablad
sy slom must abways associabe bo
a Coerdinater
bit 3 = PoliCo ced CinPiniake
0 - Pin Wake will rot poll the
Coordinator for indrect (panding)
data
1 - Pin Wake wil send Poll
Rieguest bo Coordnator fo axtrac
any pending data bits 4 - T &
[CECT |
Coordinator Association
SetRead Coondnabor asscciabon
opbans
bit 0 - RlesssigraniD
0 « Cocrdinator wall nok perficrm
Actve Scan bo locate
available PAMN ID. It will
cperate om D (PAN D)
1 - Cocedinatar will parfom
Active Scan bx datemrning
& available 10 (FPANIDL I | O- 7 [atheld] ]
aPAM 1D eonflict i found,
the ID parameter wll
change,
kit 1 - ReassignChanna -
0 = Coordmator wall nod
jparfamn Enangy Scan be
detenmine frea channal. 1§
wil sparats_ on the
channel detmined by the
CH paramater,

AN vl

AZ vl =807 m‘a}
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1 - Coordinator will perform
Energy Scan bo fird a free

channel, then operate on
thiat charmnal
bit 2 - Aleswfissociation -
0 - Coordmator will not
allow any dewicas to
associsbe ok
1 - Coordinater will allow
devices to associabe o it
bits 3= 7 are resened
Association Indication. Read
arrors with the last as sociation
requast
000 - Successful Complebion -

Coordnatar suceesshuly starsd
or End Dirvics asseciabion

coemplete

1 - Active Scan Timaout
02 - Active Scan found no
PANs

03 - Active Scan found PAN,
but tha

Coordinstorlowh ssociation b i
nid sl

Deled - Actwe Scan found PAN,
but Coordinator and End Davice
are not configured to suppord
baatons

(0% - Active Scan found PAN,
but the Coardinater 1D pararater
does nol match the 1D parametar
of the End Dewice

Ox06 - Active Sean found PAN,

but Eha Coordinator CH parameter i;;]"” iread-
does not maich the CH paramater
of tha End Davies

(=07 - Enargy Scan Timeout
008 - Coardinator star requast
failed

009 - Coondmnator could not start
dus o imeald paramestar

(k0A - Coprdinator Realignmant
15 I progress

08 - Associston Requast not
5 nt

OG- Aszociation R eguest Bmed
out - ma reply was receied
000 - Associabon R eguest had
an bervald Parametar

0E - Associabon Request
Channel Access Falure, Request
was not transmitted - CCA falure
Dx0F - Remete Coordnator did
not send an ACK after
HAszpciabion Request was sent
010 - Remobe Cocrdinator ded
nal raply to the Associstion

Hetwarking

Al w1807 {Associaon]
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Fequast, but an ACK was

repenad afiar sending the regusst

D11 - [reserved]

=12 - Syne-Loss - Loat

gynchinonization with a Baataning

Cooandnator

013 - Dizaseociated - Mo lomger

assocssted to Coordmator

Farce Disassociation. End

Mebworki Dwwice will mmaediately

thssociation) dizazscciste from a Coondinator =
e (i associated) and raatiampt to

BSOS

; Farce Poll Reguest ndirect
FP { vl.180) m massages being held by a i

caordnaior.
Active Scan. Send Beacon
Reques to Broadeast Address
{FFFF) and Broadeast PAN
(2:FFEF) on every channel. The
paramaster detammes the me
tha radio wall listen for Beacons
on each channel A
ParDazergbor is craated snd
retumed for every Baacon
recened from the scan Each
PanDazeripor eantains the
following informaton
Coordfiddrass (SH, SL}aCR>
CoordPanlD (I0)<CR>
CoordiddiMode <CH>
02 = 18-bit Short Addrass
=03 = G4-bit Long Address _
Channel (CH parsmalsr) <CR >
Saecuribyllsa<CR>
ACLEntry<CR> _
Hatworking SacurtyF ailure<CHR>

KL wLal) {Associgbon] | SupsrFrameSpecaCR> (2 bytesk 0-8

bit 15 - Associabon Permitied

MSE)

bit 14 = PAN Coordinator

bit 13 - Rezaned

bit 12 - Batinry Lifa Extension

bits B-11 - Firal CAP Slat

bits 4-T7 - Superframe Ordar

bits (-3 - Beacon Order
GsPemut<CR>
R5SI=CR= (R53] is retumad as -
dBm)
TimeSiamp<CR= {3 bybes)
<CR>
K cariage return <CR> is sart al
tha end of the AS command The
Hctrve Scan is capable of
redurming up ba § PanDescriplors
n ascan. The achaal scan fme
on each channel 1s measured as
Time = [{2 *50 PARAM]) * 15.15]

D { w1 80°)
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mis, Mote the total szcan trme is
this tma multplied by the mumber
of channels to be scanned. Also
refer to S0 cormmand descripion.
Energy Scan. Send an Energy
Detect Scan. This parameter
determnes the length of scan on
each channal. Tha maxmal
enargy on each channel i
refumed & each value is followed
by a carriage return, An additional
camage return is sent 2t the end

Metwarking
ED [ v1.x80%) = of the command. The values 0-8
Wasntialion} retunad represant the datectad
enargy level in units of <d88m. The
actual scan trme on each channel

is measurad as Time = [{2 *E0) "
15.36) ms. Mote the total scan
tire i this time multiplied by the
mumbar of channels fo be
scanned (refer to S0 paramater).
AES Encryption Enable.
. Disable/Enabls 128-bit AES
Nebarting encryption support. Usa in 0-1 0
Secunty} conjunction with the KY {dizabled)
command,
AES Encryption Key. Set the
Metworking 1ZOAES duncod 0- (any 16-Byte
[Scurity) neryplion Stan a!'d] ay far vakin)
encrypling/decrypting data. The
KY register cannot be read.
*Firrmware version in which the command was first introduced (firmware versions are
numberad in hexadecimal notation, )

EE { v1.xAD%)

Y [ w1.xAD")
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ZLinx® Xtreme Radio Modem

AT Command  Name and Parameter Default
Command Category | Description Range
-4

Pomeer Level Seleci end the 0 =10/ 10 dBm

power beval af which the RF 1=-8112dBm
R AE itk | e travsarmile conchiclad 2=4sWdEm |

powaf 3=-31 16 dBm

| d=0{18&Em

T SeTia SeU/omm

CCA (Clear Chaenel

A epizmand) threthold. Poor io

Banamatting & packet 8 CCA Bt
CA (w18 RAF bntarfacing porformed to detest ensegy on 0 = (S0 [-dBm] (444 dBim)

Eha channal 1T e detechsd

inédgyy ia ahius the CCA

Thireshold, tha module will rot

gansmi the packet

*Firfmwire versEon in which the command was first introduced (hrmware versions are
numbered i hedadecimal notation. )

Commands-Sleap (Low Powear)

AT
Command

Command
Category

Hama and Dascription

Faramatar
Range

Dafault

Slowp_ (Low

Slesp Mode. <NonBaacan
frmware> SebFand Sleep Mode

cenhgurations.,

-5
=N Seem
I =Pin

1= FinDaze

3= Resarvad

4 = Cyelic
ileep

Cyelie
Heep

il pin
B = [Sleep

Laac kmenrds

compatibity

val vl
anly, athareiza,
uss CE
corymand

Sleep_(Low
Power)

Tima befare Sleep <NonBeacon

Brrnaweare> SetRaad e pesiod of

actiaby (no senal o RF data i

st o recened) before actunting

Sieep Mode. 5T paramatas 13 only

walkd with Cyche Sleep setbrgs {SM
| =4-5) Coordmator aad End

1 LFFFF
b1

(e 1 388
(H000d)
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Commands-RF Inln'htlnn
AT Command | Mame and Paramater Dataiilt
Command | Category Dascription Ranga
0.4
Fowar Level SalacUR aad tha 0 =-104 10 dBm
; power lmenl ol which the RF 1=-8/12dBm
R REWtaclacing | il teanamits eondosted 7=4/14d8m |*
porwlr J=-21184Bm
4=0/18 d8m
CCA Thrashold, Sebread the
COA {Clasr Charmal
Ansgssmant) threthald Prios o
franometing a packst a CCh m e
A (B0 BF Interlacing peifamed b dabect anergy on 0 - Dl [-dBrm] {44d dBim)
tha chanmal. If the deiocind
aneigy i above the GUA
Threshald, e maduls wll nol
franamit the packst

"Firrmware varsion in which the command was first infroduced (firmware versions arne
numBefad in hedtadecimal notateon )

E-nrn.mmds—ﬁllﬂ [I.u'nl Powar)

gﬁ'lmund Eﬂmrncl;r:ﬂ_ Mame and Description

Paramater
Range
h-5
0= Mo Sleep
1=Pin
Hibemats
2= Pin Daze
3 = Hissnrved

Default

Sleep Mode, <horBeacan slasp
M Steep_ (Low Femmare> SetRuad Sieep Mode remote 0

copfigrafions Dwaf pin

“Time before Sieep.<NonBeacon |
firrrraarec SebToad brna poncd of

machy (no senal or BF deta s
Sleep_ (Low sard of recasnsd] bafare activabing IﬁFFFI i
Sleep Mods. 5T parmmster is anly il e
wnld wtth Cycle Sleep sethiige (SM
| =4-5) Coardnalorand End
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Drewice ST values must be equal
Also note, the GT parameter value
must abways ba lags than the 5T
value. (If GT > 5T, tha
configuration will render the
maodule unable to enter inte
command mode.} If the 5T
parameter iz modified, also modify
the GT pararneder aceordingly,
Cyclic Sleep Period <MonBeacon
femware> SetFead sleap penod
for eychie sleaping remotes,
Coordinator and End Device 5P
valuas should abways be sgual. To
send Direct Messages, set 5P =0,
End Device 5P determings the
&p Slasp_ (Low sleap panad for cyclic slaaping 0 - (BB [x 0
Power) remotes. Maximum sleep periodis | 10ms]
268 seconds ((hG8ED).
Ciordinaios If non-zero, 5F
detamnines the tmea to haold an
indirgct message before discarding
it. A Coordinator will discard
indirect messages after a period of
| (25°5P)
Disassociated Cyclic Sleep
Perind.<NonBeacon fimware> _
End Devicg - Satfead time panod
of zleap for cyche sleeping ramotes
that are configured for Assaciation
but are mot associated to a
Coordinator. (Le. If a device is
Seep_ (Low 1 = Dufi8B0 [x 0x3E8
DP [1.xB0%) configured to associate, configured
W) as & Cyche Sleap remats, but does A (10004)
not find a Coardinator, & wall sleap
for DP trme before reatbempling
association.) Maximumn sheep
penod is 268 seconds ((=G6360),
DF should be > 0 for NonBaacon
| syshems,

*Firmwware version in which the command was first introduced (firmware versions are
numbered in hexadecimal notafion.)
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AT

Command

Parameter

Command | Cotegory Mame and Description Range Default
D18 Configuration. SsloctRoad | ° B: Pcablad
o8 110 Sestings options Far the DI Bne (pin 9) of 3= D4 B
e RF madule. [1.2.4 85 n/n)
0=1
D107 Configuration SelectRend | | - rorey
sattinga for the DIOT fne (pn 12)
OF (W1aB0) | U Seltnge of the RF modula. Dpbions include ':'“E :"w_’ |
ETS flow control and |10 i 3200
safinga. 4= 00 low
5 = D0 high
a=1
DO Conliguration. SelsctRend E’f m
wetiing for the DIDG ne (pin 18} |
Df (w1280 D Semmgs of the RF madule. Optons mcluds 2= infa) i}
RTS flow cantral snd 110 ne Jem8
e 4=D0lew
__ 5= Dhigh
a-1
D05 Configuration. Conbigura i = Dizablad
sattings for the CHCS lne {pim 15) 1 = Avsocinted
of the RF module. Opboas mcdude ndicator
Ry, | ¥oheinn Assocated LEDY indscabar (bhnks 2= ADC '
wdh &n associabed) and L ling e
sattings 4 = (e o
S _.2= D0 high
(D404 -DIO4] Configuration d-1
SalectPead settings for the 0 = Desabled
fellowing lines: ADVDION (pin 1 = ()
- 20), ADVDICT (pin 18} 2= ADC
(v kA0 Q) Selings ADZTHOR (pim 16), ADITIOD 3=0 ]
- fpim 1T) ADLTHOM (pin 1) 4 = D bow
Options inckide: Anslog-to-digtal | 5 = [ high
eomianar, Digtal lapel and Digital
Cutput
VO Ouepie
Enasbie DisabdesEnabies 1O data -1
racened io Ba sard oul LART
1L ] =AD" U0 Sesnga Thon kil i3 s vings s A [It: m |
framn rogardises of the curment
AP poramater value. .
Samples befove TH.SeiRaad the
ekt of samples o coliscd
balore ramsmitting data
TlA0) | VOSeSm0s | \oinum numbee of samgplesis | |07 '
dependent upon the number of
_enabled inputs !
Force Sample Force aend of all | 8-tk it (each
#niabded inputs (1 or AQC) Oata | b represants tha
IS v i xR} Q) Sesings ia coturned through the LART, if bevel of an 1D ling
pn inpufle are definad (T e ADC), | esbup a2 an
Ihis command will retum amer | outpu)
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10 (w1 2407

WO Seftngs

Digital Output Level Set dgital
output level to alow DIO lines that

are setup a5 oulputs fo be
changed threugh Command
Mode,

I {v.xAD")

VO Settings

DIO Change
Detect EnablesTizablas the

monitonng of the changs delact
feature on DIO mes 0TI a
change is detected data is
tranarithed with DIO data only.
Ay samples quewsd and waring
fisr branrnizsion wil ke sant first

0 - OuFF [biefield]

IR (vl A0

WO Seftings

Sample Bale. Setfead sampla
rabe. Whan st this pararnatern
causes the module fo sample al
enabled inputs &1 a specifiad
intenyl

0-0eFFFF [ 1
mses]

AV (vl xa07)

1A (w1 3407

WO Settngs

0 Seatinga [0
Lire Passang)

ADC Vokage Reference.
Seifead ADC reference voltage
b

¥ input Address. SelResd
addresses of moduls io which
oulputs are bound. Setting all
bytes to (hFF wall not allow any
received U0 packet to changs
culputs, Setting addrasa o
0uFFFF will alow any recened
1) packet o change outputs.

0
VREF pn

L]
1 = Intamal

(1
OuFFFFFFFFFFFF
FFFF

0sFFFFFF

FFFFFFFF

TO-T7
fwlmA0)

0 Settinga {0
Lirse P ssang)

(00« D7) Cutpud Timeout,
SetRead Dutput tmeout values
for linas that coemespo nd with the
04 - D7 paramaters. When oulpad
i# sal [dua to IO Ene passng) o
a non-defauk bevel, a tmer is
slarted which whan axpined will
sk tha output ba it default leval
The trrer & resst when a valid
0 pached i racaived.

0- OFF
b 100ms]

P vl A7)

VO Settings VO
Line Passing}

W0 Settings (W0
L Passng]

PWMO Configuration
SelectFaad funchion for PO
pirL

PWM1 Configuration
Selecifead function for PV
pirL

i
2

=
(=T 5 R — I |

LU T LI LI T
E

E

MO {1 wA0R)

O Settings (M0
Lirse Passing)

PW0 Output Level SetResd
tre PR utput leval

M1 (vl A0

0 Sedtinga M0
Line Passing}

PWMT Output Level SetRead
Hrot: PO iotpt beval

PT {l.xAl)

W0 Sattings (WO
Ling Passing}

PWM Cutput Timeouwt. ST ead
ciiput Bmesut value far Both
P outputs, Whan FYWM s ssl
te & neerzero vakue: Due ba B0
ling passing, & tme is stared
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VO Settings (L0
Ling Passing)

whiich wham sopingd willl sed tha
FIAM output to zeso The timac in
rasal whan a vald U0 packet ia
rachivad |

| RSSI PWM Temer SelRsad

Pt cagister. Sat the
duratiee of PWM (pubse width
matdation) ssgnal sulpar on the
RSS! pin. The sgnal duty cycls is
updabed wath aach recssed
packet and |s shut ofl whan the

Emiar aaperes. | H

- teFF
[x 100 ms|

G20 (30d)

*Firmmware varsion in which the command was first introduced (irmware versions are
numdersd in hexadecime notation )

Enmmmds-ma?msﬂﬂs

AT
Command

Command
Category

Hama and Description

Paramater
Range

Dafault

VR Diagno shics

Femmamre Version. Read femware
weran of the RF modul

| 0-OuFFFF

WL fv1.2807) Diagnosbes

Femmevare Version - Werbosa,
Flead datalad version sformabion
{incleding applicaton buld date,
MAC, PHY and bootiosdsr
varsons).

| Factory-2at

HV (v1.180")

Harceare Version Read
hardware version of the BF

| modide

0 - OFFFF
[read-onky}

F actaory-set

EC {w1s80) | Disgrostics

| Recefved Signal Strength. Read

signal lved fin dB] of las2 geod
packet recaived (RS50). Absolute
walue ix reporied (Fou sxampls
058 = -E8 4B} Raporied valiss i
nceurate batweon =00 @m and RX
e

T _ﬁﬁ.i"ﬁﬁiﬁluaiﬁnﬁ_lﬂ count ol

COA (Chaar Chanmal & ssssamont)
failmes. This parametar valus
meremants when the module dees
nof tranumed & packel becauss i
datecied ensrgy above the CCA
Ehrashoid level sef with CA
corrnand, Thes eount saturates af
ks Farrarn valus. Sef count io 107
o raded poumt

0 - Oufid
[read-coly]

0 - FFFF

EA (w1 xB0%)

| ACK Fallures. ResebRead count

of achnowdedgmant fadures. Thes
parameled valus incremants whan
B medule axpies it tranemesion
redrass withcut receaning an ACK o
& packal ransmissan. This oo
sahabes al gy masmem value
St the parsmaber ba 0" to resel
ol

0 - FFFF
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ED {w1.x807)

Dragnostics

Energy Scan. Send ‘Energy
Detect Scan’. ED pararnater
delermmne s the bength of scan on
gach channal, The maomal energy
en aach channel iz refurned and
each value is followed by &
carmags retum Valses retumad
repracent detactad enangy levels in
ungs of -dBm, Actual scan time on
sach channel is measured as Tme
=[{2* 50)* 15.36)m=. Totad scan
trme b this time muliphed by the
murnbes of channals to be scanned.

0-6

“*Firmware version in which the command was first introduced ifirmwane versions ans
numberad in hexadecimal notation )

Commands-AT Command Oplions

AT
Command

Command

Category

Name and Description

Parameter
Range

Dafault

CH

AT Comemand
Maide Cptions

AT Command
Mode Cpzions

Command Maode
Timecut. 5ol oad the penod of
inacity (no vald commands
raceived) aftar which the RF
matule sutomatically sats AT
Command Moda and refums to

| idobods
| Exit Command Mode, Expheily

axit tha maduls from AT Command
Made

2 -FFFF
|= 100 mis)

e (100d)

A (v xAD")

AT Cormmand
Mada Ophons

Apply Changes. Explicitly spply
changes to queued paramater

valsa(s) and re-nitinlize module,

AT Command
Mode Options

Guard Times. St required pareod
of pdeance bofare and after the
Command Soequance Charactars of
the AT Command Mods Seqguance
(GT+CC+ GT) The period of
gifanca it uead bo pravent
madverdant entrancs e AT
Corrmand Moda

2 - CES
[ 't ms)

he3E8
(1000d)

AT Cormenand
Mesde Options

Command Seqoence Character.
SelHead the ASCI eharacter
value to be used batween Guard
Timas of the AT Command Mode
Sequence (GT+CC+GT) The AT
Command Mode Sequence enbers
this RF modubs infe AT Command

| Moda

0 - FF

0428
(+' ASCH)

*Firmmware version in which the command was first infroduced (firmware versions ana
numbered in hexadecimal notation
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Command Descriptions

Command descriptions in this section are listed alphabetically. Command calegories
are designated within "< =" symbels that follow each command title. Zlinx Radio
Maodems expect parameter values in hexadecimal (designated by the "0x" prefix),

All modulas operating within the same natwork should contain the same firmware

VErsion,
A1 (End Device Assoclation) Command AT Command: ATA1
<Metworking {Association}> The Al Parameter Range: 0 - Ox0F [bitfield)
command s used to set and read
association options for an End Device. Default Parameter Value: 0
Related Commands: ID (PAN 10}, NI
Use the table balow to determine End (Mode Identifier). CH (Channel), CE
Device (Coordinator Enable), AZ (Coordinator
tehawior in relation (o the A1 parameter. Association)
Minirmurm Firmware Version Beguired:
v x80
Bit number End Device Association Option

0- Wil l:l_nh' associate with Coordinator op B.rﬂﬁl-ﬂ an PAN 1D that matches Nede

0 - ReassignPaniD Identiher

1 - May aszociate with Coordinator operating on any PAN ID

0 - Will only assaciate with Coordinator operatng an Channal that matches CH setfing
| I- Ha]' aszul:laf.u infh Gm;dmatm upml:mg o am,- C.'-hanrtul

D Duw:an'ml nul altarnpt Aﬁmmahun

1 - ReaszignChannel

3. Autolssociate ! [Jn'.nl.:a &ttmpts .ﬁ.smlaﬂun urHJI BUCCESS ann Thls hrl: rs used only rnrﬂm-
Beacon systems. End Devices in a Beaconing system must always associate o a
Coordinatar

7. 0-Pin Waku uﬂl nul.pnl ﬂ:n Emrdlnalnrrﬂ p-mnhng hmliral:l;l Diata

T e s e = A

PollCoordOnPinWake | 1. F'm Waka u.ri] nnd Puﬂ Huquusrt& Cunn:ﬁnatufm stract any pumilng data
d-7 munmd]
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A2 (Coordinator Association Command)

<Networking {Associalien)= The A2 AT Command: ATA2
command is used to set and read associalion parameter Range: 0 - 7 [bitfield]
oplions of the Coordinator

Default Parameter Value: 0

Use the table below to delermine Related Commands: 1D {PAN ID),
Coordinator NI {Node Identifier), CH {Channel),
behavior in refation to the A2 parameter CE (Coordinater Enable), Al (End

Device Association), AS Active
Scan), ED (Energy Scan)
Minimum Firmware Version
Reqguired: v1.x80

Bit number | End Device Association Option

0 - Coordinater will not perform Active Scan o lecate available PAM ID. 1t will operate on
0- D (PANID)
ReassignPanil | 1. Coordinator will perform Active Scan to determine an available 1D (PAN 1D). If a PAN
& confiict ks found, tha (D parametar will change:

0 - Coordinator will not perform Energy Scan lo datermune free channel, it will operate on

1- _tha channa| determinad by tha CH paramater

ReassignChannel | 1. Coordinator will parform Enargy Sean to find a free channel, than operate on that
¢hanmed
¥ - Coardmatar will mot allew any dowees to asaocate o it

2 -Allowh ssgciate — -
1 - Coordinator will allow devices o assotate o R

3.7 [rezanved]

AC Iy Changes) Command

-cmj gp;wfmd M?Jdﬂ}ﬂptimiﬂ- The G S Lommnand: ATAC

command Is used to explicitly apply Minimum Firmware Version
changes to module parameter values Reqguired: v1.xAD

‘Appiving changes means that the module is

re-initlalized based on changes made to its parameter values. Once changes ang
applied, the module iImmediately oparates according Lo the new parameber values

This behavior is in contrast to Issuing the WR (Write) command. The WR command

saves parameter values 1o non-volatile memory, bul the module still operates

aocording (o previously saved values until the module is re-booled or the CN (Exit AT
_Command Mode) commeand is issued

Refer to the "AT Command - Cueue Parameler Value™ APl type for more information.
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Al {Assoclation Indication) Command
=hNetworking [Association)> The Al
command is used (o indicale occurmances
of errors duning the [ast association
request

LUse lhe lable below lo delermine meaning
of the retumed values.

ZLinx® Xtreme Radio Modem

AT Command: ATA

Farameter Range: 0- 0x13
[read-onby]

Related Commands: AS (Aclive Scan),
ID (PAN

ID). CH (Channel), ED (Energy Scan).
Al {End

Device Association), A2 {Coordinator
Assmatlmr CE {Coordinalor Enable)

L T e T

“Minimum Firmware Version Required;
w1 %80

Returnaed  Association Indication
Valua
(Hex)
0l Successhl Complaton - Coordinator successhully stafed cr End Dewice associabon
| | complate
RLU | Active Sean Tmeout
002 .ﬁ:lnm $_n1lu_uld_m PANs o - -
0w03 ~ Active Scan found PAN, but the Coordinator Allow Associabon bit s ot st
Dx04 ::lm Scan found PAN, but Coordinator and End Device = nndwﬁpnﬂhluppnr!
acons
I 0c | g:-: Sean found PAN, but Coordinator (D (PAN ID) value daes not match the 1D of the End |
-]
008 “Active Scan found PAN, but Coardnator CH (Channal) value does not match the GH of the
End Device
| 007 Energy Scan Timeout
008 Coordinator start request faled
{08 Coardinatar eould nat start dus I:ulmrﬂd Paramstar
{4 Coardinator Hl‘a]rg'r'lrnni i% in pmwm
| 0x0B Associatian Request not sent
| _Asseciation Raequast med oul - na reply was received
B0 Associatian Request had an Invalid Parameter
=l0E Astociation Request Channel Access Fadure - Reguest was not ransntted - CCA fadure
OlF Remote Gnmhnm dnl mt send an ACK after Association Requestwas sent
Bt Remote G-umm#.m:hdnntmplyh Hﬂnhmmﬂqm but & mlﬁ{mmﬂm:ﬁ 5
o= | after sending the request
Ot | fesewved]
Dxi2 Ew-l.uiq_l.ul E!ﬂ:hMEﬂtﬂ-ﬁ-ﬂ'I a&umwqu_nqr;dlgﬂ
Dx13 Desassociatad - Mo longer ‘associated to Coordinatos
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AP (AP Enable) Command :
«=Sana| Inlerfacing> The AP command 5 AT Catarind ATAP
used o Farameter Range:0- 2
enable the RF module to cperate using &
amebased Paramebar Configuration
AP Instead of using e delaull 0 Disabled (Transpanent
Transparent operation
T
(NART) mods 1 | APl enabled
- AP| enebled (with
escaped characlers)

Defaull Perameter Valwa'(

Minimerm Finmware Version Requined
w1 480

Rafar to the API Operation section when AP] cperation is enabled
(AP = 1 or 2).

AS [Active Scan) Command _
<AT Command Mode Oplions= The AS AT Command: ATAS
command is used 1o send a Beacon Parameter Range. 0 - 6

Regquest o a Broadeas! Reint :
ed Command, S0 {Scan
Address ((xFFFF) and Broadcast PAN Duration), DL ( Destination Low

(0xFFFF) on evary channel. The A dcly i
parameter délermines the amount of lime m:::: ::g: Lﬁﬂlg?.h; Tg:umm
[he BF module will lisien for Beacons on ——y T Required:

each channel A ‘FanDescriptor” is crealed 4.%80
and refumed for every Baacon received vix
from the scan. Each PanDescnplor contains tha following
Infosrralbon

CoordAddress [SH + 5L paramatersi<cCR>
CoordFaniD (1D parameaterjoCR>
CoordAddrilode <CR>

D02 = 16-bil Shorl Address

D03 = §4-bif Long Address

Channal (CH paramater] <CR>
SecurtylUse<CR=>

ACLEntry=CR>

SecutityFallure<CR>
SuparFrameSpec<CR» (2 byies)

bif 15 - Association Permutied (MSE)

bit 14 - FAMN Coordinator

bit 13 - Resarved

bit 12 - Baitary Life Extension

bits 811 - Final CAP Siot

bits 4-T - Superframe Order

bits 0-3 - Beacon Crder

GtsPamit<CR»

RESi<CR> (- RSS! s refumead as -dBm)
TimeStamp<CR> (3 bytes)

=CR> (A camiage retwmn <CR>is senl af the end of the AS command
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ADNANTECH

The Acthse Scan & capable of reduming up to S PenDescriplors in g $can. The aciual
scan ime on each channal is measwed as Time = [(2 * (50 Parametar)) * 15 36) ms.
Tobal scan time is this time muliiplied by the number of channels (o be scanmed.

MOTE: Refer the scan fable in the SO descriplion to determine scan bmes. I Using AR
Mode, no <CR>"s are refumed in the response. Refar o the AF1 Mode Operalion
saclion

AV (ADC Voltage Referance) Command
<Sefial mterfacing= The AV commend s
usad o seliread the ADC reference vollpge

AT Command, ATAV
Paramsler Ranpge.0-1

Fwiteh Farameter |  Configuration
0 VREF Pin
Internal IE:I-
1 bcard reference
BD (Interface Data Rate) Command Payin
<Serial Interfacing> The BO command (s Rrigvkfammetarneahie 0
usad io set and read the seral interface PlreTvEGdT e e Oessitg standand

data rete usedbetween the RF module and

gyl e s ek 10200 (non-

hest, This parameterdetermines the rale al stndard rates)

which sarial data |5 sent to the module i
from the host. Modified interface data Fermister | Configitration (bps)
rates donol take efect unhil the CH {Exi o 1200
AT Command Mode) command is issued 1 2400
and the system retlurns the 'OK response.

2 4300
When parameters T are sent lothe =
module, the respective intertace data rates 3 9600
are used (a% shown i the table on the 4 19200
right}

5 18400
The BF data rate 15 net affected by the BD & 52600
paramelar. If the inlerface data rate /s sat
higher than the RF dada rate. & fow conira 7 1152040
configurabion may need to be Default Parameter Value:3
implameanted

Hon-slandard Interface Data Ratles:

Any value pDerve D07 will b inferpreted ok an aclual baud rafe. When & value aboees
007 is send, the cosest inlerfaces dats rala fepresenled by the number is stored in
the BO register. For example. a rale of 15500 bps can be sel by sending the followmg
command kne "ATBD4B00"

Vuhan the BD ceanmand is senl with a non-standard interface data rate, the UART will
addust to sccommodate the requested interface rele. In most cases, the ook
resolution will cause the sloted BD porameber to vary from the parameter thot was
senl (refer 1o the lable belew), Reading the BD commend (3and "ATBD" command
withowt an associated perameter value | will return the vahes actually stored in the

madule s BO register
Farameters Sent Varsus Parameters Stored
B0 Parameler Sent BO Parameter Stored
HEX) Interiace Data Rato (bps) (HEX)
0 1200 | 0
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4 | 19,200 4
7 [ 115,200 T
12C I 300 128
1C200 115,200 18207
CA [CCA Threshold) Command AT mand: AT
<RF Interfacing> CA command is used to -~E~=E?-Tm-g;' —_E;' 0%50
sel and read CCA (Clear Channel arameter Range: 0 - 0x30 [-
Assessment) thresholds dBm]
Default Parameter Valuea: 0x2C

Prior to transmitting a packet. a CCAis Ci{-44 decimal dBm)

performed to detect energy on the transmil - _
channel. If the detected energy is above :é"'n;'“ ?ﬁgn:ag re Version
the GCA Threshold, the RF module will not quired: v1.x

fransmit the packet.

CC {Command Sequence Character) AT Command: ATCC
Command
; , meter R :0-0xF
<AT Command Mode Options=>The =~ —==Te e Sen0® 0= 0L _____
CC command is used to setand read 2 T e Ve AR

the ASCII character used between
guard times of the AT Command Mode Related Command: GT (Guard Times)
Sequence (GT + CC + GT). This sequence enters the RF module into AT Command
Maode so that data entenng the module from the host is recognized as commands
Instead of payload.

The AT Command Seguence is explained further in the AT Command Mode section

CE (Coordinator Enable) Command AT Command: ATCE
<5Serial Interfacing> The CE command is
used to sel and read the behavior (End

Parameler Range:0 - 1

Device vs. Coordinater) of the RF module. Parameter | Configuration
0 | End Device
1 | Coordinator

i

Default Parameter Value:

Minimum Firmware Version Required:
wvix80
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CH [Channal) Command
-:Net'-'mrking {MdrEESIT']g}:" ThE ':H AT Command: ATCH
command is used to set/read the
operating channel on which RF

Parameber Range: 0x0B - 0x1A

connections are made between RF Default Parameter Value: 0x0C
modules. The channel Is one of three (12 decimal)

addressing options available to the Related Commands: ID (PAN
madule, The other optians are Cia ID), DL (Destination Address

FAN 1D (ID command) and destination

addresses (DL & DH commands). Low, DH (Destination Adaress

High}

In order for medules to communicate with each other, the medules must
share the same channel number. Different channels can be used to
prevent moedules in one network from listening to transmissions of
another, Adjacent channel rejection is 23 dB.

The module uses channel nurmbers of the B02.15.4 standard.
Center Frequency = 2.405 + (CH - 11d) * § MHz (d = decimal)

CHN (Exit Command Mode) Command

<AT Command Mode Options> The CN AT Command: ATCM
command is used to explicitly exit the RF

module from AT Command Mode,

CT (Command Mode Timeout) Command AT Command. ATCT
<AT Command Mode Options> The CT e e e
command is used to set and read the Parameter Range:2- OxFFFF [x 100
amount of inactive time that elapses before _Millisecands] -

the RF module automatically exits from AT Default Parameter Value: 0x64 (100

Command Mode and retums to idle Mode. decimal (which equals 10 decimal
_saconds))

Use the CN (Exit Command Mode) Number of bytes returned: 2

command t it AT Command Maod -

sk e e Related Command. CN (Exit
_Command Mode)
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D0 - D4 {DIOn Configuration) Commands
<|f0 Sattings> The D0, D1, D2, D3 and D4
commands are used lo selectiread the
behavior of their respective ADMTIC lines
(pins 20, 19, 18, 17 and 11 respectively),
Cptlons include:

- Analogte-digital converter

+ Dhgital Input

+ Digital culpul

D5 (DIDS Configuration) Command
<[/ Seltings> The DS command is used to
selectread the behavior of the DIOS line
{pin 15}
Options include:;
= Associated Indicator (LED blinks
when the madule is associaled)
« Analog-o-digital converier
+ Degifal input
 Digital outpul

ZLinx® Xtreme Radio Modem

AT Commands: _ ATDO, ATDH
ATD2, ATD3, ATD4

Parameter Range'0- 5

Parameter | Configuralion

0 | Disabled
i hia

2 ADC

3 (1))

4 DO low

5 | DO high

Cefault Perameter Value: 0

Minimum Firmmaare Varsion
Requirad: 1340

AT Command: ATDS

Parameter Range:D - 5

Farameter Cnnli;;tumﬁnn

0 Disabled

1 Ass:::cial:e:t
Indicator

i ADC

3 ]|

4 DD Tow

5 DO high

Default Parameter Vaiue:l

Parameters 2-5 supported as of
firmware version 1.%40
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D6 {DIO6 Configuration)
Command
=0 Settings> The 06 commeand
is used o selectread the behavior
of the DIOE [ine {pin 16)
Options include:

* RTS Now control

= Analog-te-digital

conyverter
» Digatal inpaut
« Digital outpul

D7 (DIOT Configuration)
Command
<10 Settings> The DT command
is used lo selectiread the behavior
of the DIOT line (pin 12}
Oplions include:

» CTS flow contraol

= Analog-to-digital

conwearter
= Digital input
= Digidtal oulput

D3 (DI8 Configuration)
Command

<[/D Setlings> The DB command
Is usad {0 selectiread the behavior
iof the DIB line {pin 9}

This command enables configuring
the pin to function as a dgital
inpul, This lne is also used

with Pin Sleep,

ZLinx® Xtreme Radio Modem

AT Command; ATDE

Parameter Range:0- 5§

Parameter Configuration

0 Disabled

RTS Flow Control

nim

B

s | L | R

DO e

5 DO high

Defaull Parameler Valued

Parameters 3-5 supporied as of fimvware
version 1.xa0

AT Command: ATDT

Parameter Range:0- 5

Parameler Configuration
0 Disabled
1 CTS Flow Control
2 n'a
3 8]
4 DO low
5 DO high

Defaull Parameler Value 1

Parameters 3-S5 supporied a5 of fimyware version
1.5.AD

AT Command: ATDE

Parameter Range0-5 _(1.2. 4 & Snfa)

Parameter | Configuration
o | Disabled
3 i oil

Crefaull Parameler 'l.n’ulu:.r.vtl-

klinmium Fravwane Version Reguired: 1540
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D& {Farce Disassociation)
Com msind AT Command: ATDA

<(Specal The DA command is Minirmum Firnvware Version Required: v1.x80
used o immediately disassociate

an Bl Denice from a Cooe dinallor and veallempl Lo associzsle.

OB |Recelved Sigoal Seenglb)

Command AT Command ATDE

“Uiagnostios> UE parameter 1 Parameter Range: 0 - w4 [read-only]
used to read the received signal
slreng b (in dBam) of Uhe lasl RE peockoel peceived. Rieporbed values s gocurnsle
between <40 dBm and the RF module’s receiver sensitivity

Absoalute values are repored. For example: 0x58 = -88 dBm (decimal). If no packels
have Deen recehsed (5Ince st resel, powaer cyeld of sloap avent), "0 will Be repoted.

OH |Destination Address High) ATC and: ATOH

Command

<Mebworkin g {Addressing)- The Parameter Range: 0« 0«FFFFFFFF

L'H eormmand 1§ uged (o et and

read the upper 12 hits of the RE Default Farameter Waloe: 0

module’s G4-bit desfination Related Commands: OL {Destination Address
address. When combined Low). CH (Channel). 1D {PAN VID). MY (Source

with the DL (Destination Address Address)
Low) parameter, it defines e

destingtion address used for tran smission

An module will only communicate with ather modules having the same channel (CH
pararmeter), FAN 1D (1D parameter) and destination address (DH + DL paramacters).

Tofransmif using & 18-bit address, st the DH parameter to zere and the DL
paramelen leys than QeFFFF. QxBO0O00000000F FFF (DL concalenabed (o DHY) iy (Be
broadeast acdkdress for e PAN

DL iDestination Address Lowd AT command: ATOL

Command

<Natworkin g {Addreseing)> The Fararmeter Range: O - OxFFFFFFFF

DL command is used to set and

ieeduc] thie: levwer 32 bits of the RF Default Parameter Value: 0

mriciel e -G cheatine o Related Commands: DH (Destination Address
address. When combined withthe  yigny CH (Channel), 1D (PAN VID), MY | Source
DH {Destination Address High) Address)

plIII'I'IIIH’. it definas the
desdinalion sddiess used for lran snission

Aomociule will only communicate with ofher modules having the same channel (CH
pararmeter), FAMN ID (1D parameter) and destination address (DH + DL parameters).

Torfransmif usng a 16-hil achdress sef the DH parameter bo zero and the DI

parameater less than 0xFrEF, OxQ0O000000000 FTT (DL concatenated to DH) ia the
broadcast address for the PARM.

105



ADNANTECH ZLinx® Xtreme Radio Modem

DN (Destination Node) Command)

<Matworking (Identification}> The AT Command: ATDOMN

DN command is used (o resclve a Faramoler Range: 23-characier ASCI Sring
Ml (Hade ientiier) Snng oo -
physical address. The following Mirimum Firmaare Version Reguired; 1 x50
events ocour upon successhl

command execulion

i DL and DH are set to the address of the module with the matching Ml {Mode
|dendifimr).

2 "0OK Is refumed

3. RF module automaticalty exits AT Command Mode

i there is no response from a modem within 200 msec of a parameler is not specified
{left blank), the command is temminated and an "ERROR" message s returned

DP [Disassociation Cyclic Sleap AT Command: ATDP

Puoriod} Command

<Sleep Made (Low Power ) Parameter Range: 1- 026880 _ [x 10
millliseconds]

HonBeacon Firmware
Eng Device - The DP command | & Detaull Parameter Value Ox3ES (1000 decimal)
used 1o sal and read the lime

period of sleep for cyclic slesping Related Commands: SM{Seep Mods) SP

remotes that are configured for (Cyclic Sieep Perod), 5T (Time before Sleep)
Assocraban but are nol associated . -
e & Coardinator, (e Ifa Minirmum Firmarare WVersion Reguined: vi.x80

device is configured to associate,
configured a5 8 Cyclic Sleap remote, but does not find 8 Coordinetor; it will sleap fof
OF fime before reattempting association, ) Mazimum sleep period s 268 saconds
(OxBAB0} DP should be > 0 for HonBeacon systems

EA (ACK Fallures) Command

e[iagnostics> The EA command AT Command: ATEA

i% used Lo resel and read the counl ameler .

of ACK (acknowledgament) s Range:d - OxFrre
fallures. This parameter velue Minirmum Fiermaars Version Redguired: v1.x80
increments when the modula
Edpires its Irensmisson refres withol! récening an ACK of o packet [Tansmissisn
This count spturates af 15 maximum value

Sat the parameter bo "0 to resel count.

EC [CCA Fallures) Command

«Dlagnostices> The EC command AT Command: ATEC
;"Eﬁ Eg:::?éﬁ:n::ﬂ the: coum Parameter Range.d - DxsFFFF
Assessment] falures. This Related Command CA {CCA Threshald)
parametar valus mcrements when
ihe RF module doss not ransmita  MInimum Firnware Version Reguired: v1 x50
pachel dus lo the detection of

enefgy that is above the CCA Ihfeshold level (sat with CA command)

This count selurates al ds maximum value.

Sat the EC parametar to “0" o resat count,

ED (Energy Scan) Command
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<Metworking {Association)> The AT Command. ATED

ED command is used to send an Parameler Ftungf;n B

"Energy Detect Scan”. This Related e -
parameler delermines the length [EE-I;‘-[::'TCI'E:;:I:IH‘T“ 50 (Scan Duration), SC

of sean on éach channel The
maximal enargy on each channel
is returned and each value is
followed by a cardage refurn. An addifional camiage relurmn s sent al the end of the
command

Menimum Firmwarne \Version Hcl:a::lm:l v1.x80

The values refurned represant the detected energy level in units of -dBm. The actual
scan lime on each channel |5 measured as Time = [(2 * ED PARAM) * 15.36] ms.

Mote: Tolal scan Eme 15 this bme mulbiplied by the number of channels to be scanned.
Alsorefer bo the 5D (Scan Duration) table. Use the SC (Scan Channel} command bo
chocse which channels bo scan

EE (AES Encryption Enable) AT Command: ATEE

Command

<Mebworking {Security}= The EE Farameter Ftan?u:ﬂ -1

command is used lo setread the ;
parameter thal disables/enables e Pararne-t-nr L _Mﬁ!'m“m_
128-bit AES encryplion 0 Disabiled

The Zlinx firmware uses the 1 Enabled

B02.15.4 Default Security protocol Defaull Parameter Value-0
and uses AES encryplion with a
128-bil key. AES encryplion Related Commands: KY (Encryplion Keyy, AP
dictates that all modules in the (AP Enable). MM (MAC Mode)

nebwork use the same key and the ;
maximum RF packel size (585

Byles.

When encryption s enabled. the module will always use its 64-bif long address as the
source address for RF packets. This does not affect how the MY | Source Address),
DH { Destinalion Address High) and DL (Destination Addréess Low) paramelers work

Minimwim Firmware Version Reguired: v1.xAD

If MM (MAC Mode) = 0 and AP (AP Enable) parameter = 0;
With encryplion enabled and & 16-bif short address sel, receving modules will only be
able i issus RY (Receive) 64-bil indicators. This is not an ssue when MM =10

if a module with a non-matching key detects RF data_but has an incorrect key. When
encryplion is enabled, non-encrypled RF packets recelved will be rejected and will not
be sent oul the UART

Transparent Operation —= All RF packels are sen! encrypted if the key is sat

AP Operation --> Recene frames use an cotion bit o indicate thal the packel was
encrypled.
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FP {Force Poll) Command

ﬂNll!iwannu fﬁLiﬂﬁEllmjﬂ' The AT Command: ATFP

FP command is used to request Minimum Firmeeare Version Required: v1.x80
indirect messages being held bya -

Coordinator.

FR (Software Reset) Command AT Command: ATFR

<Special> The FR command is .
u“p;fﬁ force B softwars resst o Minbrwen Firmware Version Required: w1 xB0

the RF module. The reset simulates powering off and then on again the module

GT (Guard Times) Command

<AT Command Mode Oplions= AT Command. ATGT
GT Command is used to set the Di
{data in from host) time-of-silence Parameter Range 2 - (x0CE4 [x 1 milisecond)
that surrcunds the AT command
sequence character (CC
C?nma nd) of the ME Command Defaull Parameter Value:0x2ES _ (1000 decimal)

Mode sequence (GT + CC+ GT)

Related Command. CC (Command Sequence
The DI time-of-silence s used lo Character)
prevent inadverent enrance into
AT Command Mode

Refer to the Command Mode seclion for more information regarding the AT
Command Mode Sequence.

HV (Hardware Versl
il AT Command: ATHV

<Diagnostics> The HV command Parameter Range:0 - 0xFFFF [Read-only]
is Used to read the hardware : :
version of the RF module Minimum Firmware Version Required; vi.x80

1A (D Inpul Address) Command

<If0 Settings {I/O Line Passing)> AT Command: ATIA,

The 1A command s used tobind @ parameter Range:0 - OXFFFFFFFFFFFFFFFF
module cutput to a specific Qe

address. Outpuls will enly change Default Parameter

if received from this address. The Value:OxFFFFFFFFFFFFFFFF_ (will not allow any

|& command can be used o received 1’0 packet to change cutputs)
setiread both 16 and 64-bit :
addresses. Minimum Firmware Version Required: v1.xA0

Sefting all bytes to 0xFF will not allow the reception of any 140 packet to change
culpuls. Sefting the |A address lo OxFFFF will cause the module 1o accept all /O
packets,
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IC (DIO Change Detect) Command

<I/0 Seflingss The IC command is
used to enable the monioring of

the change detect feature on DNO
lines 0-7, [T a change is detecied,
data is transmitted wilh DIO data
anly. Any samples gueded and
wiiling Tor iransmission are sent firsl.

ZLinx® Xtreme Radio Modem

AT Cammand: ATIC
Parameter Range:0 - QuFF [bitfiehkd)
Defaull Parameler Value 0 (dsabled)

_Mmrnu; Firrrmweane Version Reguired 1 xAD

Refar to the "ADC and Digtal 170 Line Suppo” sections of the "RF Module
Cperations” chapter for mone information

1D {Pan 10) Command

=Helworking {Addressing]= The ID
command Is used lo = and read

fhe PAN [Personal Area Network)

ID of the RF module. Only

modiles with matching PAN IDs

can communicate with each

other Unique PAN IDs enable control

AT Command: ATID
Pamameled Range: 0 - 02FFFF

Defaull Parameter Value 023332 (13106 decimal )

of which RF packets are received by B modula

Sefting the 1D parameter lo 0xFFFF indicales & glebal ransmission for all PANs i

does not indicate 8 global recehs

10 (Digital Cutput Level)
Command

<10 Settings= The 10 command is
used to sel gigital cutpul levels
This allows DIO lines setup as
outputs to be changed through
Command Moade

IR {Sample Rate) Command

<110 Setings> The IR eommand s
used to sel/read the sampla rate.
Whan set, lhe module will sample
all enpbled DIOFADC lines at a
specified interval This command
allews periodic reads af the ADC
and MO lines in & non-Sleep Mode
selup.

AT Command: ATIO

Parameter Range: 8-bit bitmap _
{whete each bit represents the level of an 1O
line that i setup as an oulpul.)

Minimum Firmware Version Required: ¥1.x00

AT Command. ATIR

Parameter Range: 0 - 0xFFFF [x 1 mesec)_ (cannot
guaranies 1 ms liming when IT=1}

Defaull Parameter Value0
Redated Command: IT {Samples beafora TX)
Minimum Fermware Version Regquired: 1 280

Example: When IR = 0x04, the sample rate = 10 ms {or 100 Hz)

15 {Force Sample) Command
=0 Sellings= The IS command is
used to force a resd of all enabled
DISADC lines. The data is
raturned {hrough the UART

Whian operaling in Transparent
Mode (AP=0), ihe data is relunad
in the following formal:

AT Command: ATIS
Parameler Range 1 - OxFF

Dafaull Parameter Value: 1
Minimum Firmware Version Required: w1 x40
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All ytes are convened to ASCI

numier of samplescCR>

channel mask<CR=

DO dada<CR= (If DIO Ines are enabled<CR=

ADC ehannel Data-cr> = This will repeat for evary enabled ADT shannel<CR>
=CH> (end of dpa nofed by ekra <CR»)

When operalng in AP mode (AP = 0, the command will immediately retum an OF
response. The data will follow in the nommal AP format for IO data

IT (Samples bafo
L ISnwies Ditare T8 AT Command, ATIT

<50 Setlings> The 1T command 15 Parameter Range: 1 - 0xFF
used 1o seliend the number of
DIO and ADC samples o collect Defaull Parameler Value 1

before ransmilting cata Minimum Firrmamre Version Required: v1 xAD

One ADC samplé I8 considered compléle when all enabled ADC channals have baen
read, The module can buffer up 1o 33 Byles of sample dala. Since tha module uses a
10-bit A0 converier, each sample wses bwo Byies. This leads loa maximum bufler
size of 46 samples or IT=lx2E

When Sleep Modes are enabled and IR (Sample Rale) is s, the module will remain
awake untd IT sampies have been cobocled.

IU (MO Output Enabla) Command
<10 Seltings> The IU command is /1 —ommand: ATIL )

used bo dsablefenable 0 UART Faremeater Range:0 - 1

cutpul When enabled (1L = 1)

fecalvad K line dala packets are Parameter . Configurateon

sent out fhe UART. The data |s

senl using on AP frame nsabled -Recanved WD

regardiess of e currenl AP o line dala packets wil

paramsled value HOT sent out UART

Enabled -Recaived WD
1 line data will be sent oul
UART

e B PL L e

I:l-tflu! Parsmeter u'lluq 1
Minimam Firmaare Version Reguired. 1.xA0

KY (AES Encryplion Key)

Command AT CE_II'I'I'LB'I'II'.‘l ATEY

<Networking { Security}> The KY Parameter Range 0 - (any 16-Byte value)
command is used 1o sef the 128-

bit AES {Avanced Encryplion _Dafaul Pammeter VaiueD

Standard) key for Retated Command EE {Encryplion Enable)
encryphing/decrypling data

Cince set, the key canngt be read Minimurm Firrmwara Version Reguired: vi zAD
aul of the moadule by eny means.

The entife paylcad of the packet is ehcrypied using the ey and the CRC is compuled
Beross the cipherext, When encryption |s enabled. each peckel carries gn additional
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16 Bytes to convey the random CBC Iniialization Vecter (IV) to the receiver(s). The
KY value may be “0° or any 128-bit value. Any other value, including entering ATKY
by itself with no parameters. will cause an error. A module with the wrong key (or no
key) will recelve encrypted data, but the data driven out the serial port will be
meaningless, Likewise, a madule with a key will receive unencrypted data sent from a
module without a key, but the sulput will be meaningless. Because CBC mode is
utiized. repetitive data appears differently in different fransmissions due to the
randomly-generated [\,

When gueried. the system will returmn an "OK’ message and the value of the Key will
not be relurned.

MO (PWMO Qutput Level) AT Command; ATMO

Command ]
<10 Settings> The MO command FParametsr Fi&n%u.l:l = 0x03FF [fepﬁf

is used to sebiread the outpul lewvel Defaull Parameter Value: 0

of the PWMO line {pin B).
Related Commands: PO (PWMO Enable), AC
Eg-fnrﬂ gu“ing the ||1-|.¢ A% an f.lﬁlpﬂhl' Chﬂl’lﬂﬂﬁ]. I:N '[EH“ Cﬁmmﬂl'ld Mﬂdﬂ:l
output: T
1. Enable PWMO output (PO = 2)
2 Apply sattings (use CN or AC)

Minimum Firmware Version Required; v xAQ

The PWM period is 64 psec and there are Ox03FF (1023 decimal) steps within this
period. When MO =0 (0% PWM), 0x01FF (50% PWM), 0x03FF (100% PWM), etc.

M1 (PWM1 Qutput Level)
Command AT Command; ATM1

<|f0 Setlings> The M1 command Parameter Range:0 - 0x03FF
is used to setiread the output lewvel

of the PWM1 line (pin 7). Default Parameter Value:0
Bef elting the line as an Related Commands: P1 {(PWM1 Enable), AC
it il St (Apply Changes), CN (Exit Command Mode)

1. Enable PWM1 output (P1=2) Minimum Fimware Version Required: v1.xA0
2. Apply settings (use CN or AC)
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MK (MAC Mode) Command

<petwoniing {Adaressingl The AT Lommand: ATMM
M command i% used bo s2t and Pargimmley Runge 0 - 2
read the MAC Mode value. The
kA command disablesfenables Param ater Configuration
the use of 8 Max-Stream header
centained in the 802.15.4 RF g wfﬁ Tﬂd;&u
packel. By default (MM = 0). BSE bt
Mode is enabled and the mocdule
adds an extra header to the data 1 BOZ15.4 o ACKS)
porlien of the 802,154 packet.
This enables the m|wnn 2 52154 "I'I'Ith MP:S'
features: Default Parametsr Value:o

» ML and UM command support

« Duplicale pachel dotacdion Haelated Commands: ML (Nede Disooverl LM

whisn wsing ACHs (D atinaling Mocds)

The MM command allows users (o
turn off the use of the axtra
header. Mades 1 and 2 arg strict 802.15.4 mades. fthe BEEB header is disabled, MDD
and DM paraméaters are alse disabled.

Hode: When MK = 0 appbcaleon and COA Talure relies are nol supporled.

Whrimum Feomare WVersion Reguined, 1 x840

MY [18-Dit Souwres Addrass) AT Command: ATMY

E,.Tﬁ":u"s;:‘g [Adkessingle The Harameter Hange: ¥ - OXFEFF

MY command is used Lo sel and Detault Paramaetar Value 0

read the 16-bit source address of

the RF module, Related Commands: OH (Destination Address
Higgh), DL {Creslinal ion Adchess Low), CH

By sethng MY 1o OxFFFF, the (Channel), IC (PAM 1D

reception of RF packefs having a
165-hit address is disabled. The G4d-bit address is the module’s serial number and is

always snabled.

NHD {Node Discowver) Command AT Command: ATND

=Metworking {laentification)> The

NL command 5 used 16 discover Range optional 20-character Nl value

und rapoet all modlas on e Related Commands: Il (Channel). 10 (Pan 10).
curisnt cperating channe (LH MY {Source Address), SH (Serial Number High),

parameter) and PAN 1D (ID .
parameter). ND also accepts an M| Sl (Sedal Numbesr Do), WE(Node Ldendifier)

iNode Mentifier) value as a NT (Nede Discaver Time)

parameter. In this case. only a Minimum Firmware Version Reguired: v1 x40
rmcdule maltching the supplied

icfenlifiar wall veespend

HDuzes o &4 Dt [ong address when Sendng and respoending toan MO regues, The
HD command causes a madule ba transmit a glebally addrassed ND command
packel [he ameount of lime allewed tor respon ses 15 datarmined by the H T {Mace
Miscrwer Tinne) parameter

In AT Command maode, command complclion i5 designated by o carnage relum
(L), Samee fara carmage relurns end a cammand response. the appheatian will
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raceive threa carmiage returns at the end of the command. If noresponses ara
recebved, the applcation should only receive one camage retum. When in AF mode,

the application should receive a frame (with no data) and status (set to 'OK') al the
end of the command. Whan the ND command packat is received. the remaote sats up

& randem lime delay (up to 2.2 sac) before replying as follows:

Mode Discover Response (AT command modes formal - Transparent operation
MY (Source Address) value<CR>

SH (Serial Mumber High) value<CR>

5L (Serial Number Low) value<CR=

DB {Receved Signal Strength) value<CR=

Ml (Node Identifier) value<CR=

<JR> { This is par of the response and nol the end of command indicater )

Mode Discover Response (AP format - data is binary (excepl for M.

Z brytes for MY (Source Address) value

4 bytes for SH (Serial Number High) value

4 pytes for SL [ Senal Humber Low) value

1 byle for DB (Received Signal Strengih) value

MULL-taminated string for Ml {Node (dentifier) value (max 20 bytes wiout MULL

fErminaton)
Ml [Hode Identifier) Command AT Command: ATHI
mm‘;ﬂ ELTL“S%",:T}:H?H Parameter Range: 20-character ASCH sinng
read a string for idenlifying a Related Commands ND (Node Discover), DN
panticular node (Destination Noda)
Rules Minmmum Firmwane Version Reguired: v1 280

= Register cnly acoepts printable

ASCH data

= & sinng can not Slart with 8 space.

= A careage relurn ends command
= Command will sutomatically end when maximurm ytes for the stnng have been

enlerad

Thi= string s refumied as part of the ND [(Mode Discover) commeand. This identifisr =
Blso used with the DN (Destinalion Node) command

NT {Node Discover Time) AT Command: ATHT
Command Parameter Range 0x01 - 0xFC
=hatwacaking {Identification]> The [x 100 msec]
HT command is used to set the
amount of time a base node wil Duefaull, 018 (2.5 decimal seconds)

walt for responses from othef ) .

Akt vabea using the ND (Node Related Commands: MO {Node Discowver)
Discover) command. The NT value Minirmum Firreware Version Required: 1080
i% transmittad with the ND
command

Remole nodes will séf op a random hold-off ime based on this ime. The remoles will
Edpusd this lime down by 250 ms 1o give each node the ability to respond before the
bass ends the command, Once ihe ND command has ended. any responss received
on the base would be discarded

113



ZLinx® Xtreme Radio Modem

ADVNTECH

PO (PWMO Configuration) Command

=10 Setting {1F0 Line Passing )=
The PO command is used o
selectiread the function for
PWND (Pulse 'Width Modulation
output 0). This command enables

AT Command. ATPD_ The second characier in
the command is the number zerc ("07), not the
letter “0",

"Par:an'netm Range 0-2

the option of transiating Parameter I Configuration
incoming data toa PWM sothat AT

the output can be translated back 0 Disabled
into analog form. 1 RSSI

With the 1A (YO Input Address) 2 |  PWMO Output
parameter comectly sel, ADO Defaull Parameter Value: 1

values can aulomalically be

passed to PWMO

P1 {PWM1 Configuration) AT Command: ATP1

Command

<I/0 Setting {110 Line Passing)> Parameter Range: 0 - 2

The P1 command is used lo ramat

selectiread the function for Parameter CWWUMﬂm
PWM1 (Pulse Width Modulalion 0 Disabled
output 1). This command enables ) RESl

the oplion of transiating incoming

data to a PWM sa that the outpul 2 PWM1 Outpul

can be translated back into analog
form.

With the 1A (O Inpul Address)

Diefault Parameter Value: O

Minimum Firmware Yersion Reguired: v xa0

parameter comectly sel. AD1 values can automatically be passed o PWM1.

PL (Power Lavel ) Command AT Command: ATPL

<RF Interfacing= The PL . 3

command is used to select and Fammeler Ringe: o= :

read the power level at which the Parameter

RF Ea

module transmits conducted 0 ~10.0Bm 10dBm
power. 1 -6 dBm 12 dBm
WHEN OPERATING IN EURCPE 2 -4dBm | 14 dBm
modem must be configured to 3 2 dBm 16 dBm
operale al 8 maximum transmil

power output 4 0 dBm | 18 dBm

level of 10 dBm. The PL parameter

must egual “07 (10 dBm).

Defaull Parametar Value: 4

Addiionally. European regulations stipulate an EIRP power maximum of 12.86 dBm
{19 mW) for the modem and 12.11 dBm for the modem when integrating high-gain

antennas
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FR (FPullup Reslstor Enable)

AT Command: ATFR

Command

wSerial Inferfacings The PR Parameter Range: O - 0XFF

coarmmned s sed o sed and esd

B Bt Nalel that s used te Defaull Parameier Valwe: 0xFF _ (all pull-up
caon figure internal the pull-up resistors are enabled)

resistor stalus for O lines.
“1" specifies the pull-up resistor is
enabled, 07 specifies na pull up.

Minlmum Fimewsare Yerslon Reouires w1 280

B0 ADALIDE [ 17)
it 1 - ALDZLNOE (pan 1.5
bit 2 - AD2DIOZ (pin 18)
Bt 2 - A0 [pin 18
bit 4 - ADODI S0 (pin 20)
bil 5 - ADSDIOE (pin 18)
bit & « DI (pin &)

bl 7 = DIRACONEIG (pan 5)

For example: Sending the cormmand *"ATPR GF° will tum bits 0. 9.2 3, Sand G OH:
and bits 4 & 7 will he turned OFF (The hinary equivalent of *0x6F° 15 011011117
Mo e Bhal kil OF s e Basd dsgit io (b Lilfeld

PT (PWM Quiput Timeout) AT Command: ATPT

Command _

<IfD Settings {140 Line Passing)> Farameter Range: O - 0xFF [x 100 msec)
The PT command 15 used to Default Parameter Value: 0xFF

sabfread |he culput lmeouw

value for both PAWM oulpuls, Minimum Firmware Viersion Required: 1.XAD

When PUWM is set o a non-sem value: Doe o U line passing. a Hie is sfared which

witen expired will s the PYWM outpud fo 2era. The timer is reset when a walid WO
pa kel % recaived

RE (Restore Defaults) Command  aT Command: ATRE
<(Spacialj> The REC command ia
ws¢d to restons all configurable parameters te their foctony default scitings. The RE
eommand does net write restorsd values to nen veiable (persistent) memany. |ssue
the WH (Wrte) command subsequent o isswing the RE command to sawve restared
parameter values tonon-wolatile memony.

EHM (Random Delay Slois) AT Gommand. ATRMN

Cowranmd P ter 2 -1 i
<Networking & Security> The RN aramater Range: - 3 [axpanaent]
cosmimsnd is used fo s and read Defaull Parameter Value: O

thee rovim iroinn wabioes of (e bock-ol
exponent in the CSMA-CA slgonthm. The CSMA-CA algorthm was engineered for
collision avoldance (random delavs are inserded to prevent dala loss caused by dals
collisicns).

K RH =0, collizion avoidancs is disablcd dunngthe first itcration of the algerithm
(502,154 - macKinBE).
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CEMA-CA ftands for "Camer Sense Mulliple Access - Collison Avoldance® Linkke
CEMA-CD ireacts to network lransmissions after collisions have been detectad),
CEMA-CA acls to presvsent data coflisions before they occur. As soon 85 a modube
receivas a packet that is fo be transmitted, it checks If the channel is clear (no other
modute is iransmiting), If the channel ks clear, the packel is sent over-the-gir, If the
channel is hot clear. the module wallts for a rahdomly selected period of ime. then
chechs again to sae if ihe channel is clear. ANer a bim, the BFocess ends and the
dala is fost.

RO [(Packetization Timeoul) AT Command: ATRO
Command -

<Serial efacing> RO command
b5 used to sof and read e nember
of character tmes of intercharacter
delay required bafore

br aramisaian

Parameter Range.d - 0xFF [x characier Lmes)

Default Paramater Value, 3

RF transmissicn commences when dats s detected in the CH {data in fom Rost)
buffer and RO charatter times of sdence are detected on the WART receive lings
(after racening ol leasd 1 byte),

RF transmission will also commence after 100 Byles imaximum packel sizej am
recelved in the DI buffer

Sel ihe RO parameter 10'0° 10 bransmd charachers as thay arme instead of bufenng

them nto one RF pockst,

RP [RSS| PWH Timer) AT Command: ATRP

Command

=0 Seftings (O Line Passing}= Parameler Range 0 - OxFF

The RP command is used to % 100 msea]

enable FWM [ Pulse Width -

Modulation) output on the RF Dafgult Parameter Vaiue: (28 (40 decimalh

madule. The output i calibrated o show the lavel 8 recaived RF signal is above the
san silivity level of the module, The PWIM pulses vary from 24 s 100%. Zero parcent
means FYWM cutpul is inactive, Ome 1o 24% percent means e recebved RF signal |5
il of below the published sansithvily level of the modube. The Tellowing lable shows
levels sbove sensdivity and PWM values

The iolal penod of the PWM oufpuf 5 54 ps. Bagause there are 445 steps in the PWWM
autpud. the minimurn step siza is 144 ns,

P Porcerdages
dB above Sensitivity 'mHMwa {high period
10 41%
20 _ ED
20 Tang

A nan-zeno value defines the tima that the PWM oulput will be active with the RSH
wilue of (he last received RF packel. After the sel ime when no RF packels ane
re-catved, the PWM oltpul will be sel low (0 percent PWh) untll sncther RF packel is
racaived The PUWM outpul wdll &lso be sal kow at power-up unbil the first RF packel iz
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received, A parameter value of 0xFF permanenily enabbes the PWM oulpul and it wil
always raflact the value of the last recelved RF packal

RRE Command

=Mebworking {Addressing)= The
RRE command is used sebiread the
maximum number of refries the
module will @ecute in addition to
the 3 retries provided by the

BO2 15 4 MALC

AT Command; ATRR

Farameler Range. 0 -8

Drefault: O

Minimum Firmwane Version Required 1.x40

This values does not need bo be s8l on all modulas for retries bo work. If relnes are
enabled. the transmitting module will sed & bit in the BAB RF Packet headesr which
requests the receiing madule to send an ACK (acknowledgemeanth I (he transmitting
modile daes nol receive an ACK within 200 msac. & will re-send the packe! wilhin o
random period up to 48 msec. Esch refry can potentialty resull in the MAC sending
ihe packel 4 imes (1 try plus 3 retriesh, Note that relrles are nol altempled for packets
ihat are purged when fransmitling with a Cyclic Sieep Coordinalor

5C [Scan Channels) Command
<hiatworking {Association > The
SC command is used (o set and
read the list of channeals i scan
for all Active and Enefgy Scans as
& bit field

This affects scans initiated in

command mode [AS | Active Scan)
and ED (Energy Scan) commands]
and during End Device Associalion

snd Coordinator staftup

bit 0= OB bit 4 = CeOF bit
bit 1= 0D bit 5-0x10
bil 2 - Ox0D bl B - D11

Bit 5 - Qx0E bit 7 - w12

50 (Scan Duratien) Comrmanid

<Mebworking {Association}>= The
50 command is used (o sef and
read the exponent value thal
daterminas the duration (in time} of
B scan

End Device (Duration of Actwe
Scan during Associalion) - bn &
Beacon system. sat S0 = BE of

AT Command ATSC

Parameler Range: 0 - IxFFFF

Defaull Parameler Vatus: O1FFE

Related Commands: ED :EHHWEE-&M, S50 (Scan
Cheraticn

Minimum Firmwane Version Regquised w1 280

&= 013 it 12 =0x17

ba 3- D14 bal 13- Ox18
bl 10 - Ow15 bal 14 - Ox18
bt 11 - 016 bt 15- Ox1A

AT Command: ATSD

Parameter Range: 0 - Ox0F

T Ty > =

. Default Pammeter Value 4

Ralated Commands: ED (Energy Scan), 8C
[ =ean Channal)

Minimum Firmware Version Reguired: v1 x80

the Coordinater. SD must be el al least 1o the highes! BE parameber of any
Beaconing Coordinator with which an End Device of Coordnaton wish to discoser

Coordinator- if the "ReassignPANID opdion is sel on Lhe Coordinator [nefer to A2
parameter]. the SO parameler defermines fhe kenglh of ime the Coordinator will scan
channels 1o locate axisiing PANS, If the "ReassignChannel oplion |5 sef, SD
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determines how lohg the Coordingtor will perform an Energy Scan 1o detérmena which
chanmal § will oparate on.

Scan Time is measutad as ((# of Channels to Scan) * {2 * S0) * 15.38ms). The
number of chanmels 15 scan is sat by the 3C command, The modem can $can up to
16 channels (SC = OxFFFF)

Examples; Values below showresulls for a 12 channel scan

|TE=D=U1I1‘I'|E=E|1-E-EHE SO=8 tme =47 19 s8c
ED 2 fima = ﬂ-?is-m EI:rFIn Lirme = 315 mf
S0 =4, time = 2 95 sec S0 =12, time = 12 58 min
SD=6 tme=1180%ec | SD=14 lime=5033 min

SH (Serial Number High)
Command AT Command: ATSH

<Diagnostics> The SH commendis  parameter Range: 0 - OxFFFFFFFF [read-on
used o read ihe high 32 bits of the - penc-only)

RF module’s unique |EEE B4-bit Related Commands: SL (Sarial Nuember Low),
pddress. MY (Scurce Address)

The module sadal number is sat al the factory and is read-only.

5L (Serial Number Low) AT Command: ATSL

Command
<Diagnostics> The SL command is Parameter Range: Q- 'IJIFFFFFF FF [read-only]

3 B d the low 32 bis of th et e e o e
;T:em:dzli::-ﬁ ur':wu:lEEE ;d-l:-lt 4 Related Commands: SH {Senal Murrtlur High}
address MY (Scurce Address)

The module sanal number is set al the factory and is read-only,
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M (Sleep Mode) Command

{EI'HID Mode :LW pwtr:ﬂ" The AT Command: ATSM

SM command is used to set and

read Steep Mode settings. By Parameter Range: 0 - 8

defaull, Sleep Modes are disabled Parameter Configuration

(SM =0) and the RF module

remains in Idle/Receive Mode. 0 Disabled

When in this state, the module |s i Pin Hibemate

constantiy

ready 1o respond to either senal or 2 Fin Doze

RF actvity 3 [ 1)

SM command options vary 4 Cyclic Sleep

according to the networking system Remote

type. By defaull, the module is Cyclic Sleep

configured lo operate in a E Remcte {with Pin

MonBeacon syslem. Wake-up)
6 Sleep

* The Seep Coordinator oplion Coordinator®

(SM=6) only exists for backwards Default Parameter Value: 0

compatibility with firrware version )

1 :ﬂg nm,_.,t:rn all cthar casas. usa Ealatgd Commands: SP (Cyclic Sleep Period),

the CE command 1o enable a ST (Time before Sleep)

Coordinator

SP (Cyclic Sleep Period) Command

<Sleep I"-Ilnd.-,- {Low Power)> The 5P _.AT Command: ATEIE'

::”'m"q HLYISR0 Y0, Bt B vegd Parameter | NonBeacon Firmware:
the duration of time in which a Ranioe: 1- 0x68B0 [x 10 milliseconds]
remote RF module sleeps. After the 2=

cyclic sleep period i5 over, the Default

module wakes and checks for Parameter | NonBeacon Firmware: 0

dala. If data is nol present, the Value

moadule goes back to steep, The L

maximum sleep period is 268 Related Commands: SM (Sleep Mode), ST
seconds (SP = 0x64B0) { Time before Steep). DP (Disassociation Cyclic

Sleep Period, BE (Beacon Crder)

The 5P parameler is only valid If the
module is configured to operate in Cyclic Sleap (SM = 4-68). Coordinator and End
Device SP values should always be equal

Tosend Direct Messages, set SP =0,

NonBeacon Flrmware

End Device - SP determines the sleep period for cychic sleeping remotes. Maximum
sleap period is 268 seconds (0xGBB0O).

Coordinator - if non-zerg, SP determines the time to hold an indireclt message before
discarding it. A Coordinator will discard indirect messages after a period of (2.5 * SP),
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ST (Mime bafore Sleap) _

Command AT Command: ATST

=Sleep Mode (Low Power)> The ST Parameter | MonBeacon Firmmwars:
command is used o sel and read Range: 1 - (FFFF [x 1 millisecond]

the period of inactivity ino senal o
RF data s sent or recerved) before Defaul

: MenBeaacon Firrmwane: Ox1 388
activating Sleep Mode Perameler | (5000 decimal)

HonBeacon Firmware ;
Set/Read time period of inactivity Related Commands: SM (Sleep Made), 5T

{no seral or BF data s sent or {Time before Sleep)
recajved) before activating Sleap
Made. ST parameter 5 only valid with Cyclic Sleep settings (SM = 4 - 5)

Coordinator and End Device ST values must be egual

T0- T7 ({D0-D7) Output Timeout) AT Commands: ATTO - ATT?
Command
<1/ Settings {140 Line Passing)> F’mmatur Range:0 - UxFF [x 100 !'115-!'[:]

The TO, T1. T2. T3, T4. T5. T6 and Detault p meler Valus OxFE
T7 commands are used Lo seliread st il ot

output timecut vakees for the lines Minimum Firmware Version Required: v1 xAD
that eorespond with the D0 - DT
parameters. When output is set (due (o VO line passing) (o a nondefault level, & imer
i5 slaried which when expired, will sl the output to s defaull level The limer |s resst
when a valid /0 packet is received The Tn parameler defines the permissible
amount of time (o stay In & non-default (active) state, If Tn =0, Quiput Timeout Is
disabled (oulput levels are held imdafinitely)

VL (Firmware Vorsion - Verbose) AT Command: ATVL

<Diagnostics> The VL command s —— I

used o read deladed version Ser finge: E:: 1?;':;"5% ds]
infermation aboul the RF module

The information includes: Defaull Fl'.urarml.er ‘l..l'aluu {!x?ﬂ- H-ﬂ dmmal:n
application bulld date; MAC, PHY —

and boolioader versions: and build Minimum Firmware Version Required: v1 80
dates.

VR [Firmware Version) Command
<Diagnostics> The VR commandis AT Command ATVR

used to read which fimmware version Parameter Range: 0- 0XFFFF [read only]
s stared in the module

Version numbers will hawve four significant digits. The repated number will show three
or four numbers and is staled in hexadecimal notation, A version can be reporied as
"ABCT or "ABCD" Digils ABC are the main release number and
Dis the revision number from the main release, "0DF is not required and if it is not
present, a 2ero is assumed for D "B" I a variant designator. The following varlants
exisk:

+ """ = Non-Beacon Enabled BOZ 15.4 Code

» "{" = Beacon Enabled 802.15.4 Code
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WR [(Write) Command

={ Special)> The WR command is
used o wiile cohfigurable AT Command. ATWR
parameters fothe RF module's
ponvolatile memory. Parameler values remain in the module’s memony until
owarwritben by subsequent use of the WR Command.

I changes are made without wiiting them 1o non-volalile memory, the module revers
back lo previously saved parameters the next ime the module |5 powered-an

MOTE: Onca lhe WR command is sent tathe module. no additional charachers should
bie sefit unlil after the "0 response is recéived

AP| Operation

By default, Zlink Radio Madems act as & serial line replacament
(Transparent Operation) - all UART data received through the DI pin is
guaued up lfor RF transmission, When the meodule recaives an RF packet,
the dats |5 sant out the 0O pin with no additional information,

Inherent to Transparent Operation are the following behaviors:

# If medule parameter registers are to be set or quened, a special
operation s required for transitioning the module inte Command
Mode.

# [n point-to-multipgint systems, the application must send extra
information so that the recelving module({s) can distinguish between
data coming from different remotes,

A= an alternative to the default Transparent Operation, AP[ (Applicatian
Programming Interface) Operations are avallable, APl operaton reguires
that comrunication with the module e done through a structured
interface (data Is communicated in frames in a defined arder). The APl
specifies how commands, command responses and module s@atus
messages are sent and received from the module using a UART Data
Frame.

APl Frame Specifications

Twe AP modes are supported and both can be enabled using the AP [ AP]
Enable) command. Use the following AP parameter values to configure the
module to operate in 8 partcular mode:

= AP = 0 [(default): Transparent Operation (WART Serial line
replacernent) API modes are disabled.

= AP = 1: AP] Operation

« AF = 21 API Operation (with ascaped characters)
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Aoy clata recelvad prior to the start dalimiter is silently discarded, 1T the
frame j& reol recelved correctly or IF the checkzum falls, the data is silently
cliscar s,

APl Dperation (AF parameter = 1)
When this AP mode s endbled (AF = 1) the LBRT dats frame strocthure |s
dafined &2 follows:

LUART Data Frame Structura;
S1ait Chalangae Lengeh Frams [hla Chaghawm
Lo ol SR | 1ot {iytendaj o mpensy

] [ ] va ] [ it ][ 1o ]

MEE = Mot Significant Byte, LS = Leas! Signdicant Byle

APl Operation - with Escape Characters |AP parameter = 2)

Whar thig AP mode g snaled (AP = 2 tha LBRT dets frame socture b
clefired s fallows:

LIART Data Frame Structure with escape contral characters:

B Lart Drulimiten Lengnhk Frame Duts e femien
{Bepter T Dby 3-B Tyt &) [yt m = Tj
NTE | Msa L:I” AP-apacific Struchars ” 1By |

L

T
Charwters Facaped B Mescied
MEEB = Most Significant Byte. LSB » Least Tugndcant Bite

Escaps characters. Whien sending or recelvirg a LIART data frame, specific
data valoes meest be etcaped {flaoged) =0 they do ot interfere with the
UART or LIART data frame operation. To escaps an interfering data bybe
ingart Dx70 ard follow 1§ with the byte 1o be ascaped XORY with Ox20

Cata bytes that need to be escaped:
+ (K TE - Frame Dalimtor
o e T = FEp ane
o011 = XON
« (13 — MOFF

Example - Raw LIART Daba Frame (before scaping intes fering bybes):
(e 7E Q00 Qa2 Ou23 01l (xCE

Ox11 nesds b b escapad whikh réesults i\ e follawing rames

O TE 00 D2 Ou23 0x70 Ox31 OuiE

Miote In e above scample, tie lerrgth of he raw dals fexdludng the Checkeum) e
DU and the chacksum of the non-escaped 0aia (excludng frame delimisr and
length] is caldufated as

(reFF - (e 3 = (1] = ((nFF - 0udd) = B

Chacksum
Tor test diads intagnty, @ checksum e calculsted and verfed on non-escapad data
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To calculate. Mot including irame debrmiters and length, add all byles kesping only
Ehe lownest 2 Dits of the result and subtract from (FEF.

To verify Add all bytas (inclide checksum, bur not the delimiter and length) I the
chacksum is comact, tha sum will aqual OxFF

3.4.Z2. ARl Types
Frame data of the UART data frame forms an AFl-specific sructure as follows:

UART Data Frame & APl specific Structure:

Exrart Dalirmites Langth Frams Data [ T
(Byte 1) (Bytes 1-) (Btytes d-nj {Byte n+ 1)
IxTE MaE L&E APRapecific Structure 1 By
I identifisr Identdier-specific Data
cdlD | [ cmdData

The emdll) frame (API-identifier) indicates which APl messages will be

containeéd in the cmdD ata frame (Identifier-specific data) Rofer to the sections that

Follcws B mare nformabion regardmg the supported AR ypes. Mol thal mullkbyle
values are s=nt big endian

Modem Status

AP Identher, Ox8A

HE module status messages are sent trom the module m response o speci
condinans

Modem Status Frames

it v Lmmy i Frmon fenin o b my

TE | MEB | LiB | | APLspedic Sudue 1 Byl

-
¢ mawpmang N

0= Hineed s raigasil

1 = Watdhdeg tmer ressl

2 = Agsocanted

3z Disssarrisiad

d = Syndhacnzation Lad
{Beearom-enabled onadyi

&= Cpprdmator realigneen
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AT Command

AF [denther Valpes: Ox(E

The" AT Command AR type allows for module parameters 1o be quaned or s
When using this command 1D, new parameter values are applied immediatey. This
mcludes amy ragqister sél wath the "AT Command - Queue Faramater Values™ [Oxd)
AR type

AT Command Frames

} I—Il-r. e JI—_-I.I..

T i I il Fariatar v (B b i
Mhmhhhhhb l:—-r—dhh— Tw g wn -

with w L
T3 u-lpuu-.uu. uul..l...iTc.:.-ul

bag im e s »
Wik it s vt bl i sl

Example: API frames when reading the DL paramister value of the module.

e Bytea -3 Byte d Byte & Byrea &7 Byte ¥
&TE el | el | L Sl (R | | Oedd (D | 0wl LY W15
San [eelimpten L AF kieraifies  Frone i0° AT Compand e by

* Lrep i [ Bt = AF] Mesdifer = Frama [0 = A T U immmasd
= e e rleteaedly arlactad

Example: API frames when modifying the DL parameter value of the module,
Byte 1 Bytes 2.3 Byte 4 Bpte § Bytes 67 e k11 el

(nTE ﬂlﬂlll‘.'hﬂ| Ol l[ﬂnl]ﬂl] &ﬂiﬂ-lhﬁ:ﬂ.]llmFl I:h'l.'.lﬂl

ot eilearwion Lissrgehs® AP deriiies  Fomme I AT G :] P Wl Clhechuum

* Liwglh |y hiy = AP U St = Pt 10 ¢ AT Cimmind! = Puirdimallit Vs
S e el ey el i

AT Command - Queue Parameter Value
AR [dentifier Value: )9

This AR type alldws madule paramaters 1o e quénsd or & In contrast to the "AT
Command” AHF typa, new paramatar values ara quesed and nol applied unlil ethar

the AT Comeand” (=02) AR type o the AC {Appdy Changes) command 15 is5ued
Fegister quenss (reading paramster valuss) ard retumed immediately

AT Command Frames
[(MHote that frames are identical te the "AT Cemmand” AP| type except for the

AFlidentifier.)
RSN S Lot g b By
| - ]lIII- tulmm—l rl|-|-|
Ty A
Foamma 1 il af rmmed ket Hasmmains nais Bps g by
iy, o AT i o o e B i Crmrprsfl Hipren « Tas W prmyad, gl i i | p—
frmsime snk o g e 8CE o v i ey AT e ey culom b Pl oy e
i e € g e oy o i | wihewiidy B AT | T s o u gien w p—
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AT Command Response
AR Identifier Value: (ks

Response to previous command.

In response to an AT Command message, the module will send an AT Command
Hesponss massaga, Sorme commeands will send back mulbple frames (Tor exarmple,
the ND (Mode Discover) and AS (Active Scan) commands). These commands will end
try sending a frame vath a stetus of ATCKD _OR and no omdlata

AT Command Response Frames.

“wre | [me] o] [rsamers e || 1o |

st oo b | A Gymmerel (Bylnn =T} = Helhe iyl b o s o b |

lerpafess 1o LLAFT cinn framres b pegamad . aorrrner Blaw - Tan
Moe: I Frarwm 161 = Oin AT Commandbiods, | | ASCH charscos i ot T | foror il e e
Fi & T Comwversl Hsagons s il ke goen. ey b AT Cmrarsl

TX (Transmit) Reguest: 83-hit address
APl Identifier Value: (k00
A Tx Hequed message vall cause the module 1o send KF Data as an R Packel.

TX Packet (84 bit address) Frames
[ . |-|T-.H S p—— ~|-|-||
- [P
v || |

=Ty Bttt dabnas yios 41 pema 12 T WaheATr—
[T I — R, L0 e [T ———
R M e ———y - P 0 el pac bl <l et o Uy bs T et g bl
S ) Frmmre O b ol B ki e Al FF A e N i ek O

TX [Transmit) Reqguest: 16-bit address
AP Identifier Value, Ox01
A TH Request message wall cause the moduls o send KF Data as an RF Facket.

TX Packet {16 bit address) Frames

[T N e———r—r r———— N+ Gkl AGH . -
B s T e i T it = it o K et et
Ty P e 18 il = OFFTT il e e s s - e
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TX (Transmit) Status

AR Identfier Valus CeEd

When a TX Raquest is compleated, the modulé sends a TX Stats massans This
message will indicate if the packat was fransmitted successiully orif there was a

failure.

TX Status Frames

i i P P v i Ll
Ll | 1 ER | L b e e T Pyt

Fame ©iByls Batun Eyie 6
idaraifis LLAFIT dems fears biing seponied 1
Mote: || Frarme 1D = O e T Baguast, ms =
AT o Femporas sl Le gooon. 3

MOTES

STATLS = 17 occurs when all retriss are expired and no ACHK & received
If ransmither broadcasts {destnation addniss = CeOGQCGOONOQOFFFF), anky

TETATLS = 0tr 27 will e raturndsd,
« "STATLIS = A% accurs whan Caondinatar times out of a0 indirect ransmission

Firmeoul s delmed ey (2.5 x 5P (Cyohe Slesp Penod) parametes velue)

RX (Receive) Packet: 64-bit Address
AF| Identifier Value: Oxgo
When the module receives an RF packet, it Is sent out the UART using this message

ly¥pi.
RX Packet {E.tl bit addrass) Framas

P ]-||.I -ﬂu-uﬂm-rf -m !
I o L] L 1 L]
u ol Y. Fafl B Rkl s darmcdrmsr
Ty - i.- [ P W | ey Te—— et S i
= I .-.-.:'-:.-uq i 3 researesill

RY [Recelva) Packet: 16-bit Addrass

AP Idenlher Value, Uxs1
When the modulé recaves an RE packot, it s sont aut the UART using this messaas

bypio.
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RX Packet (16 bit address) Frames

i il b i Puian ks by
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6.6 FIRMWARE UPDATE

6.6.1 CAUTION

Note: A firmware update should never be interrupted before it is finished.

6.6.2 FIRMWARE UPDATE PROCEDURE
1. Download the new firmware file and store it in the firmware directory:
C:\Program Files\Advantech\Zlinx\Zlinx Manager\update

2. Connect your PC to the radio modem using a USB cable.
3.  From the manager launch screen, click on the radio modem firmware update link.

g S Sanager 322000 = |_ I"K_J

B:B electronics

MERLUFPADTUMING COMPLNY

? Halez Madem Uenfipn stz
»

qb Piunp B BAnAIET S2reen

Tl e

Figure 6-2 Manager Launch Screen

4. The radio modem communications parameters screen will appear. Verify the parameters and click the connect

button.
d — )
B:H electronics
AL PR T e Y
el | [FIC e IR ) LiRM =]
e =
bt [%2 =l
Emalis | &
oy I\. y =5
gy hl [ s |

L | ot wEa| = |

Figure 6-3 Radio modem communications parameters screen
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5. Once connected, the software will determine which firmware versions are available on the PC and what version is
loaded in the modem. The firmware updater screen will appear. This screen is used to choose which firmware

version to load:

o ko Hodem Femmars Undater
B:H electronics| [
Modem

MAHLIFADTUMMG OUMPALHY

Furection et Yersion
PO ZHAMSA I ZAAM [Tremiz1es =] [ =

I
UeDATE £ |

Firmware Updater Screen

6.  Select the firmware and version from the pull-down menu.
Click the UPDATE button.

8. The progress bar will indicate that the firmware is being updated. Do not interrupt this process. When complete,
you will be returned to firmware updater screen.
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** \With any RF system it is best to set up and bench test before field installation. **

7.1 POINT-TO-POINT SERIAL

|7.1.1 USE CASE PARAMETERS

Serial RS-232 wire replacement. RS-232, 115.2 kbps, hardware flow control (CTS/RTS). 900 MHz Radio Modem with
encryption.

:7.1.1.1 SETUP INSTRUCTIONS

Wire your RS-232 devices and power as described in section three.

1.
2. Connect to the modem using the USB port.
3.  Configure both radio modems the same with the exception of the destination address.
4. Remember to save your new settings by clicking on the update button.
5.  On the Basic Modem Settings Tab, ensure ZXT9-RM is displayed in the model number box
| COTE—— .ie
s e T | e S e B S T |
B:H electronics| 7
ST |
T _ —
| IO e ﬂ i =3
e ; iy
i Jm -
Pty - =
= = ) '}
e |
ST
|

6.  Select a unique channel number. This is the same for both radio modems.
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H:H electranics| 77
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|
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1

iil

7.  Select a unique Network Identifier. This is the same for both radio modems

8.  Select a destination address. This should be different for each radio modem. For example, radio modem number 1
could be 0001 and radio modem number two could be 0002. Another option is to leave the destination address at

its default value of 0000 and proceed to the next step.
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m
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9.  On the Advanced Modem Settings Tab, under the Networking and Security Tab, select the Source Address (MY —
Source Address). This sets the address of the modem and should be comparable with the destination addresses
set above. For example, if you set the destination address on modem number two to 0002, the source address on
modem number one should be 0002. Another option is to leave the source address at its default value of FFFF.
When the source address is FFFF, the source and destination address are the same (FFFF). Because this could
cause cross talk between networks, it is recommended that you select a unique source and destination address as

previously described.
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10. On the Basic Modem Settings Tab, select 115.2 kbps from the pull-down menu. This should be the same for both
radio modems.
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| O — i
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B:[ electronics| 3
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11.  On the Basic Modem Settings Tab, select parity and stop bit as desired.
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12. Save settings by clicking the update button.

13. On the Advanced Modem Settings Tab, set encryption. Under the Networking/Security tree, double click the KY —
AES Encryption Key. A button will appear that says “set”. Click on this button.
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14. The key entry box will appear. Enter up to 64 HEX digits and click OK. Click the Update Button to save the key.
Record this key and save in a safe location.

m

B:8B l:llttruﬂlﬂl i)

T e L Lo
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15. Set the same key on the other radio modem.

16. Your radio modems are now configured. It is recommended to bench test this configuration before installing in the
field.
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7.2 POINT-TO-POINT SERIAL TO XTREME 1/0

7.2.1 USE CASE PARAMETERS

In this parameter, a radio modem is being used to connect PLC or similar device to a remote Xtreme /O module.

1. Wire the radio modem input and power as described in section three.
2. Configure the radio modem as described in section 7.1.1.1.
3.  Configure the I/O module radio settings to match the radio modem.

(T T T —

4.  Channel Number must match the channel selected in section 7.3 step 6.
Network identifier must match the network identifier selected in section 7.1.1.1 step 7.

6. Setthe Modem RF data rate to match the I1/O module. On the Advanced Modem Settings tab, under the RF
interfacing tab, click on BR- RF Data Rate and set the desired data rate from the pull-down menu.
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7.  If encryption is being used, the same key must be used in the /O module. The radio modem uses a hexadecimal
string. When entering your key in the I/O module, you must enter it in HEX.

8. Itis recommended that you bench test your configuration before installing it in the field.
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8 - TESTING AND TROUBLE SHOOTING

8.1 RSSI RANGE TEST

ZLinx® Xtreme Radio Modem

The RSSI Range Test is used to check communication between two radio modems.
1.

Connect the first modem to a computer running the Zlinx® Manager software. Set up the modem for RS-232
operation as described in Section Six.

2. Configure the second modem to RS-232 operation as described in Section Six. The second modem will also require
a loop-back setup.
a. RS-232 Configuration
1) Set Dip Switch 1 and 2 in the ON Position
3.

In the ZIinx® Manager Software, click the RSSI Range Test Tab.
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Figure 8-1 RSSI Range Test Screen

4.  Press the ‘Start’ button in the Zlinx® Manager RSSI Range Test screen. The screen will change to show the results
of the test.
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Figure 8-2 RSSI Range Test Results Screen

5. RSSI Range Test Features

o Test Results section of the screen shows the total packets sent. The section also shows the percentage of good packets
received back from the modem.

e Test Signal Strength checkbox will turn on/off the Signal Strength value displaying graphically on the progress bar.
e The Start button will start the range test as configured. Once the test is running the button will be shown as Stop.

e The list box at the bottom will display all the received packet data both good and bad. It will display “Timeout waiting for data”
for missed packets.

e Clear Messages and Statistics button will clear the list box and packet count/percentages for a clean start to a new test.

e The Show Advanced Options check box will toggle the advance test options on to the screen.
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APPENDIX A — SPECIFICATIONS

ZLinx® Xtreme Radio Modem

RF Properties

Physical Standard

IEEE 802.15.4

Frequency

ZXT9-RM — 900MHz ISM Band (902- 928 MHz)

ZXT24-RM — 2.4 GHz ISM Band (2.4-2.5 GHz)

Transmit Power (ZXT9-RM)

1T mwW
10 mW
100 mW
500 mW
1w

Transmit Power (ZXT24-RM)

10 mW
16 mW
25 mwW
30 mwW
63 mW

Receiver Sensitivity (ZXT9-RM)

-100 dBm

Receiver Sensitivity (ZXT24-RM)

-100 dBm

Over-the-Air Data Rate

ZXT9-RM - 9.6 kbps or 115.2 kbps (software selectable)
ZXT24-RM — 250 kbps (fixed)

Range Outdoor (ZXT9-RM)

Supplied Antenna — 14 Miles (23 Kilometers)
High Gain Antenna — 40 Miles (64 Kilometers)

Range Outdoor (ZXT24-RM)

Supplied Antenna — 1.5 Miles (2.4 Kilometers)
High Gain Antenna — 10 Miles (16 Kilometers)

Range estimates based on optimal RF conditions and an
unobstructed line of sight.

Transmission Method Sensitivity

Frequency Hopping Spread Spectrum (FHSS)

(ZXT9-RM)
Transmission Method Sensitivity Direct Sequence Spread Spectrum (DSSS)
(ZXT24-RM)
Modulation FSK (Frequency Shift Keying)

Channel Capacity (ZXT9-RM)

10 hop sequences share 50 frequencies

Channel Capacity (ZXT24-RM)

12 Direct Sequence Channels

Network Topologies

Peer-to-Peer, Point-to-Point, Point-to-Multipoint

Encryption (ZXT9-RM)

256-bit AES

Software

Zlinx Manager

Support

Windows (32 and 64 bit): XP, 7, Vista, 8, 8.1, 10

Antenna Options

RPSMA Connector

Radio Address

Software Selectable

Serial Settings
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ZLinx® Xtreme Radio Modem

Baud (ZXT9-RM)

1.2 kbps to 230.4 kbps

Baud (ZXT24-RM)

1.2 kbps to 115.2 kbps

Data Bit 8
Parity None
Stop Bit 1
RS-232
Connector Terminal block
Lines TD, RD, RTS, CTS, GND
RS-422
Connector Terminal Block
Lines TDA (-), TDB(+), RDA (-), RDB (+), GND
Termination 120 Ohm selectable (in or out)
RS-485 (2/4 Wire)
Connector Terminal Block
Lines TDA (-), TDB(+), RDA (-), RDB (+), GND
Data A (-), Data B (+), GND
SD Control Automatic Bit Wise
Termination 120 Ohm Dipswitch selectable

Link Fault Output

No wireless signal or RSSI LED’s off

Connector Terminal Block
Output type Open drain 50mA (PNP — Sourcing)
Power Supply
Connector Terminal Block
Input Voltage 10-30 VDC

Power Consumption

1.7 Watts, typical

(ZXT9-RM) 5.8 Watts, maximum
Power Consumption 1.2 Watts, typical
(ZXT24-RM) 3.5 Watts, maximum

Dimensions

5.12x5.12x2.37 in (130.1 x 130.1 x 60.2 mm)

Environmental

Intended for indoor and outdoor use

Operating Temperature

-40 to +74 °C (-40 to +165 °F)

Storage Temperature

-40 to +85 °C (-40 to +185 °F)

Operating Humidity

0 to 95% non-condensing

Enclosure Rating

Rating

IP67

Mounting

Wall mount
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Agency Approvals

CE EN55022: 2006 Class A Emissions

EN61000-6-2 Generic Standards for Industrial Environments
FCC Class A

FCC ID — ZXT9-RM — OUR-9XTEND

FCC ID — ZXT24-RM — OUR-XBEEPRO

LED Status
Front Panel LED Status
RSSI (Signal Strength) 8 Green LED’s indicate signal
from weak to strong
Power Green LED
Receive Data Green LED - blinks when Serial

data is received

Transmit Data Green LED - blinks when Serial
data is transmitted.

Note: In order for the RSSI LED to continuously indicate the signal strength,
set the RP command (RSSI PWM Timer) to FF.
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APPENDIX B — DEFAULT CONFIGURATIONS
B.1 RESTORE DEFAULT CONFIGURATIONS

Push Button 1 — Located behind the cover in the upper right corner.

Used to restore default configuration

Refer to section 2.5.6 and figure 2-4.
B.2 ZXT9-RM DEFAULT CONFIGURATION

Basic Modem Settings

Channel Number — 00

Network Identifier — 3332

Destination Address — 0000

Baud Rate — 9600

Parity None

Stop Bit — 1 Stop Bit

Flow Control — No Software Flow Control

Advanced Modem Settings

Networking & Security

ID — Modem VID — 3332

HP — Hopping Channel — 0
DT — Destination Address — 0
MY — Source Address — FFFF
MK — Address Mask — FFFF
RR — Retries — A

MT — Multiple Transmit — 0
RN — Delay Slots — 0

TT — Streaming Limit — 0

KY — AES Encryption Key — 0

Serial Interfacing

BD — Baud Rate — 3

NB — Parity — 3

SB — Stop Bits — 0

RB — Packetization Threshold — 2048
PK — Maximum RF Packet Size — 3
CS — Pin 9 Configuration — 0

RT — Pin 9 Configuration — 0

CD - Pin 3 Configuration — 3

FL — Software Flow Control — 0

FT — Flow Control Threshold — BEF

RF Interfacing

BR — RF Data Rate — 1

PL — TX Power Level — 4
TX — Transmit Only — 0

FS — Forced Sync Time — 0
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Diagnostics
RP — RSSI Timer — 20

Sleep (Low Power)

SM - Sleep Mode — 0

ST — Time Before Sleep — 64

HT — Time Before Wake-up Initializer — FFFF
LH — Wake-up Initializer Timer — 1

PW — Pin Wake-up — 0

Command Mode Options

BT — Guard Time Before — A

CC — Command Sequence Character — 2B
AT — Guard Time After — A

CT — Command Mode Timeout — C8

B.3 ZXT24-RM DEFAULT CONFIGURATION

Basic Modem Settings
Channel Number — 0C
Network Identifier — 3332
Destination Address — 0000
Baud Rate — 9600

Advanced Modem Settings

Network & Security

CH - Channel - C

ID — Pan ID — 3332

DH — Destination Address High — 0
DL — Destination Address Low — 0
MY — 16 Bit Source Address — 0
RN — Random Delay Slots — 0
MM — MAC Mode — 0

CE - Coordinator Enable — 0

SC - Scan Channels — 1FFE

SD - Scan Duration — 4

A1 — End Device Association — 0
A2 — Coordinator Association — 0

RF Interfacing
PL — Power Level — 4
CA — CCA Threshold — 2C

Sleep Mode (Non-beacon)

SM — Sleep Mode — 0

ST - Time Before Sleep — 1388

SP — Cyclic Sleep Period - 0

DP — Disassociated Cyclic Sleep Period — 3E8
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Serial Interfacing

BD — Interface Data Rate — 3

RO - Packetization Timeout — 3
D7 — DIO7 Configuration — 1

D6 — DIO6 Configuration — 0

D5 — DIO5 Configuration — 1

PO — PWMO Configuration — 1

AP — API Enable - 0

PR — Pull-up Resistor Enable — FF

Diagnostics
RP — RSSI PWM Timer — 28

AT Command Options

CT — AT Command Mode Timeout — 64
GT — Guard Times — 3E8

CC — Command Sequence Character — 2B
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APPENDIX C — DIMENSIONAL DIAGRAM / MOUNTING INSTRUCTIONS

C.1 DIMENSIONAL DIAGRAM
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C.2 MOUNTING

The radio modem can be mounted directly to a panel or bulkhead or by attaching the supplied mounting ears. In either case, the cover
must be removed to allow access to the screw pass-through holes. The mounting ears are packaged with screws. If you want to mount

the device without using the ears, you will need to procure longer number 6 screws.
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C.3 SUPPLIED ANTENNA

The supplied antenna has a male RPSMA connector. The antenna is attached to the female RPSMA jack on the
enclosure. In order to operate, the antenna must be vertical.

900 MHz Antenna Mechanical Drawing:\
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2.4 GHz Antenna Mechanical Drawing:
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APPENDIX D — RADIO FREQUENCY BASICS
D.1 WHAT IS DBM?

Radio Frequency (RF) power is measured in milli-Watts (mW) or, more usefully, in a logarithmic scale of decibels (dB), or
decibels referenced to 1 mW of power (dBm). Since RF power attenuates as a logarithmic function, the dBm scale is most
useful. Here are some examples of how these scales relate:

1mW = 0dBm A 2-fold increase in power yields 3dBm of signal.
2mW = 3dBm A 10-fold increase in power yields 10dBm of signal.
4mW = 6dBm A 100-fold increase in power yields 20dBm of signal.
10mW = 10dBm

100mW = 20dBm

1W = 30dBm

D.2 LOWER FREQUENCIES = BETTER PROPAGATION

Industrial applications typically operate in “license free” frequency bands, also referred to as ISM (Industrial, Scientific and
Medical). The frequencies and power of these bands varies from country to country. The most common frequencies
encountered are:

2.4 GHz - nearly worldwide
915 MHz band — North America, South America, some other countries

As frequency rises, available bandwidth typically rises, but distance and ability to overcome obstacles is reduced. For any
given distance, a 2.4 GHz installation will have roughly 8.5 dB of additional path loss when compared to 900 MHz.
However, lower frequencies require larger antennas to achieve the same gain.

D.3 RANGE IS NOT JUST A FUNCTION OF TRANSMITTER POWER

The more sensitive the radio, the lower the power signal it can successfully receive, stretching right down to the noise
floor. There is so much variety in “specsmanship” for radio sensitivity, that it is difficult to make a meaningful comparison
between products. The most meaningful specification is expressed at a particular bit error rate and will be given for an
ideal environment shielded from external noise. Unless you are in a high RF noise environment (typically resulting from
numerous similar-frequency radio transmitters located nearby), the odds are good that the noise floor will be well below
the receive sensitivity, so the manufacturer’s rated receive sensitivity will be a key factor in your wireless system and
range estimates.

You can often improve your receive sensitivity, and therefore your range, by reducing data rates over the air. Receive
sensitivity is a function of the transmission baud rate so, as baud rate goes down, the receive sensitivity goes up. Many
radios give the user the ability to reduce the baud rate to maximize range.

The receive sensitivity of a radio also improves at lower frequencies, providing another significant range advantage of
900 MHz (vs. 2.4 GHz) - as much as six to twelve dB!

148



ADNANTECH ZLinx® Xtreme Radio Modem

D.4 YOU MUST CONSIDER RF NOISE

RF background noise comes from many sources, ranging from solar activity to high frequency digital products to all forms of other radio
communications. That background noise establishes a noise floor which is the point where the desired signals are lost in the
background ruckus. The noise floor will vary by frequency.

Typically the noise floor will be lower than the receive sensitivity of your radio, so it will not be a factor in your system design. If,
however, you're in an environment where high degrees of RF noise may exist in your frequency band, then use the noise floor figures
instead of radio receive sensitivity in your calculations. If you suspect this is the case, a simple site survey to determine the noise floor
value can be a high payoff investment.

When in doubt, look about. Antennas are everywhere nowadays - on the sides of buildings, water towers, billboards, chimneys, even
disguised as trees. Many sources of interference may not be obvious.

D.5 FADE MARGIN IS CRITICAL FOR RELIABLE OPERATION IN ADVERSE WEATHER AND
INTERFERENCE

Fade margin is a term critical to wireless success. Fade margin describes how many dB a received signal may be reduced by without
causing system performance to fall below an acceptable value. Walking away from a newly commissioned wireless installation without
understanding how much fade margin exists is the number one cause of wireless woes.

Establishing a fade margin of no less than 10dB in good weather conditions will provide a high degree of assurance that the system will
continue to operate effectively in a variety of weather, solar, and RF interference conditions.

There are a number of creative ways to estimate fade margin of a system without investing in specialty gear. Pick one or more of the
following and use it to ensure you've got a robust installation:

Some radios have programmable output power. Reduce the power until performance degrades, then dial the power back up a minimum
of 10dB. Remember again, doubling output power yields 3 dB, and an increase of 10dB requires a ten-fold increase in transmit power.

Invest in a small 10dB attenuator (pick the correct one for your radio frequency!). If you lose communications when you install the
attenuator installed in-line with one of your antennas, you don’t have enough fade margin.

Antenna cable is lossy, more so at higher frequencies. Specifications vary by type and manufacturer so check them yourself but, at
900MHz, a coil of RG58 in the range of 50 to 100 feet (15 to 30 m) will be 10dB. At 2.4GHz, a cable length of 20-40 feet (6 to 12 m) will
yield 10dB. If your system still operates reliably with the test length of cable installed, you’ve got at least 10dB of fade margin.

D.6 REMEMBER YOUR MATH

Contrary to popular opinion, no black art is required to make a reasonable prediction of the range of a given radio signal.
Several simple concepts must be understood first, and then we can apply some simple rules of thumb.

The equation for successful radio reception is:

TX power + TX antenna gain — Path loss — Cabling loss + RX antenna gain — 10dB fade margin > RX Radio
sensitivity or (less commonly)

RF noise floor

Note that most of the equation’s parameters are easily gleaned from the manufacturer’'s data. That leaves only path loss
and, in cases of heavy RF interference, RF noise floor as the two parameters that you must established for your particular
installation.

In a perfect world, you will measure your path loss and your RF noise conditions. For the majority of us that don’t, there
are rules of thumb to follow to help ensure a reliable radio connection.
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D.7 RF ATTENUATION AND LINE OF SIGHT

In a clear path through the air, radio signals attenuate with the square of distance. Doubling range requires a four-fold
increase in power, therefore:

Halving the distance decreases path loss by 6dB.

Doubling the distance increases path loss by 6dB.

When indoors, paths tend to be more complex, so use a more aggressive rule of thumb, as follows:
Halving the distance decreases path loss by 9dB.

Doubling the distance increases path loss by 9dB.

Radio manufacturers advertise “line of sight” range figures. Line of sight means that, from antenna A, you can see
antenna B. Being able to see the building that antenna B is in does not count as line of sight. For every obstacle in the
path, de-rate the “line of sight” figure specified for each obstacle in the path. The type of obstacle, the location of the
obstacle, and the number of obstacles will all play a role in path loss.

Visualize the connection between antennas, picturing lines radiating in an elliptical path between the antennas in the
shape of a football. Directly in the center of the two antennas the RF path is wide with many pathways. A single obstacle
here will have minimal impact on path loss. As you approach each antenna, the meaningful RF field is concentrated on
the antenna itself. Obstructions located close to the antennas cause dramatic path loss.

Be sure you know the distance between antennas. This is often underestimated. If it is a short-range application, pace it
off. If it is a long-range application, establish the actual distance with a GPS or Google Maps.

The most effective way to reduce path loss is to elevate the antennas. At approximately 6 feet high (2 m), line of sight due
to the Earth’s curvature is about 3 miles (5 km), so anything taller than a well-manicured lawn becomes an obstacle.

Weather conditions also play a large role. Increased moisture in the air increases path loss. The higher the frequency is,
the higher the path loss.

Beware leafy greens. While a few saplings mid-path are tolerable, it's very difficult for RF to penetrate significant
woodlands. If you're crossing a wooded area you must elevate your antennas over the treetops.

Industrial installations often include many reflective obstacles leading to numerous paths between the antennas. The
received signal is the vector sum of each of these paths. Depending on the phase of each signal, they can be added or
subtracted. In multiple path environments, simply moving the antenna slightly can significantly change the signal strength.

Some obstacles are mobile. More than one wireless application has been stymied by temporary obstacles such as a stack

of containers, a parked truck or material handling equipment. Remember, metal is not your friend. An antenna will not
transmit out from inside a metal box or through a storage tank.
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D.8 PATH LOSS RULE OF THUMB

To ensure basic fade margin in a perfect line of sight application, never exceed 50% of the manufacturer’s rated
line of sight distance. This in itself yields a theoretical 6dB fade margin — still short of the required 10dB.

De-rate more aggressively if you have obstacles between the two antennas, but not near the antennas. De-rate to 10% of
the manufacture’s line of sight ratings if you have multiple obstacles, obstacles located near the antennas, or the
antennas are located indoors.

D.9 ANTENNAS

Antennas increase effective power by focusing radiated energy in the desired direction. Using the correct antenna not only
focuses power into the desired area but it also reduces the amount of power broadcast into areas where it is not needed.

Wireless applications have exploded in popularity with everyone seeking out the highest convenient point to mount their
antenna. It's not uncommon to arrive at a job site to find other antennas sprouting from your installation point. Assuming
these systems are spread spectrum and potentially in other ISM or licensed frequency bands, you still want to maximize
the distance from the antennas as much as possible. Most antennas broadcast in a horizontal pattern, so vertical
separation is more meaningful than horizontal separation. Try to separate antennas with like-polarization by a minimum of
two wavelengths, which is about 66¢cm (26 in) 26 at 900 MHz, or 254 cm (10 in) at 2.4 GHz.

D.10 CABLE LOSS

Those high frequencies you are piping to your antennas don’t propagate particularly well through cable and connectors.
Use high quality RF cable between the antenna connector and your antenna and ensure that all connectors are high
quality and carefully installed. Factor in a 0.2 dB loss per coaxial connector in addition to the cable attenuation itself.
Typical attenuation figures for two popular cable types are listed below.

Typical Cable Types
Frequency RG-58U* LMR-400*
900 MHz 1.6 dB 0.4 dB
24 GHz 2.8dB 0.7dB

*Loss per 3 m (10 ft) of cable length

While long cable runs to an antenna create signal loss, the benefit of elevating the antenna another 7.6 m (25 ft) can more than
compensate for those lost dB.

D.11 LATENCY AND PACKETIZATION

Before you lift a finger towards the perfect wireless installation, think about the impact of wireless communications on your
application. Acceptable bit error rates are many orders of magnitude higher than wired communications. Most radios
quietly handle error detection and retries for you - at the expense of throughput and variable latencies.

Software must be well designed and communication protocols must be tolerant of variable latencies. Not every protocol
can tolerate simply replacing wires with radios. Protocols sensitive to inter-byte delays may require special attention or

specific protocol support from the radio. Do your homework up front to confirm that your software won’t choke, that the

intended radio is friendly towards your protocol, and that your application software can handle it as well.
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