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B Problem Description:
This document shows how to use SimpleMQTT to send data to AWS IoT Core with modifiable

topic.

B Answer:

About AWS information, please reference the developer guide on the website.

https://docs.aws.amazon.com/zh_tw/iot/latest/developerguide/iot-gs.html

1. Enter IoT core
User needs to have AWS account and login in. Plesae refer to the website of AWS:

https://aws.amazon.com/?ncl=h Is

Sign in or create new account on the top.

> C & hups//awsamazon.com, Y

Leam  Partner Network AWS Marketplace  Explore More  Q

Click “Services” on the top and choose “IoT Core” on the page.
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2. Create policies
Secure—>Policies—>Create a policy

G Services v  Resource Groups v %

P Aws fo1

- HOSN
ﬁg\/

You don't have any policies yet

oT policies give things permission to access AWS loT resources (like other things, MQTT topics, or thing shadow

fmer m

Keyin policy name, add statements and click ”Create”.

® Name: (policy name)
® Action: ¥

® Resource ARN: *

® Effect: Allow

)

or more resources (things, topics, topic filters). To leam

P Fleet Hub

» Greengrass

¥ Secure Name
ECU1051 9
Add statements
Policy statements define the types of actions that can be performed by a resource. Advanced mode
‘Action
o
R ARN

© h
3. Regist a “Things” which name should match with the client ID in EdgeLink studio.

Select “management” =» “things” =» “create things”.
The thing name is used as the default MQTT client ID if not setting anything in EdgeLink.

host: west-2.amazonaws.com
Port: 8883

SSL Enable: v

SSL Scenario: Mutual authenticat... -
MQTT Version: 3.1.1 v
Client ID: RTU |

User Name:

Password:
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Services

AWS loT X AWSIoT > Things
Monitor .
] Things (3) info
Activity An 10T thing Is a representation and record of your physical device in the cloud. A physical device
needs a thing record in order to work with AWS loT.
» Onboard
Advanced search | | Run aggregations m
¥ Manage
Overview Q
1 @
Types
Thing groups Name A Thing type v
Billing groups
E AE_Luke_Test_Core -
Jobs
Job templates ARtest Core -
Tunnels fuyu_test_Core -

B Float Huh v

Crate single thing.

AWS loT X Create things i

A thing resource is a digital representation of a physical device or logical entity in AWS loT. Your device or entity

Monitor needs a thing resource in the registry to use AWS loT features such as Device Shadows, events, jobs, and device
management features.

Activity 9

» Onboard
Number of things to create

¥ Manage

Overview

© Create single thing
Things Create a thing resource to register a device. Provision the certificate and policy necessary to allow the device to
connect to AWS loT.
Types

Thing groups
Create many things

Create a task that creates multiple thing resources to register devices and provision the resources those devices require
Jobs to connect to AWS IoT.

Billing groups

Job templates

Tunnels

» Fleet Hub -

Type-in the thing name.

Thing properties info

Thing name
| iRTH !

Enter a unique nhme containing only: letters, numbers, hyphens, colons, or underscores. A thing name can't contain any spaces.

Additional configurations

You can use these configurations to add detail that can help you to arganize, manage, and search your things.
» Thing type - optional

P Searchable thing attributes - optional

» Thing groups - optional

» Billing group - optional

Device Shadow info

Device Shadows allow connected devices to sync states with AWS. You can also get, update, or delete the state information of this thing's
shadow using either HTTPs or MQTT topics.

© No shadow

Named shadow

Create multiple shadows with different names to manage access to properties, and logically group
your devices properties.

Unnamed shadow (classic)

A thing can have only one unnamed shadow.



http://www.advantech.com/

AD\-\NTECH Enabling an Intelligent Planet

Create a certificate for the thing.

AWSIoT > Things > Createthings > Createsingle thing

Step 1

Configure device certificate - optional .«

A device requires a certificate to connect to AWS loT. You can choose how you to register a certificate for your device now, or

Specify thing properties

¥ou can create and register a certificate for your device later. Your device won't be able to cannect to AWS loT until it has an
ificate with an appropriate policy.

Step 2 - optianai
active ci

Configure device certificate

Step 3 - optianal Device certificate
(-] anew certificate
Generate 3 certificate, public key, and private key Using AWS IoT's certificats autharity.
Use my cartificate
Use a certificate signed by your own certificate authorty
Upload CSR
Register your CA ar own certificates on one or many deviees

Skip creating a certificate at this time

ter time.

Cancel Previous

Attach the policy.

Attach policies to certificate - optional .«

AWS loT policies grant or deny access to AWS loT resources. Attaching policies to the device certificate applies this access to
the device.

Policies (1/4)

Select up to 10 policies to attach to this certificate

Create policy [4

Q 1 @

=2 Name

fuyu_test_Core-policy

a

ECU1051 ‘

AEtest_Core-policy

AE_Luke_Test_Core-policy

Cancel

Download the certificates. Note! This is the only chance to download the certificates.

Device certificate

You can activate the certificate now, or later. The certificate must be active for a device to connect to

AWS loT.

| p—
Device certificate Deactivate certificate ‘” M Download I
4554e8bf5f1..te.pem.crt 1 1
Key files

The key files are unigue to this certificate and can't be downloaded after you leave this page.
Download them now and save them in a secure place.

A\ This is the only time you can download the key files for this certificate.

Public key file
4554e8bf5f1d778326307b3...0a%e 1e3-public.pem.key

[ pownload

@ ey downloaded

Private key file
4554e8bf5f1d778326a07b3...a%e1e3-private.pem.key

M pownload
OrRey downleaded

Root CA certificates

Download the root CA certificate file that corresponds to the type of data endpaint and cipher suite
you're using. You can also download the root CA certificates later.

Amazon trust services endpoint B pownload

RSA 2048 bit key: Amazon Root CA 1

Amazon trust services endpoint M Download

ECC 256 bit key: Amazon Root CA 3

If you don't see the root CA certificate that you need here, AWS loT supports additional
root CA certificates. These root CA certificates and others are available in our developer

guides. Learn more [2
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Check the setting. In “secure” =» “certificates” =» “policies” will have the policy you created. And

the “things” content the thing name you created.

aws  services ¥

» Onboard -

» Manage
» Fleet Hub
» Greengrass

¥ Secure
Policies
CAs
Role Aliases

Authorizers

» Defend

AWS loT Certificates

Non-compliance

45 S, - 3

AWS1oT > cCertificates > <

Details Things
Policies Policies
I Things iRTU
ECU1051
Non-compliance

4. Go to “setting” and copy the “endpoint”, paste it into the EdgeLink setting.

aws

Services ¥

5. Setup the EdgeLink project.

Things
Types

Thing groups

Billing groups
Jobs

Job templates

Tunnels
> Fleet Hub
> Greengrass
» Secure

» Defend

> Act

> Test

Software
Settings

Teamn

Feature spotlight

Documentation [4

@ New console experience
Tell us what you think

AWS loT Settings

Logging now supports JSON logs and fine-grained control. Upgrade

By upgrading, logging has four levels of log verbosity and roles can be specific at the account-
level

Settings info

Device data endpoint info C

Your devices can use your account's device data endpoint to connect to AWS.

Each of your things has a REST APl available at this endpoint. MQTT clients and AWS IoT Device SDKs [4 also use this
endpoint

Endpoint

a37xrgird8jgfb-ats.iot.us-west-2.amazonaws.com

Domain configurations

You can create domain configurations to simplify tasks such as migrating devices
to AWS 10T Core, migrating application infrastructure to AWS IoT Core and
maintaining brand identity.

Create domain configuration

Name Domain name Status Service type Date updated

No domain configurations

You don't have any domain configurations.

(1) This example is using simpleMQTT.
(2) Enable the function.

(3) Host: endpoint
(4) Port: 8883

(5) Protocol: mqtts/tls

(6) Certificate: mutual authentication.

Verify host.

CA file: AmazonRootCA1l.pem

Client certificate file: *.certificate.pem.crt

Client key file: *.private.pem.key

(7) Client ID: can be anything, but unique.

(8) User name/ password: leave it empty.

(9) Topic: can be anything.

(10) Select given tags to upload.
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(11) Click “apply” to complete the setting.

Project Configuration

£ ECUL051_HC_AWS_MQTT
I8 ECU1051_HC_AWS_MQTT-0
[ Data Center
&= Data Storage
2 service
‘@ Event Manager
~w KW Settings
" Connectivity
1 Cloud
3 FIEE(Alyun)

@ Aws
) EEET (Baidu)
Cumulocitylot
B customMQTT
@ Deviceon/8I
S Google Cloud ToT Core
I\ TotCannect
3 Mindsphere
& smE(Proudsmart)
! simpleMQTTL2]
T-System
17 webaccess
&7 WISE-Paas/DataHub
& paure
A7) LwMzM
-8 System

Onlne Device

Results:

In “test” =» “MQTT test client” =» “subscribe to a topic”, here shows the received data.

aws Services

Things

Types

Thing groups

Billing groups
Jobs

Job templates

Tunnels

P Fleet Hub

P Greengrass

P Secure

» Defend

b Act

¥ Test

P Device Advisor

Software

Settings
Learn

Feature spotlight
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ECUL051_HC_AWS_MQTT

Apply L

A SimpleMQTT(ECU1051_HC_AWS_MQTT) x {

Discard

HNote: When enabling SSL, please ensure that the device time is consistent with

X Project Configuration

10.0.0.101-1883

Connect Type:

Enable:

SSL Enable:

SSL Scenario:
MQTT Version:
Client ID:

User Name:
Password:

Keep Alive(s):
Retry Interval(s):
Timeout(s):
Periodic Publsh:
Select Control T:
Publish Period(s):
Diff Publish:
Select Control Tas
Detection Cycle(s
Diff Type:

Enable data resume: W/
Data before break(s): |0

Data after reconn

Delay before resu

Topic/Payload Schema:

’ Data Topic:

[] Resume Topic:
Command Topic:

Payload Type:

Compress Payload:

Qos:
Timestamp:

Extemal Topic:

External Command:

Use Socks5 Proxy: [

m8sss

237x1gir48jgfb-ats.iot. us-west-2.amazena:

Tag Name
net ¥ #5Ys_UPTIME
=] * Double click to edi...
337xrgir48jgfb-ats.iot.ug SSL Scenario
8883
cenario: Mutual Authentication d

4
Mutual authenticat, ’ Verfy Host: W/
311 -
haley_test CA Fie: AmazonRootCAL.pem -

Cert File: Load
@ Key File: Load
10
10 Lok Cancel
True -

10

False A

g
)

W Value Change
[ Quaiity Change
[ Timestamp Change

ect(s): 0

me(s): 120

RTU

cmd/device_id

Simple v
Mo Compresson ~ |
- -
UTC Time (IS

ext/device_id/logger
logger %p

@

You can use the MQTT test client to monitor the MQTT messages being passed in your AWS account. Devio

to inform devices and apps of changes and events. You can subscribe to MQTT message topics and publish

Subscribe to a topic Publish to a topic

Topic filter Info
The topic filter describes the topic(s) to which you want to subscribe. The topic filter can include MQTT wildcard characte

P Additional configuration

Subscriptions #

¥ iRTU

"d": [

“tag": "#SYS_UPTIME",

"value": 16@82.32
b

1

"ts": "2021-87-88T@1:82:11+0008"
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Use 3" party MQTT client (ex: Paho, MQTTbox) to verify.

Setting in MQTTbox.

Protocol: mqtts/tls

Host: endpoint:8883/tcp

CA file: AmazonRootCA1l.pem

Client certificate file: *.certificate.pem.crt

Client key file: *.private.pem.key
7 MQTTBox

MQTTBox Edit Help

= Menu 4+ MQTT CLIENT SETTINGS

Append timestamp to MQTT client id?

MQTT Client Name MQTT Client Id
AWS 489f59ee-9739-48e6-bdc0-175¢111E | & W Yes
Protocol Host Clean Session?

matts / tis )

its.iot.us-west-

2.amazonaws.com:8883/icp| @ Yes

SSL/ TLS Version

Auto v

EEEE

AmazonRootCA1.pem
—

EEER

Username Password

Reconnect Period (milliseconds)

CA file Client certificate file

Connect Timeout (milliseconds)

SSL / TLS Certificate Type

Self signed certificates v

Client key file

EEEE

EI’NalE Eem key

Reschedule Pings?

¥ Yes

1000 30000 10
will - Topic will - QoS Will - Retain
Wil - 0 - Almost Once N No

Subscribe the topic according to the EdgeLink setting.

Topic/Payload Schema: |SimpleM

Data Topic: RTU

51 MQTTBox

MQTTBox Edit Help

- ® Ada publisher

AWS - mqtts://a37xrgir4&jgfb-ats.iot.us-west-2.amazonaws. con: 8883/tcp

= Menu

KeepAlive (seconds)

O Client Settings Help

Brokeris MQTT v3.1.1 compliant?

¥ Yes

Auto connect on app launch?

¥l Yes

Client key passphrase

4554e8bf511d778326a07b3e46123550c5806e562 3 cEiue@isisTHIZ8326283b3e46123550c5806e5623ce3c7 131af9ib920a9e 1e3-
certificate.pem.crt
e

Queue outgoing QoS zero messages?

¥l Yes

Will - Payload

Topic/Payload Schema: |SimpleM

Data Topic:

@ Aad subscriber &

iRTuabc

N N x
Topic to publish
opic to publist

of
Qos

0 - Almost Once v
Retain

Payload Type

Strings / JSON / XML / Characters v
e.g: {'hello'"'world}

Payload

Publish

{"d"[{"tag""#SYS_UPTIME","value":16147.8
4] "ts""2021-07-08T01:03:16+0000"}

qos : 0, retain : false, emd : publish, dup : false, topi

¢ IRTU, messageld : , length : 84, Raw payload : 1
2334100345891123341169710334583435838983958580
8473776934443411897108117101345849544952554656
521259344341161153458345048504945485545485
6844849584851584954434848484834125

{"d"[{"tag""#SYS_UPTIME","value":16122.3
8} "ts""2021-07-08T01:02:51+0000"}

qos : 0, retain : false, emd : publish, dup : false, topi

¢ (IRTU, messageld - . length : 84, Raw payload - 1
2334100345891123341169710334583435838983958580
8473776934443411897108117101345849544950504651
561259344341161153458345048504945485545485
6844849584850585349434848484834125

{"d"[{"tag""#SYS_UPTIME" "value":18507.5
6}],"ts":"2021-07-08T01:42:36+0000"}

gos : 0. retain : false. cmd : publish, dup : false, topi

€ [ iRTUabc, messageld - . length - 87, Raw payloa

d: 1233410034589112334116971033458343583898
395858084737769344434118971081171013458495
6534855465354125934434116115345834504850494548
55454856844849565250585154434848484834125

{"d"[{"tag""#SYS_UPTIME" "value":18497 2
9}],"ts":"2021-07-08T01:42:26+0000"}

qos : 0. retain : false, emd : publish, dup : false, topi
¢ iRTUabc, messageld - . length - 87, Raw payloa
d: 1233410034589112334116971033458343583898
395858084737769344434118971081171013458495
6525755465057125934434116115345834504850494548
55454856844849565250585054434848484834125
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