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1. Login Page

Login page consists of the central main area and the upper banner. In the right half of the
central main area, you can enter your account and password to login the platform which you
choose. You can get the current version under the WebAcccess/SCADA title if necessary. We

provide downloads of related application on the upper banner.

WebAccess/SCADA Welcome !

Sign in with your SCADA Account

Platiorm

Project Management

SCADA Account *

[ Remember me

Login to Project Management

Select Project Management on platform.

Note — SaaS Composer and WISE-PaaS Dashboard option appears when specified application

is installed.



WebAccess/SCADA

WebAccess/SCADA

Enter your account and password.

Welcome !

Sign in with your SCADA Account

Platform

Project Management
Project Management
Realtime Monitoring
SaaS Composer
ISE-Paa$S Dashboard

Password

Remember me

Welcome !

Sign in with your SCADA Account

Platiorm

Project Management

SCADA Account *

Password

[0 Remember me




WebAccess/SCADA Welcome !

Sign in with your SCADA Account

Platform

Project Management

SCADA Account *

Password

[0 Remember me

If you want to remember your account on your browser, please tick the Remember me option.
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WebAccess/SCADA Welcome !

Sign in with your SCADA Account

Platform

Project Management

SCADA Account *

admin|

Remember me

An error message appears when your account or password is incorrect.
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WebAccess/SCADA Oops !

Your account or password is incorrect

Platform

Project Management

SCADA Account *

admin

Password

Remember me

oooooo

Enter Realtime Monitoring

Select Realtime Monitoring on platform, then push GO. You will see the Realtime Monitoring

page.
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WebAccess/SCADA Welcome !

Sign in with your SCADA Account

Platform

Realtime Monitoring

oL
oooooo

Download Related Applications

You can download applications contains WebAccess Client, SUSI Server Installer, HTTPS
SSL/TLS Certificate and WebAccess Android APP.
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WebAccess Client

SUSI Server Installer

HTTPS SSLITLS Certificate

WebAccess Android APP

WebAccess/SCADA Oops !

Your account or password is incorrect.

Platform

WISE-Paa5 Dashboard

SCADA Account *

Password

projectName

2018Q3Q

Remember me

2. Project List (Home Page)

Project List is an overview of Project and SCADA node.

ct Management
Project List -
o (& 5000no A
Project Node HTTP Port Project Primary TCP Port Project Timeout Project Node IP Address Remote Access Code
0 4502 0 PC991207
@ Y node
Primary TCP Port Secondary TCP Port Project Node IP Address

4592 14592 PC991207

O (& AaronTest0731

v
Project Node HTTP Port Project Primary TCP Port Project Timeout Project Node IP Address Remote Access Code
0 4502 0 172.16.8.144
O (& Aliyun-modbus A
Project Node HTTP Port Project Primary TCP Port Project Timeout Project Node IP Address Remote Access Code
0 4592 o PC991207
@ @ ScADA
Primary TCP Port Secondary TCP Port Project Node IP Address Remote Access Code
4592 14592 PC991207
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Add New Project

Click right—top plus icon, you can open the Create New Project dialog.

= Project Management ‘ ® @ ‘

Project List

o (& 5000n0 v

Project Node HTTP Port Project Primary TCP Port Project Timeout Project Node IP Address Remote Access Code
0 4592 0 PC991207

Create New Project

* Required

Project Name * Froject Description

Project Mode HTTP Port * Project Primary TCP Port *

0 4592

Project Mode IP Address * Project
Timeout{Unit: Seconds) *
PC991207 ' ]

0

Femaote Access Code Retype Remote Access Code

Log Changes to System Log

O Yes ® No

CANCEL SUBMIT

Delete Project
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Click checkbox in project block, and then click right-top delete icon, you can delete the

project.

SCADA Project Management \ e
Project List
& 5000n0 v
Project Node HTTP Port Project Primary TCP Port Project Timeout Project Node IP Address Remote Access Code
0 4592 0 PC991207
@& AaronTest0731 v
Project Node HTTP Port Project Primary TCP Port Project Timeout Project Node IP Address Remote Access Code
0 4502 0 172.16.8.144
O (& Aliyun-modbus v
Project Node HTTP Port Project Primary TCP Port Project Timeout Project Node IP Address Remote Access Code
0 4592 0 PCa91207
O (& AWS-modbus v
Project Node HTTP Port Project Primary TCP Port Project Timeout Project Node IP Address Remote Access Code
0 4592 0 PC91207
O (& LiveDemo v
Project Node HTTP Port Project Primary TCP Port Project Timeout Project Node IP Address Remote Access Code
4502 0 PCO91207

Expand SCADA Node

It can open SCADA Node Block by click right arrow icon.

O @ testo0

Project Node HTTP Port Project Primary TCP Port Project Timeout Project Node IP Address Remote Access Code

4592 0 PC991207

@ ) test00node

Primary TCP Fort Secongary TCP Port Project Node I Address Remote Access Code

4592 14592 PC991207

Edit Project / SCADA Node basic info

Click left Edit icon to open edit dialog.

O | (& | 5000n0

Project Node HTTP Port Project Primary TCP Port Project Timeout Project Node IP Address Remote Access Code

0 4592 0 PC991207
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Edit “5000n0"” Project

* Required

Project Description

Project Node HTTF Port * Project Primary TCP Fort *
0 4592

Project Mode IP Address * Project
Timeout{Unit: Seconds) *
PC991207

0

4/64

Femote Access Code Retype Remote Access Code

Log Changes to System Log

® Yes O No

CAMNCEL SUBMIT

Go to Project Manager

You can click any project name you want to see detail info, then you will go to the project

organization chart for advanced configuration.



o @[]

[¥5]

[g#]

Project Mode HTTP Port
0

3. Getting Started

3.1 Project Manager
3.1.1 Add SCADA Node

Proje

4359:

1. From Project List(2. Project List) select your Project Name.

Project Management

@ @ |

POWERED BY
WebAccess

Project List

]

Project Node HTTP Port Project Primary TCP Port Project Timeout
0 4592

Project Node IP Address

PC991207

Remote Access Code

2. The Advantech WebAccess/SCADA Project Manager opens (Organization chart)

= Project Management

5000no
+ [, )
Insert Edit Viewers
Project Node
5000no

3. Select New Node in the Insert button

Comport/Point

Device

Tag/Block
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Project Management

5000no
+ [ 7
Insert Edit Viewers
New Node

Import Node

Upload Node

Create New SCADA Node
* Required

Primary Node

Redundant Node
Email(SMTP)
Email(POP3)
Alarm

Action Log

Data Log
System
ViewDAQ

Super SCADA

Node Comport/Point

. The Create New SCADA Node dialog opens

Device Tag/Block

PRIMARY NODE

Primary Node

® Yes

Primary Node Name *

Node Description

Primary TCP Port * Secondary TCP Port *
4552 14592

0i32
MNode Timeout (Unit: Seconds) *

0

SCADA Node IP Address =
PC991207

Remote Access Code

Retype Remote Access Code

CANCEL SsSUBMIT

5. Enter a Primary Node Name for this SCADA node. This is the name that users will see in the

caption bar og VIEW and use to select this node from a list of nodes if you have multiple

SCADA nodes.
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6. Optionally, enter a Description.
7. Enter the SCADA Node IP address of the SCADA node. The Project Node IP Address
appears by
default. Be sure to enter the IP Address of the SCADA node. You can also use a URL or
Computer
Name.
8. If connecting through a Firewall, enter the Primary TCP Port of a TCP port assigned by your
system
administrator.
If not using a Firewall, accept the default: 0. Note that 0 means the default primary port
number (4592)
9. |If connecting through a Firewall, enter the Secondary TCP Port of a TCP port assigned by
your system
administrator.
If not using a Firewall, accept the default: 0.
Note that 0 means the default secondary port number (14592).
10. It isrecommended to accept the default Node Time Out. 0 means the default value is
used
(15 seconds). SCADA Node Time out can range from 1 to 60 seconds.
This is the time for normal communications between the SCADA Node and a VIEW Client,
the Project
Node and the ASP Server.
If you have a very slow network connection between the Project and SCADA nodes, you
may have to
increase this value.
11. Enter the Remote Access Code for the SCADA node entered during software installation
of the
SCADA node software. The Project Nodes Remote Access Code appears by default. The
SCADA Node
and Project Node do not necessarily have the same Access Code. This Remote Access
Code is to
prevent unauthorized use of your SCADA node. This code was established when the
SCADA Node
software was installed.
12. Leave the information about Alarm Log, Printers, Action Log, Alarm Beep, email and other
fields
blank for now.
13. Most users should leave the information under Redundant SCADA node blank. If you have

a
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Redundant SCADA Node, enter its IP address, node name, firewall ports and remote

access code.
14. Press Submit.

3.1.2 Add Comport

1. Select your SCADA node under the Project node.

5000no > node

P

+ [ W W 2 Q &

Insert Edit Delete Tag Trend Alarm Report Map

Project Node Comport/Point
1

5000no node .]

2. Select Comport in the Insert button.

= Project Management

5000no > node

+ & W U~ A &
Insert Edit Delete Tag Trend Alarm Report Map
I Comport Node Comport/Point
1
5000no node ® |

B &

Server Program Log Connector Mare

Device Tag/Block

B B B @

Server Program Log Connector More

Device Tag/Bleck

3. Select the TCP/IP as the Interface Name for this Comport. (Also called the Comport Type).

The fields change depending on the Comport type.
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Create New Comport
* Required

Interface Name

SERIAL

[

AP
RSLINX
LNS
BTRACK
BACNET
EKIDC
DNP3

TS

Data Bit

O7® 8

Stop Bit

®102

Parity

® None O Odd QO Even

CANCEL SUBMIT

4. The TCP/IP Comport Properties page appears.
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Create New Comport

* Required
LOMpOrT MUmoer =

1

Description

Description

Scan Time =

i O MilliSecond ® Second Q Minute Q Hour
116

Timeout (Unit:MilliSecond) *

1000

Retry Count *
3

Auto Recover Time (Unit:Seconds) *

60

Backup Port Number *
0

CANCEL SuUBMIT

TCPIP - TCP/IP (transmission Control Protocol / Internet Protocol). Specifies a "Virtual Port"
that uses the

TCP/IP service installed. Does not correspond to specific IO card or comport number. Will
access any |0

card that uses the TCP/IP service installed on your PC.

5. Enter a Comport Number. It is recommended to use a number above 2 so you don't
interfere with

adding a serial comport. Most PCs have 2 serial comports, if you configured a TCP/IP

comportas 1 or 2,
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you would not be able to use that serial comport in the future. It is not easy to change
comport
numbers.
6. Optionally, enter a Description. This is just for your own reference.
7. Enter a Scan Time and select the radio button for the units (Millisecond, Second, Minute or
Hour).
All devices are scanned at the same frequency on a given comport. All Constant Scan type
Tags are
scanned at the same frequency on a comport. Display Scan Tags are scanned at this same
frequency, but
only when they appears on a Display.
8. Accept the default values for the other fields, or modify them. For a description of the data
entry fields
for a TCP/IP Network Interface see, section 3.3.4 TCP/IP Com Port Properties.
9. Click Submit.

3.1.3 Add Device

1. Click on the Port1(TCPIP) which is created in the previous section 3.1.2.

— Project Management

5000no > node > Comport1(TCPIP)

+ [
Insert Edit Delete
Project MNode Comport/Point Device Tag/Block
|
5000no node 9 Port1(TCPIP) |

2. Click on the Insert button.
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Project Management

5000no > node > Comport1(TCPIP)

+ [
Insert Edit
Project
5000no

Tar

Delete

Node

node [ ]

3. The Create New Device dialog opens.

Comport/Point

Port1(TCPIP)

Device

Tag/Block
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Create New Device

* Required

Device Name *

Description

Linit Number *

0

Device Type
ABMLGX

4. Select Modicon from the Device Type pull down list.

CANCEL

SUBMIT
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OmronC
OmronCJ
OmronCP
OmronCS
OmronCV
OmronEIP
OPCUA
RIALLINK
SiemCNC

Sieml oao
ABMLGX

CANCEL SUBMIT

5. Enter a Device Name.

6. Optionally enter a description.

7. Enter the Unit Number. This number will appear in VIEW during runtime on the Station
Status display and will be the reference to Enable and Disable communications to the
Device. It also will be the reference for communication alarms. (1 to 254)

Logically, this usually matched the actual device number, but it is possible to assign a unit

number for
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VIEW users which does not match the actual Modbus Protocol Device Address. For example,

each

Modbus PLC has a unique IP Address and all PLCs have Modbus Device address of 1 at

these unique IP

Addresses.

Create New Device
* Required

115

Digital block size - *

512

15

Analog block size : *

64

215
LIse RTU over TCP/P ? (0:No, 1:Yes) . *

0

1/64

[Z]  Primary

IP Address

015
Port Number
0]

111

Device Address

CANCEL  SUBMIT

. Enter an IP Address for the Device.

. Enter the TCP or UDP Port Number for the Device.

. Enter a Device Address if different from the Unit Number.

. Optionally add Address and Port information for a redundant communication path to the
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Device. For example, if the PLC has two Network Interface Cards (NICs).
12. If using TCP (the official Modbus Ethernet protocol) leave 0 for Use UDP.

13. Press Submit. This can be a wait while datatables are created on the Project Node.
3.1.4 Add Tag
1. Click on the device node which is created in the previous section 3.1.3.

= Project Management

5000no > _node > Comport1(ICPIP) > moddev

+ @
Insert Edit Delete
Project Node Compeort/Point Device Tag/Block
1
5000no node [ ] Port1(TCPIP) moddev | Tag(0)

Block(0)

2. Select Add Tag in the Insert button.

Project Management

5000no > node > _Comport1(TCPIP) > moddev

+ @ W
Insert Edit Delete
Node Comport/Point Device Tag/Block
Add Block
|
5000no node [ ] Port1(TCPIP) moddev | Tag(0)

Block(0)

3. The Create New Tag dialog opens.
4. Select the Al Parameter from the Parameter Pull Down List.

5. The Al Parameter Page opens.



Create New Tag

O Yes ® No

Scaling factor 1 *
0

* Required
Basic Infomation
Alarm Tag Type -
Al v (analog)
Tag Name *
)
0i21
Description Scan Type
Al Constant Scan W
2163
Address * Conversion Code
30001 @ Unsigned Integer AV
5780
Start Bit * Length *
0 16
13 212
Signal Reverse Scaling Type
No Scale W

Scaling factor 2 =
0

CANCEL SUBMIT

6. Select DO from the Parameter Pull Down List (you have to scroll down to the bottom of the

list.
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Create New Tag
* Required

Basic Infomation Basic Infomation

Alarm Tag Type
DO ¥ (discrete)

Tag Name =

Description Scan Type

Description Constant Scan

Address * Conversion Code

00001 Unsigned Integer

Start Bit * Length *

0 1

Signal Reverse Log Data

O Yes ® No QO Yes ® No

Data Log Dead Band * Write Action Log

3 % @ ¥Yaz M Nn

CANCEL SUBMIT

3.1.5 Block Configuration
Add Block

This section assumes you have already created the BLOCK TYPE you plan to use to act as a
template for your Block Tag. Please refer to Add a Block Type section for information about
building a Block Type Template.

This section also assumes you have configured a Comport and a Device. Please refer to
Configure a Communication Port and Device Configuration for information on creating a
Comport or Device.

This section assumes you have started Internet Explorer Web Browser and connected to your
Project Node.
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= Project Management ® ®

Project001 > Node001 > _Point3(TCPIP) > Device003 Q
ar &
Insert Edit Delete
Add Tag Device Property
:
Project001 Node001 . Port1(SERIAL) Device001 Tag(0) Device Name
Device003
A, Description
Port2(TCPIP) Device002 Tag(0)
Unit Number
0
Block(0)
Device Type
Port3(TCPIP) | Device003 Tag(0) Modicon
Use UDP
Block(0) 0
Packet Delay (ms) :
Acc Point Tag(0) 0
= Digital block size
Calc Point Tag(0) 512
Const Point Tag(0) Analog block size :
64
System Point Tag(0) Use RTU over TCP/IP 7 (0:No, 1:Yes) :

1. Focus on your Device.
2. Press Insert button and select Add Block.

Create New Block

* Required

Block Type Block Name *
AI20 Block001]

Description

Block Des

Para_1

Para_2

Para_3

Para_4

Para_5

Para_t

Para_7

Para_g

Para_9

CANCEL SUBMIT

3. Select the Block Type from pull down list.

4. Enter a Block Name. This will become the Tag name for your Block Tag. Block Name is up



12 alphanumeric characters. This is the name that users and operators will use to access the
data read by this tag. Typical Block Names are TIC1001, Zone11, and Pump®61.

5. Enter an Offset. If you planned your addresses well, you will be able to use the Block Offset
feature to create the proper addresses for all the parameters in the block with a single
keystroke.

6. The offset may be as simple as an integer or may be a complex series of numbers, commas
and letters. Refer to your specific device driver guide for the addresses used by your device.

7. The Block Offset feature will increment all the addresses of all the parameters in a block by
a given amount. If your parameter addresses have a predictable pattern, the Block Offset
feature can greatly reduce the time and effort to create blocks and establish
communications with the field.

8. Press Submit when finished.

Delete Block

POWERED BY
‘ @ @ ‘ WebAccess
Project001 > Node001 > _Point3(TCPIP) > Device003 Q

+ B o

Insert Edit Delete

Project Management

Device Property

Project001 Node001 [ ] Port1(SERIAL) Device001 Tag(0) Device Name
Device003
Block(0) S
Port2(TCPIP) Device002 Tag(0)
Unit Number
0
Block(0)
Device Type
Port3(TCPIP) Device003 Tag(0) Modicon

1. Click Block which you want to edit.

Use UDP

Block(1) 0
Packet Delay (ms)
Tag(0) o
Digital block size
Tag(0) o
Tag(0) ;:l:--; block size
Tag(0) Use RTU over TCP/IP 7 (0:No, 1:Ves)

0
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Project Management | ® @ | WebAcceee

WebAccess
Project001 > Node001 > Point3(TCPIP) > Device003 > Block Tag List Q

+

Insert
[m] Block Type Block Name Offset
O A120 Block001 0
O Al20 Block002 0
O Al20 Block003 0

2. You will see the Block List page.

3. Select blocks which you want to delete.

Project Management ‘ ® @ ‘ Webigdeés

Project001 > Node001 > _Point3(TCPIP) > Device003 > Block Tag List Q

+ Ty

Insert Delete

= Block Type Block Name Offset

m] Al20 Block001 0

AI20 Block002 0

AI20 Block003 0

4. Press Delete button on the above bar.

Configure Block Tags

Project Management | ® ® | hehgééegé
Project001 > Node001 > Point3(TCPIP) > Device003 > Block Tag List Q
+
Insert
O Block Type Block Name Offset
O Al20 Block002 0
O A120 Block003 0

1. Enter Block List.
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2. Click the block name.

. JERED BY
Project Management WebAccess
Project001 > Node001 > _Point3(TCPIP) > Device003 > Block(Block001) > Tag List Q
|: Analog Tag :_\
ANALOG (20)
Block001:101 Block001:102 Block001:103 Block001:104 Block001:105
Block001:106 Block001:107 Block001:108 Block001:109 Block001:110
Block001:111 Block001:112 Block001:113 Block001:114 Block001:115
Block001:116 Block001:117 Block001:118 Block001:119 Block001:120

3. You will enter Block Tag

4. Choose the tag and click Edit, you can edit the configuration.

3.2 Features of Sidebar Menu
3.2.1 Project List

From the Project Manager, Project Users can see all project from the Project List block of side
bar.



Project Management

mg  Project List

5000no
AaronTest0731
Aliyun-modbus
AWS-modbus
MyPP

newproj

proj
ProjFrom15
testalarm
TestODBC
williamtest

yunTest

&  Setting

@ Log

[l  Device Drivers

Click project name will show project property and the nodes belonged to this project.



ERED BY

Project Management

WebAccess
5000n0 Q
+ B @
Insert Edit Viewers
Project Node Comport/Point Device Tag/Block Project Property

Project Name
5000no mnode ® 5000n0

bnode . Project Description

MTEST ] Project Node IP Address
PC991207

node [ ] Project Primary TCP Port
4582

node2 . Project Timeout (Unit:Seconds)
0

testnode [ ]

Remote Access Code

Project Node HTTP Port
0

Log Changes to System Log
Yes

3.2.2 Setting
3.2.2.1 Integrity Checking

From the Project Manager, Project Users can see the Integrity Checking from the Setting block

of side bar.
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Project List

Setting

Integrity Checking

Backup

Restore

Admin/Project User
ODBC/MongoDB Log Data Source
WebAccess Express

Dashboard Settings

Dashboard SRP Frame Setting
Setup HTTPS Service

MQTT Broker

LogData Maintenance

Log

Device Drivers

It will check the integrity of project hierarchy, point database and alarm database, then show

checking result in Status/ Error Statement.
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Integrity Checking

Task

pNode
pComport
pDevice

pTag

Task

tAcc
tCalcAnalog
tCalcDiscrete
tAnalog
tDiscrete
fText

pBlockCTy

Task

pAlarmAnzlog

ject Management

Status / Error Statement

GONFIRM
CONFIRM
CONFIRM

CONFIRM

Status / Ervor Statement

CONFIRM
CONFIRM
CONFIRM
GONFIRM
CONFIRM
CONFIRM

CONFIRM

Status / Error Statement

CONFIRM

3.2.2.2 Backup

File Path:d: i FG.mdb

Phase I: Project Hierarchy Integrity Checking Result

Phase II: Point Database Integrity Checking Result

Phase lIl: Alarm Database Integrity Checking Result

‘ ® @ ‘ WebAccess

(]
o
(]
o

o 0/00 000

From the Project Manager, Project Users can see the Backup from the Setting block of side bar.
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Project List

Setting

Integrity Checking

Backup

Restore

Admin/Project User
ODBC/MongoDB Log Data Source
WebAccess Express

Dashboard Settings

Dashboard SRP Frame Setting
Setup HTTPS Service

MQTT Broker

LogData Maintenance

Log

Device Drivers

To Backup your Project(s)

1. Select Backup hyperlink.

2. This integrity check need a few minutes.
3. Click Submit for backup job.
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\ Project Management ‘ ® @ {NebEAFGEcEe;é

Backup
CANGEL |
File Path:C:\WebAccess\Node\config\bwCFG.mdb

Phase I: Project Hierarchy Integrity Checking Result
Task Status / Error Statement
phode CONFIRM (/]
pComport CONFIRM (/]
pDevice CONFIRM (/]
pTag CONFIRM (/]

Phase II: Point Database Integrity Checking Result
Task Status / Error Statement
thce CONFIRM (/]
tCalcAnalog CONFIRM (/]
tCaleDiscrete CONFIRM (/]
tAnalog have a parent pBlockCigTable, must be found in pTagtable by ProjNodeldbw, TagName and TagTypekeys [}
tDiscrete CONFIRM (/]
fText CONFIRM (/]
pBlockCfg CONFIRM (/]

4. You will have a second waiting period, while the actual backup takes place. This can take
several minutes for a large project. Very large databases may require increasing the Script
Time Out on the Project Node (Web Server) in order for the Integrity Check to run to
completion.

5. A completion Message appears describing the full path to the backup, typically:
C:\WebAccess\Node\backup

\ Project Management ‘ ® @ WébAéc ;S
Backup
[ _oone |
Backup Configuration(Access database), Graphic, Script to C:\WebAccess\Node\Backup
Task Status | Error Statement Status
5000n0_node oK (/]
testalam_testsalamnode oK (]
yunTest_node? oK (/]
yunTest_yunNode oK (/]
wiliamiest_SCADAtest oK (/]
ProjFrom15_NodeFrom15 oK (/]
TestODBC_aaa oK (/]
TestODBC _node oK (/]
AaronTest0731_TestSCADA oK (/]
Allyun-modbus_SCADA oK (]
AWS-modbus_SCADA oK (/]
proj_node oK (/]
MYPP_MYNN oK (/]

7. Click done to return to Project Manager Home page.

3.2.2.3 Restore
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From the Project Manager, Project Users can see the Restore from the Setting block of side bar.

w0  Project List

oy  Setting
Integrity Checking
Backup
Restore
Admin/Project User
ODBC/MongoDB Log Data Source
WebAccess Express e
Dashboard Settings
Dashboard SRP Frame Setting
Setup HTTPS Service
MQTT Broker

LogData Maintenance

@ Log

[ Device Drivers

To Restore your Project(s)
1. Select Restore hyperlink.
2. This integrity check need a few minutes.

3. Click Submit for restore job.
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| Project Management

Restore

Task Status / Error Statement
pNode CONFIRM

pComport CONFIRM

pDevice CONFIRM

pTag CONFIRM

Task Status / Error Statement
tAcc CONFIRM

tCalcAnalog CONFIRM

tCalcDiscrete CONFIRM

tAnalog have a par in pBlockCigTable,
tDiscrete CONFIRM

tText CONFIRM

pBlockCig GONFIRM

File Path:C:\WebAccess\Node\config\bwCFG.mdb

Phase |: Project Hierarchy Integrity Checking Result

Phase II: Point Database Integrity Checking Result

must be found in pTagtable by ProjNodeldbw, TagName and TagTypekeys

cance | (B

o 0 60

O 00 6 0 00

4. The Confirmation appears confirming restore completion. This can take several minutes for

a large database. Very large databases may require changing the script time out set in

Project Properties in order for the Integrity Check to run to completion.

Project Management

| @ @

POWERED BY

Restore

Restore Configuration(Access database), Graphic, Script from C:\WebAccess\Node\Backup

Task

5000n0_node

testalarm_teetsalarmnode

yunTest_node2

yunTest_yunNode

williamtest_SCADAtest

ProjFrom15_NodeFrom15

TestODBC_aaa

TestODBC_node

AronTestO731_TestSCADA

Aliyun-modbus_SCADA

AWS-modbus_SCADA

proj_node

MyPE_MyNN

Status / Error Statement

oK

oK

oK

oK

oK

oK

oK

oK

oK

oK

oK

oK

oK

5. Click done to return to Project Manager Home page.

3.2.1.4 Admin/Project User

O 0 000000000 0 0

The Users, Passwords & Security Section discusses Advantech WebAccess/SCADA user

accounts in detail.

WebAccess
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In brief, Project Users and the admin account can access the Project Manager. Project Users
can not access the SCADA Nodes, unless a second account is created in Users in Project
Properties.

The admin account is a special account that can not be erased or renamed. The admin account
can access all SCADA Nodes and the Project Manager. The admin account and Project User
passwords can be changed in either from the Admin / Project User on the Project Home Page or
in Users under Project Properties.

Admin / Project User Properties allows you to modify the Admin account and to create other
user accounts with ADMIN like properties to access the Project Manager. Project Users are not
assigned VIEW access to run time SCADA Nodes (unless you create another user account with
the same name under SCADA node properties).

Users must "Login" using a Username and password. All users are assigned a User Type. The
User Types are administrator, project user, power user, general user and restricted user. Only
Admin and Project Users can access the Project Manager.

Please refer to the Users, Passwords & Security for a complete description of security.

User names are not case sensitive. Passwords are case—sensitive.

Project User Types

Project Users and the admin account can access the Project Manager. Project Users can not
access the SCADA Nodes using VIEW or ViewDAQ, unless a second account is created

in Users (on Project Property Page) with the same user name and password. Similarly, other

Users can not access the Project Manager, unless a Project User account is created.
Administrator

e Can use Database Configuration Tool (Project Manager).
e Can use Web DRAW to build and edit graphics.
e Can View all Displays in system through Web Browser (including Action Log, Alarm Log, User
Programs and Station Status Displays)
e Access all tags using the Point List Dialog box.
Note — There is only one Administrator account in a project. The default name is admin and can

not be renamed
Project User

e Can use Database Configuration Tool (Project Manager).

e Can use Web DRAW to build and edit graphics.

e Can NOT View displays in run—time.

e Can View Reports, System Log, Analog Tag Log, Discrete Tag Log, Alarm Log and Action
Log through Project Manager

e Can Create, Modify and Download Schedules through Project Manager.
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Note — only Users that are assigned as Project Users can use the Database Configuration Tool
(Project Manager) or use web—browser based DRAW.

Note 2 — The Project User can also be assigned as either a power, general or restricted user to
enable viewing graphics in run-time View.

A user with all the security features of Admin can be created by creating two accounts with the
same name, a Project User and a Power User (with security Level 127 for all Areas, Local Tag,

View Tag, etc.).

Create or Update Admin/Project User
1. Log in to Project Manager or if already connected.
2. If your login username is 'admin’, from the Project Manager, Project Users can see

the Admin / Project User Property from the Setting block of side bar.

w0  Project List

oy  Setting
Integrity Checking
Backup
Restore
Admin/Project User
ODBC/MongoDB Log Data Source
WebAccess Express e
Dashboard Settings
Dashboard SRP Frame Setting
Setup HTTPS Service
MQTT Broker

LogData Maintenance

@ Log

[ Device Drivers
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3. Admin/Project User appear.

DA Project Management ‘ ® @ ‘ ;Nebi\:éegss

Admin/Project User
o

t

inse
m]
[m] admin
m]

4. Click the Insert button, the Create Admin/Project User dialog opens.

Project Management

Admin/Project User

_I_

Insert

|

5. Enter User name and password to create a new users account.

6. Enter the password twice to verify correct entry.
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Create New Project User

* Required

LiserMame *

Password Fetype Password

Description

Can only access projects owned by this user

® Yes O No

7. Submit.

8. Select Update to modify an existing account.

= - Project Management

Admin/Project User

Insert Edit Delete
O UserName
O admin
MyUser

9. The update Admin/Project Users page appears.

CANCEL

SUBMIT
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Update

* Required
Userhame *
MyUser
616
Password Retype Password
s /8
Diescription

Can only access projects owned by this user

® Yes O No

CANCEL SUBMIT

10. Make you changes and press submit.

Update Project User Property
1. Log in to Project Manager or if already connected.
2. If your login username isn't ‘admin’, from the Project Manager, Project Users can see the
Admin / Project User Property from the Setting block of side bar.
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mD  Project List

@  Setting
Integrity Checking
Backup
Restore
Project User Property
ODBC/MongoDB Log Data Source
WebAccess Express
Dashboard Settings
Dashboard SRP Frame Setting
Setup HTTPS Service
MQTT Broker

LogData Maintenance

@ Log

[l Device Drivers

3. Updata Project User Imformation appears.

Project Management ‘ ® ® ‘ ;I' JehEAFc{c,f»;:s

Project User Property

Update Project User Information m
User Name *
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You can create users with all the abilities of an admin by creating Project User account and
a User Account with the same name. The user should be given Security level 127 (admin level)

for all Areas, Local Tag, View Tag and Exit ViewDAQ.

3.2.2.5 ODBC/MongoDB Log Data Source

From the Project Manager, Project Users can see the ODBC/MongoDB Log Data Source from
the Setting block of side bar.

m  Project List

foy  Setting
Integrity Checking
Backup
Restore
Admin/Project User
ODBC/MongoDB Log Data Source
WebAccess Express 8
Dashboard Settings
Dashboard SRP Frame Setting
Setup HTTPS Service
MQTT Broker

LogData Maintenance

@ Log

[l Device Drivers
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Advantech WebAccess/SCADA users can configure flexible measuring point and events to store
the database, and can let users choose to store data sheet to the month, shorten the query time
when record data or generate reports, the user can also choose different data source to query.
In the past, WebAccess/SCADA only can store the historical data into one database through the
same DSN, but from V8.3, you can create multiple DSNs and store the data into them
simultaneously.
Advantech WebAccess/SCADA can record real-time data to a database. A Microsoft Access
database is supplied with Advantech WebAccess/SCADA (bwPdata.mdb) and includes:

e Analog Tag Log

e Discrete Tag Log

e Text Tag Log

e Analog Tag Log

e System Log

e Action Log

e Alarm Logs
The Data for Scheduled reports are also stored in this database.
The Project Node records data to this database. Multiple Users can view this database using the
Project Logs or Scheduled Reports accessible from the Project Manager, VIEW and ViewDAQ.
Note than even though Access is a single—user database, multiple users can access the IIS web
server making the Access database act like a multi—user database though IIS.
Users may want to relocate this database to another hard drive or use another database.
Advantech WebAccess/SCADA supports the following Databases:

e Microsoft Access

e Microsoft SQL Server

e QOracle

e MySQL

e MongoDB
The Log Data Source allows users to replace or relocate the Access Database (bwPdata.mdb)
that is the default database used for recording Process Data. This is done by creating another
DSN (Data Source Name) that points to the new database and entering that name in the Log

Data Source page in the Project Manager.

User Patitioned Tables

Users can through the drop—down menu enabled or disable using the monthly data table is
stored, the monthly data table has analog measuring point, analogy change records, digital
record of measuring points, points record table text. The existence of a monthly data sheet can
help speed up the query.

System records, action records, alarm records, and event records are still stored with a single
data table.
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= Project Management

ODBC/MongoDB Log Data Source

Insert More
O Select id DataBase Type Data Source Na
o ——
O O 1 (_oDBC ) bwpdata_Access

Setting

% O

lequired

Use Monthly Tables

(O Enable ® Disable

CANCEL SUBMIT

Create an ODBC/MongoDB Log Data Source
1. Select ODBC Log Data Source hyperlink.

2. Log Data Source appear.

Project Management

ODBC/MongoDB Log Data Source

+

Insert Mare
o Select it DataBase Type Data Source Name (DSN) / 1P Address Description Connection Test
o [e] 1 (Cooec ) bupdata_Access
[m] o z (ooec ) mssal [ connection |
u] o £ (NosaL pc040513 ==
[m] ® 4 (CNosaL ) 172.16.8.121 m

3. Click the Insert button, the Create New ODBC/MoggoDB Log Data Source dialog opens.
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Project Management

ODBC/MongoDB Log Data Source

_|_

Insert

O
O

Select

(0]

see

More

id DataBase Type Data Source Na

1 I( ODBC :I bwpdata_Access
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Create New Log Data Source

* Required

DataBase Type

® ODBC O MongoDB

Log Data Source ID * Data Source Mame (DSM} *

Data Source Login Mame

Data Source Password Retype Data Source Password

Description

CANCEL SUBMIT

User can select the type of database is ODBC or MongoDB.

Enter the Data Source ID, 1~255, it is unrepeatable.

Enter the Data Source Name, the DSN that points to the new database.

Enter the user name (Data Source Login Name) to log in to SQL Server using SQL
Authentication. See Install SQL Server 2005 for more information.

Enter the login users' password (Data Source Password)

Retype Data Source Password.

Optionally enter a Description.

Press Submit.
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If the Database type is MongoDB, you need setting other information:

Enter the Database port, the default is 27017.

Enter user will be connection the name of the database.

Use TLS connection or not through the radio button. If choose yes, need upload TLS

certificate file.
Enter the name of the database that stores the account password.
Other connection setting.

Create New Log Data Source

* Required

DataBase Type

O ODBEC ® MongoDB

Log Data Source 1D * Diata Source Name (DSM) *

Data Source Login Mame

Data Source Password Retype Data Source Password

Description

Port * DataBase Mame *

27017

TLS Connection

® Yes O No

CAMCEL

SUBMIT
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Select new ODBC/MongoDB Log Data Source
1. Select ODBC Log Data Source hyperlink.
2. The ODBC Log Data Source page opens.
3. Click the Radio Button under Select for the DSN to use.

Project Management

ODBC/MongoDB Log Data Source

e e

Insert Mor
[m] id DataBase Type Data Source Name (DSN) / IP Address Description Connection Test
[m] 1 ("ooec ) bwpdata_Access
[m] z (ooec ) mssal [ connection |
O £ (nosaL ) pc040513 [ connection |
m} 4 (CnosaL ) 172168121 [ connection |
4. Select OK to confirm the change.

Change Log Data Source

Active data source (mssgl), are you sure?

CANCEL Yes

You do not need to download. The change is immediate.

3.2.2.6 WebAccess Express

The Express Function also provides users with a global mode for auto discovery via the internet.

All express functions are implemented from the WebAccess Express on Project node properties

and the display page of the project will be shown directly on the Web Client.

From the Project Manager, Project Users can see the WebAccess Express from the Setting

block of side bar.
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wD  Project List

oy  Setting

Integrity Checking

Backup

Restore

Admin/Project User
ODBC/MongoDB Log Data Source
WebAccess Express

Dashboard Settings

Dashboard SRP Frame Setting
Setup HTTPS Service

MQTT Broker

LogData Maintenance

@ Log

[ Device Drivers

e WebAccess Express main page: The page will show the list of the last discovered devices.

If users don’t need to add devices to monitor, they can select the device and Go Online

directly.
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\ Project Management ‘ ® @ ‘ QNebtiEcEei“s

WebAccess Express

Project Name Express

Node Name SCADA

Total Tags 24/51

Device List Setting
Device List L]
[ ] Device Type Device Name Unit Number Address Tag Count
ADAMS5000 ADAM2617 17 172183112 8
ADAMS000 ADAM6066 2 172183231 12
ADAMS000 ADAM6266 26 17218315 4
(w] TCP/UNO/PPC APAX9575124 8 172.183.114 7
[m] TCP/UNO/PPC APAX9575568 15 172183.86 20

Discover Submit

e Setting: Users can discover specific COM Ports and the SNMP |IP range of the devices or
platforms.
e Click Discover after setting the COM Port and SNMP IP Address range to auto—scan the

device that WebAccess Express supports in the same domain.

Project Management

WebAccess Express

Project Name  Express

Node Name SCADA

Total Tags  24/51

Device List| Setting

Comport Setting [-]

Comport Number State

comt Available
SNMP Setting ]

Starting IP Ending IP Port

172168 1 172.168.254 161

e

e The page returns to the main page after discovering devices.

e Select the monitoring device from Device list and click Submit to display the data.
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WebAccess Express

Project Name Express

Node Name SCADA

Total Tags 24/51

Device List Setting

Dovics List °
O Device Type Device Name Unit Number Address Tag Count
ADAMS5000 ADAM2617 17 172.183.112 8
ADAM5000 ADAM6066 2 172183231 12
ADAMS5000 ADAM®6266 26 17218315 4
(w] TCP/UNO/PPC APAX9575124 8 172183114 #
(m] TCP/UNO/PPC APAX9575568 15 172183.86 20

aaa

* Online graphics page

B Advantech View 0OL - mue untdled [ G
°O w [ Hito docalhen beo s dsb matem urarapg 013 Tpre; = Erprendinade s SCADA =4 x |[= g B -

& RORR | g = MEn#s - g SESEEN -
8 scdvantech WebAcceu View B -, ANA- ks IR0~ @

®

Express graph=main.bgr

ADAM 2000 Series ADAM 4000 Series ADAM G000 Series

Sl

TPC/IUNO/PPC Platfarm IPC Platform EKI Series SHNMP Metwork Device
Real-Time Monitor
=]

Datalog Trend

Email Setting

== G eRnEAN | RSEeT BN -

3.2.2.7 Dashboard SRP Frame

From the Project Manager, Project Users can see the Dashboard SRP Frame from the Setting
block of side bar if installed WISE-Paas Dashboard.
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Project List

Setting

Integrity Checking

Backup

Restore

Admin/Project User
ODBC/MongoDB Log Data Source
WebAccess Express

Dashboard Settings

Dashboard SRP Frame Setting
Setup HTTPS Service

MQTT Broker

LogData Maintenance

Log

Device Drivers

1. Click the Insert button, the Create New Dashboard SRP Frame Mapping dialog opens.

Project Management

Dashboard SRP Frame Setting

_|_

Insert

Project Name

Dashboard SRP Frame Name
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Create Dashboard SRP Frame Mapping

* Required

Project Mame *

project v

Dashboard SEP Frame Mame *

0/50

Dashboard SEP Ur (orgld=id&language=zh_tw&theme=dark) *

0/100

CANCEL SUBMIT

2. The name of Dashboard SRP Frame Name needs to match Dashboard setting.
3. Submit.

3.2.2.8 LogData Maintenance

Advantech WebAccess/SCADA will automatically archive the Data Log Trend Files and ODBC
database records to another drive, network folder or other media (zip drive, tape drive, etc).
This prevents the number of files from growing too numerous and consuming disk space.
Advantech WebAccess/SCADA can also delete Data Log Files and records from the ODBC Logs
(System, Analog, Discrete, Alarm and Action Logs) to prevent files from growing to large,
slowing response of reports and consuming disk space.

Advantech WebAccess/SCADA can automatically generate Excel report of ODBC database
records in the form of daily,weekly or monthly.

From the Project Manager, Project Users can see the LogData Maintenance from the Setting
block of side bar.

61



m§  Project List

oy  Setting
Integrity Checking
Backup
Restore
Admin/Project User
Log Data Source
WebAccess Express 3
Dashboard Settings
Dashboard SRP Frame Setting
Setup HTTPS Service
MQTT Broker 3

LogData Maintenance

[® Log

[l Device Drivers

To enable the automatic archiving or deletion of older Trend and Log Data or generation of

Excel report

Project Management

| @ @ | Webnocess

LogData Maintenance

Data Log Trend ODBC Log Excel Report Maintenance

Maintenance Time of Day Hour|7 v | Minute 0
Archive To (Folder)
View Type O Archive Log Daily
(_second O
(Cwminute ) m]

Hour O

[m]

O Delete Expired Log
O Day
Month

[m]
(=] Montfy
[m]
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1. Check ARCHIVE only if you have a fast network hard drive with sufficient capacity. A Zip
drive is probably inadequate except for the smallest application (less than 0 tags). If Archive
is selected, but the Archive can not be completed due to an error (the drive is full or folder
not available) the Data will not be deleted (if Delete Expired Log is selected).

a. Warning — Do not archive to the same drive or partition that Advantech
WebAccess/SCADA is installed on. There is no benefit and it more than doubles the
ODBC Databases and file sizes. The Archive media should be a second hard drive on the
SCADA Node or Project Node, or a network drive. Zip drives are usually too small. Tape
Drives are too slow. If want to Archive to tape, it is recommended to Archive to a second
drive or network drive, then manually archive to tape.

2. Check Delete Expired Log to prevent your disk space from being consumed. You can select
to delete files and data records without archiving. DataLog Trend files are deleted as
complete files (since a file is created for each daily, monthly and yearly for each tag).
Individual Records are deleted from the database.

a. Note —Advantech WebAccess does not compact the BwPdata.mdb database used for
Data logging. The database file size should be monitored (and compacted) if it
grows too large.

3. Specify an Expiration Time for data.

4. Specify a Time of Day to perform the Archive and/or Deletion.
3.2.2.9 Setup HTTPS Service

From the Project Manager, Project Users can see the Setup HTTPS Setting from the Setting
block of side bar.
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m§  Project List

oy  Setting
Integrity Checking
Backup
Restore
Admin/Project User
Log Data Source
WebAccess Express 3
Dashboard Settings
Dashboard SRP Frame Setting
Setup HTTPS Service
MQTT Broker 3

LogData Maintenance

[® Log

[l Device Drivers

Choose Certificate

If HTTPS is enabled, certificate is required. Advantech WebAccess/SCADA provide 3 certifacte

source options.
e Built-in Certificate
e Upload Certificate

e Create Certificate

Built-in Certificate
1. Please select "Built-in Certificate" if using this method.

2. And then click on "Save".
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Project Management

Setup HTTPS Service

Certificate Settings

Certificate Source

® Built-in Certificate O Upload Certificate O Create Certificate

Upload Certificate
1. Please select "Upload Certificate" if you are using your own certificate.
2. Upload certificate file and enter the password.

3. Enter domain name of the Domain List.
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Project Management

Setup HTTPS Service

Certificate Settings

Ceriificate Source

Q© Built-in Certificate ® Upload Certificate O Create Certificate

Certificate Name *

Drop your file here, or Browse to upload.
File format accepted: PFX

Password *

Domain List (1) Add Domain

Domain Name *

Create Certificate
1. Enter the certificate name, passowrd, and domain.
2. Enter the years of validation.

3. Enter domain name of the Domain List.
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Project Management

Setup HTTPS Service

Certificate Settings

Certificate Source
Q© Built-in Certificate O Upload Certificate & Create Certificate
Certificate Name *

Password *

Retype Password *

Valid Dates *
1 Year (Exp. 2021/2020/2020) v
Domain List (1) Add Domain

Domain Name *

3.2.2.10 MQTT Broker

From the Project Manager, Project Users can see the MQTT Broker from the Setting block of

side bar.

67



m§  Project List

oy  Setting
Integrity Checking
Backup
Restore
Admin/Project User
Log Data Source
WebAccess Express 3
Dashboard Settings
Dashboard SRP Frame Setting
Setup HTTPS Service
MQTT Broker 3

LogData Maintenance

@ & 0g “

[l Device Drivers

Edit the MQTT connection information

User can edit default data through click the Enable button.
The MQTT broker username and password on the cloud connection setting must be
the same as the MQTT broker setting the on the cloud WebAccess.

If WebAccess is installed in the public domain server,please set the public IP address as the

default node IP.
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Project Management

MQTT Broker

Enable

® Yes O No

User Name *

admin
51128

[ Show Password

TLS Port *

8883

Websocket Port *

51328

Websocket TLS Pori *

51329

Project Node Public IP

172.16.8.144

3.2.3 Log
3.2.3.1 System Log

The System Log monitors Project Users' Actions in the Project Manager.

Record Type
e Logln
e | og Out
e Start Node
e Stop Node
e Start View
e Start Draw
e Download database to Node

e Download Graphics
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e Create or Delete SCADA Node

e Create or Delete a Project

e | og Data Maintenance modification
e Create, Delete or update Comport

e Create, Delete or update Device

e Create, Delete or update Tag

e Create, Delete or update other properties

Usage
Search

1. Select the filters for the records you would like to search.
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Project Management

System Log
Filter CLEAR ALL
From
2020.09.29 00:00:00 H
To
2020.09.29 11:31:27 B

Project Mame

All Projects g

Uzer Mame

All Users W

|P Address

All IP Addresses W
Log In/Cut
% Login
% Log Out
Mode
% Start Node
¥ Stop Node
Plugin
% Start View

% Start Draw

-

SUBMIT



e Starting Date - is the Earliest Date the Query will search for records.
e Ending Date - is the Most Recent date the Query will search for records.

* Project Name -If you have multiple Projects, this will limit the project included. (Note —

there is usually only one project in most systems). Use ALL Projects to query records from

all projects.

e Node Name — is the SCADA Node the query is applied.

e User Name — is the Project User. (Note — Only Project Users and admin can access the
Project Manager, download, start/stop nodes.)

e |P Address - IP Address of Node.

e Other — is the Project Manager actions used to configure tags, reports, build graphics, etc.

©o Log In — Project User Logins to Project Manager. (Note — see System Action Log for
user logins to SCADA Node using VIEW).

o Log Out — User logs out of Project Manager

o Start Node — Start SCADA Node

o Stop Node — Stop SCADA Node

o Start View — Use the Start VIEW from Project Manager, SCADA Node Property
page (see System Action Log for user logins to SCADA Node using VIEW outside of
Project Manager or ViewDAQ).

o Start Draw — Start DRAW from Project Manager — SCADA Node Property Page.

o Download database to SCADA Node

o Download Graphics using Graph Only link in SCADA Node Property

o Create or Delete SCADA Node

o Create or Delete a Project

o Log Data Maintenance modification records Project Users changes to frequency and

type of scheduled archive and scheduled data log record deletion.

2. Press "Submit" to query.

Result

The search result will be in form of a table.

Date, Time , Project Name, Node Name , Action, User Name and IP can be ordered by

decending sequence.
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Project Management

System Log
Fitter CLEAR ALL Results (4) 1-40f4 Rows per page = 50 v
o Date Time Project Name Node Name Action User Name IP Address.
02 100 =
20200929 00:00:00 = 20109729 1:2245 Log In admin 172.16.8.12
T
20200929 11:27:48 =] 20009129 1219 Log In admin 17216816
2000020 004238 Update&nbsp; ODBC Log Data Source(bwpdata_Access=>bwpdata_Access) admin 17216816
20009729 09:4235 Undateanbsp; ODBC Log Data Source(mssqi==buipdata_Access) admin 17216816

1P Addre:
All P

Log In/Out

EiLogin

1% Log Out

Node
% Start Node

[ Stop Nods

Plugin

¥ start View

[% Start Draw

SUBMIT

3.2.3.2 Action Log

This shows a centralized Action Log for all SCADA Nodes in the project with Action Log to
ODBC enabled. This is very similar to the Action Log in VIEW and ViewDAQ, but applied to all
SCADA Nodes and Projects. The Action Log monitors Power User, General User, and Restricted
User actions on the SCADA node. Action Log To ODBC or MongoDB must be enabled in the
SCADA node properties.

The Action Log shows:
e User changes to Tags (e.g. setpoint changes, auto/manual and equipment changes).

e User Log-ins to SCADA Node using VIEW and ViewDAQ

From the Project Manager, Project Users can see the Action Log from the Log block of side bar.
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Project Management

Project List

Setting

Bl & gn

Log
ary
System Log

Action Log

Alarm Log

Analog Log

Analog Change Log
Discrete Log

Text Log

Event Log

ary

] Device Drivers

Power Users can also see this Action Log from VIEW using the Tools menu:Right Click -> Tools

—> System Action Log.
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Tools | Help
Report
] Excel Report
| Crystal Report

Scheduler
Classroom Scheduler

Alarm Management System
Event Log

System Log

System Alarm Log
System Action Log
Analog Tag Log
Analog Change Log
Discrete Tag Log
Text Tag Log

Demand Control

All Users can also see this Action Log from ViewDAQ using the menu bar:Tools —> System

Action Log.

Search
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The Action Log can be sorted and filtered by Time, Date, tag, computer, node and IP addresses.

Project Management

Action Log
Filter
From
2020.09.29 00:00:00 =)
2020.09.29 14:23:27 5

Project Name

All Projects g
Tag Name

All Tags »ow
User Mame

All Users b

SUBMIT
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An HTML report is printed.

T i POWERED BY
ADA Project Management ‘ @ @ ‘ WebAccess

Action Log

Filter Results (3) 1-30f3 Rowsperpage | 50 v

Date Time Project Name Node Name Tag Name Action User Name IP Address

From
02 :00:0 =
HRELAE 8 2000028 140803 project nodet Enler VIEWDAQ

2020.09.29 14:11:08 =] 200028 134524 project nodet Enter VIEWDAQ

2010928 134338 project node1 Enter VIEWDAQ

SUBMIT

The system display used by VIEW and ViewDAQ is bwActlog.uti.
The data is contained on the Project Node at drive:\WebAccess\Node\bwPDATA.mdb
The database table is BwActionTable: User action log table.

e ProjNodeld : Unique ID for a SCADA node.

e | ogDate : Date of the record was recorded.

e LogTime : Time of the record was recorded.

e Priority : Not Used.

e TagName : Tag name, if it is tag related record.

e Description : Tag Description

e Action : Description of the User Action

e UserName : The user who made the action

e NodeName : The node that this action happened.

e NodelP : The IP address of the node where the action happened.

3.2.3.3 Alarm Log

This shows a centralized Alarm Log for all SCADA Nodes and all projects with Alarm Log to
ODBC enabled.

From the Project Manager, Project Users can see the Alarm Log from the side bar.
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Project Management

Project List

Setting

Bl & gn

Log
ary
System Log

Action Log

Alarm Log

Analog Log

Analog Change Log
Discrete Log

Text Log

Event Log

ary

] Device Drivers

Power Users can also see this Action Log from VIEW using the Tools menu:Right Click -> Tools

—-> System Alarm Log.
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Tools | Help
Report
] Excel Report
| Crystal Report

Scheduler
Classroom Scheduler

Alarm Management System
Event Log

System Log
System Alarm Log
System Action Log
Analog Tag Log

Analog Change Log l
Discrete Tag Log
Text Tag Log

Demand Control

All Users can also see this Action Log from ViewDAQ using the menu bar:Tools —> System

Alarm Log.

Search
These can be sorted and filtered by Date, Project Name, Node Name, Tag Name, User Name,

Alarm Group and Priority.



Project Management

Alarm Log

Filter
From

2020.09.30 00:00:00 M
To

2020.09.30 11:12:33 |j

Project Name

All Projects bt
Tag Mame

All Tags x v
User Mame

All Users w

Alarm Group

All Groups e

Alarm Prionty

From To
a o g L

SUBMIT
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An HTML report is printed.

WERED BY

ebAccess

SADA Project Management ‘ — ‘ {M

Alarm Log

Filter Results (1) 11001 Rowsperpage | 50 v
Date Time Project Name Node Name Tag Name Alarm Group Alarm Priority Alarm Log User Name 1P Address

From
2020.10.05 00:00: -
HEEOINE LY = 20040105, 135925 500000 node caleAns_tag0ot 0 1 calcAna_tag0d1 - High-High Alarm (5.00, 5.00)

To
2020.10.05 13:59:36 8

SUBMIT

The system display used in VIEW is bwalmlog.uti
The data is contained on the Project Node at drive:\WebAccess\Node\bwPDATA.mdb
The database table is BwAlarmTable: Alarm log table
e ProjNodeld : Unique ID for a SCADA node.
e LogDate : Date of the record was recorded.
e LogTime : Time of the record was recorded.
e Priority : Alarm priority.
e TagName : Tag name.
e Description : Tag Description
e Action : Alarm information
e UserName : User involved in the alarm action.
e NodeName : SCADA Node
e NodelP : Not used.

3.2.3.4 Analog Log

This shows a centralized database for all Analog Tags for all SCADA Nodes in the project

with Data Log to ODBC enabled.

The individual tags must have both Data Log DB enabled and Log to ODBC Frequency must be
greater than zero.

These can be sorted and filtered by Time, Date, and node addresses. An HTML report is
displayed which can be copied and pasted into EXCEL, WORD and other office applications

preserving the cell, column and other formatting.
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From the Project Manager, Project Users can see the Analog Log from the side bar.

Project Management

Project List

Setting

Bl & gn

Log
ary
System Log

Action Log

Alarm Log

Analog Log

Analog Change Log
Discrete Log

Text Log

Event Log

] Device Drivers

Power Users can also see this Log from VIEW using the Tools menu:Right Click -> Tools ->

Analog Tag Log.



Tools | Help
Report
] Excel Report
| Crystal Report

Scheduler
Classroom Scheduler

Alarm Management System
Event Log

System Log
System Alarm Log
System Action Log
Analog Tag Log

Analog Change Log l
Discrete Tag Log
Text Tag Log

Demand Control

All Users can also see this Log from ViewDAQ using the menu bar:Tools —> Analog Tag Log.

Search
The Analog Tag Log contains values of all tags on all Project and All SCADA nodes that have log
to ODBC enabled for the SCADA node and the tags.
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It can be sorted and filtered by Project, SCADA Node, Date, and Tag name.

Project Management
Analog Log

Filter
From

2020.09.30 00:00:00 1=
To

2020.09.530 11:30:08 M
Project Mame

All Projects o
Tag Name

All Tags -
Log Data Source

Default o

SUBMIT
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An HTML report is displayed .

A\ Project Management ‘ ® ® WeI)EAFcE(.‘,[ﬂ;;

Analog Log

Filter Results (9) 19079 Rowsperpage 50 v

Date Time Project Name Node Name Tag Name Maximum Minimum Average Last Value Alarm

rom
2020.10.05 00:00:00 B 20/1005 11:08:10 5000n0 node calcAna_tag0o1 41 ar ) 41 0

To
101 1
Te0 10 i0to0 2011005 11:08:05 5000n0 node calcAna_tag0o1 £ 2 34 £ 0

2011005 11:06:00 500000 node calcAna_tag0o1 31 21 2 k1] 0

20110005 11:05:55 5000n0 node calcAna_tag001 % 2 24 2% 0
20110005 11:05:50 5000n0 node calcAna_tag001 2 7 18 21 0
Tag Name 20110005 11:05:45 500000 node calcAna_tag0o1 16 12 14 16 0

All Tags xv
20110105 11:05:40 5000n0 node calcAna_tag0o1 il 7 9 1 0

20/10/05 11:05:35 5000n0 node calcAna_tag0o1 5 2 4 5 0

2011005 11:05:30 500000 node calcAna_tag0o1 1 1 1 1 0

SUBMIT

The reporting period is always one minute.

The number of samples in the reporting period is fixed at one minute. This is the same as the
record interval in the bwAnalogTable in the ODBC database (default is bwPDATA.mdb). The
number of samples used to make up a record (a one-minute value) is determined by the Tag's
configuration of Log to ODBC Frequency. The Maximum, Minimum and Average values are

based on how many samples at the Log to ODBC Frequency fit into one minute. If log to ODBC

is 1 seconds, then there are 60 samples. If log to ODBC is one minute, then there is one sample.

If communications fails or is very slow, there maybe fewer samples (i.e. if communications can
not keep up with the Log to ODBC Frequency, then there may be fewer than the requested
samples).
The default number of records per page for log displays is to 600.
The display used is bwanalog.uti.
BwAnalogTable : Data log for Analog tag

. ProjNodeld : Unique ID for a SCADA node.

. TagName : Tag Name.

a
b
c. LogDate : Date of the record was recorded.
d. LogTime : Time of the record was recorded.
e

. MaxValue: Maximum value of the recording period.
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f. AvgValue: Average value of the recording period.
g. MinValue: Minimum value of the recording period.
h. LastValue: The Maximum value of the recording period.
i. Alarm: If the tag is in alarm during the recording period.

-2147483648 (Decimal) or 0x80000000 (HEX) means there is no data during the minute
of collection. Otherwise, the value of this field is a LOGICAL OR of all the Alarms that
occurred during the interval.

Alarm Code Alarm Code Description

Decimal Hex
-2147483648 0x80000000 no data during the minute of collection.
2 0x02 Acknowledged Alarm
4 0x04 High High Alarm
8 0x08 High Alarm
16 0x10 Low Alarm
32 0x20 Low Low Alarm
64 0x40 Rate of change Alarm
128 0x80 High Deviation Alarm
256 0x100 Low Deviation Alarm

3.2.3.5 Analog Change Log

This shows a centralized database for all Analog Tags, with Analog Change Log enabled, for all
SCADA Nodes and all Projects.

The individual tags must have both Analog Change Log enabled and the values must exceed the
Analog Change Log Dead Band to be logged.

From the Project Manager, Project Users call the Analog Change Log from the side bar.
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Power Users can also call this Log from VIEW using the Tools menu:Right Click -> Tools —>

Analog Change Log.
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Tools | Help
Report
] Excel Report
| Crystal Report

Scheduler
Classroom Scheduler

Alarm Management System
Event Log

System Log

System Alarm Log
System Action Log
Analog Tag Log
Analog Change Log
Discrete Tag Log
Text Tag Log

Demand Control

All Users can call this Log from ViewDAQ using the menu bar:Tools —> Analog Change Log.

Search
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The data can be sorted and filtered by Tagname, Date, Project, and SCADA Node.

Project Management

Analog Change Log

Filter

From

2020.10.05 00:00:00

[T

To

2020.10.05 11:07:16

Project Name

All Projects g

Tag Mame

All Tags ®w

Lag Data Source

Default L

Event Enable

Milliseconds

SUBMIT
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An HTML report is displayed .

DA Project Management ‘ @ @ ‘ Webi\%ée;s

Analog Change Log

Filter CLEAR ALL Results (9) 19019 Rows per page = 50 v
Date Time Milliseconds Project Name Node Name Tag Name Last Value Alarm
From
2020.10.05 00:00:00 ] 20710105 1:05:43 8 5000n0 node calcAna_tag001 9 0
Ui =] 2011005 1:05:42 9 5000n0 node calcAna_tag00 8 0
2010105 110541 9 5000n0 node calcAna_tagl01 7 0

20110105 11:05:40 9 500000 node calcAna_tag001 6 0

20110105 110539 9 500000 node calcAna_taglo1 5 0

Tag Name 2010105 11:05:38 9 50000 node calcAna_tagh0t 4 0
Al Tag

20110105 110537 9 500000 node calcAna_tag001 3 0

20010105 110536 9 500000 node calcAna_taglo1 2 0

20110105 11:05:35 9 5000n0 node calcAna_tagnot 1 0

SUBMIT

The display used is bwchglog.uti.

BwAnaChglog : Data log for Analog tag

. ProjNodeld : Unique ID for a SCADA node.

. TagName : Tag Name.

. LogDate : Date of the record was recorded.
. LogTime : Time of the record was recorded.
. LogMillisecond: Millisecond of the record.

. LogValue: Value of the recording period.

. MinValue: Minimum value of the recording period.

> Q@ S~ 0 o O T o

. Alarm: If the tag is in alarm during the recording period.

-2147483648 (Decimal) or 0x80000000 (HEX) means there is no data during the minute
of collection. Otherwise, the value of this field is a LOGICAL OR of all the Alarms that
occurred during the interval.

Alarm Code Alarm Code Description

Decimal Hex
—-2147483648 0x80000000 no data during the minute of collection.
2 0x02 Acknowledged Alarm
4 0x04 High High Alarm
8 0x08 High Alarm
16 0x10 Low Alarm
32 0x20 Low Low Alarm
64 0x40 Rate of change Alarm
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128 0x80 High Deviation Alarm
256 0x100 Low Deviation Alarm

3.2.3.6 Discrete Log

This shows a centralized database for all Discrete Tags for all SCADA Nodes in the project
with Data Log to ODBC enabled.

The individual Tags must have both Log Data enabled and Log to ODBC enabled.

From the Project Manager, Project Users can see the Discrete Log from the side bar.

Project Management

Project List

Setting

B & gy

Log

System Log

Action Log

Alarm Log

Analog Log

Analog Change Log
Discrete Log

Text Log

Event Log

[ Device Drivers

Power Users can also see this Log from VIEW using the Tools menu:Right Click -> Tools ->

Discrete Tag Log.
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Tools | Help
Report
] Excel Report
| Crystal Report

Scheduler
Classroom Scheduler

Alarm Management System
Event Log

System Log

System Alarm Log
System Action Log
Analog Tag Log
Analog Change Log
Discrete Tag Log
Text Tag Log

Demand Control

All Users can also see this Log from ViewDAQ using the menu bar:Tools —> Discrete Tag Log.

Search
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The data can be sorted and filtered by Time, Date, and node addresses.

Project Management

Discrete Log

Filter

From
2020.10.05 00:00:00 =
2020.10.0% 11:12:18 |:|

Project Mame

All Projects W
Tag Mame
All Tags ® v

Log Data Source

Default w

Event Enable

Milliseconds

SUBMIT



An HTML report is printed.

WERED BY

SJADA Project Management ‘ @ @ ‘ %ehhpce%s

Discrete Log
Fitter Results (1) 1-10f1 Rows perpage | 50 v
Date Time Milliseconds Project Name Node Name Tag Name Last Value Alarm

rom
2020.10.05 00:00:00 ] 20110005 11:50:34 5 5000n0 node distag001 -1 0

2020.10.05 13:14:43 B

SUBMIT

The display used in VIEW is bwdislog.uti.

Data is recorded on a change of state basis. If the Discrete tag does not change, no data is
recorded. The value of the state may range from 0 to 7 (a 3 bit integer) depending on how

the Discrete Tag length is configured. A typical Digital tag will have two states (0 and 1). To
evaluate the meaning of the state number, you must reference how the tag is configured for

each state descriptor.

Length State Descriptors Used
1-BIT STATE 0 and STATE 1
2-BITS STATE 0, 1, 2, and STATE 3
3-BITS STATE 0 thru STATE 7

For related information, refer to Data Log Trend Display in the System & Template

Displays section.

BwDiscreteTable : Data log for Discrete tags
a. ProjNodeld : Unique ID for a SCADA node.
b. TagName : Tag Name.
c. LogDate : Date of the record was recorded.
d. LogTime : Time of the record was recorded.

e. LogMilliSecond : The millisecond of the time of the record was recorded
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f. LogValue : The value was recorded.
g. Alarm: If the tag is in alarm during the recording period.

-2147483648 (Decimal) or 0x80000000 (HEX) means there is no data during the minute
of collection. Otherwise, the value of this field is a LOGICAL OR of all the Alarms that
occurred during the interval.

Alarm Code Alarm Code Description

Decimal Hex
-2147483648 0x80000000 no data during the minute of collection.
2 0x02 Acknowledged Alarm
512 0x200 Discrete Alarm

3.2.3.7 Text Log

This shows a centralized database for all Text Tags for all SCADA Nodes in the project with Data
Log to ODBC enabled.
The individual Tags must have both Log Data enabled and Log to ODBC enabled.

From the Project Manager, Project Users can see the Text Tag Log from the side bar.
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Power Users can also see this Log from VIEW using the Tools menu:Right Click -> Tools ->

Text Tag Log.
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Tools | Help
Report
] Excel Report
| Crystal Report

Scheduler
Classroom Scheduler

Alarm Management System
Event Log

System Log
System Alarm Log
System Action Log
Analog Tag Log

Analog Change Log l
Discrete Tag Log
Text Tag Log

Demand Control

All Users can also see this Log from ViewDAQ using the menu bar:Tools —-> Analog Tag Log.

Search
The data can be sorted and filtered by Time, Date, and node addresses.



Text Log

Filter
From

2020.10.05 00:00:00
To

2020.10.05 13:39:00

Project Mame

All Projects

Tag Name
All Tags

Log Data Source

Default

SUBMIT

Project Management

i
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An HTML report is printed.

JAA Project Management ‘ ® @ ‘ ;Neharc:éess

Text Log

Filter Results (1) 11011 Rows perpage | 50 v
Date Time Project Name Node Name Tag Name Text Data

2020.10.06 00:00:00 8 2010006 09:17:03 5000n0, node. tagtxt text123

2020.10.06 09:17:25 ]

SUBMIT

The display used is bwtxtlog.uti.

BwTextTable : Data log for Analog tag
a. ProjNodeld : Unique ID for a SCADA node.
b. TagName : Tag Name.
c. LogDate : Date of the record was recorded.
d. LogTime : Time of the record was recorded.
e. TextData : The data recorded.

3.2.3.8 Event Logs

Similar in concept to a Sequence of Events Recorder, The Event log will log user—defined
number of sample before the event and after the event. The data is logged to an ODBC database

on the Project Node.

Project Users can view an Event Log from the Side bar.
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Project Management

Project List

Setting

Bl & gn

Log
ary
System Log

Action Log

Alarm Log

Analog Log

Analog Change Log
Discrete Log

Text Log

Event Log
dfy

] Device Drivers

All Users can also see this Action Log from ViewDAQ using the menu bar:Tools —> Event Log.
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Tools | Help
Report
] Excel Report
| Crystal Report

Scheduler
Classroom Scheduler

Alarm Management System
Event Log

System Log
System Alarm Log
System Action Log
Analog Tag Log

Analog Change Log l
Discrete Tag Log
Text Tag Log

Demand Control

Search

Up to 22 Tags can be logged to a single Event Log based on the status of a single tag (the Event
Tag). Resolution can be from 1 millisecond to 1 hour. The Actual resolution depends on you
computer hardware, network connections and communications to field device (e.g. PLC).

Multiple Event Logs can be configured.

Event Types that will trigger logging include:
e Event Tag >= Reference Value
e Event Tag <= Reference Value
e Event Tag == Reference Value
e Event Tag >= Reference Tag
e Event Tag <= Reference Tag
e Event Tag == Reference Tag (Supports text tag)

e Record Every Sample Interval

Project Management

Event Log

Filter CLEAR ALL
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CTLTTE

2020.10.06 00:00:00 =
To

2020.10.06 09:42:09 =

Project Name

All Projects <

Log Data Source

Default -

Event Log Name

test G

Event Enable

Milliseconds

SUBMIT

102



An HTML report is printed.

/\ Project Management | ® @ ‘ POWERED BY

WebAccess
Event Log
Filter CLEAR ALL Results (2149) 1-500f2149  » Rows perpage | 50 v
Date Time Milliseconds ai01
From
2020.10.06 00:00:00 i ] 2010006 00:4208 0 -1000.00
2020.10.06 09:42:09 =] 20/10/06. 09:42:08 0 -1000.00
2010006 09:4207 0 -1000.00
Proje
20/10/08 09:42:08 0 -1000.00
20/10/08 09:42:05 0 -1000.00
20/10/08 09:42.04 0 -1000.00
20/10/08 09:42:02 0 -1000.00
20/10/08 09:42:02 0 -1000.00
Event Enable
20/10/08 09:42:01 0 -1000.00
Milliseconds
20110005 09:41:45 0 -1000.00
20110005 09:41:45 0 -1000.00
20110005 09:41:44 0 -1000.00
20110005 09:41:43 0 -1000.00
20110005 09:41:42 0 -1000.00
20110005 09:41:41 0 -1000.00

3.2.4 Device Drivers

Device Driver is setting Parameter of Device Type and Block.

Expand Device Driver block in Side bar.

Project List
Setting Ee

Log

Device Drivers

=iz
&
S
]

A101

ABMLGX

ABPLCS

ABPLCEIP

ABSLCS
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AceFAMS3
ADAMZK
ADAMAK
ADAMS560
ADAMSKASC
ADAMSKE
ADAMBE
ADMIO
AdvDAinfo
AdvPAC
AEG000
Agi34972A
AlienRFID
APAX I

APAX5580

3.2.4.1 Add Parameter

This section assumes you have started Internet Explorer 6.0 or later Web Browser and connected
to your Project Node.

e Pick on your Device Type (for example, pick Modicon if you are to create a parameter for

your Modbus Driver).

e The Parameters Set for the Device Type (driver) opens.
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Project Management

Device Driver > Modicon Q
Modicon “ | Parameter List Block List
MsysRX + 22 2 i
Insert analog  discrete text
MTConnect
O Parameter Type Paramater name Address Description
OmronC
|| Al 30001 A
OmronCJ
|| A0 40001 A0
OmronCP
OmronCS [m} 101 30001 101
OmronCV [m} 102 30002 102
OmronE5 o 103 30003 103
OmronEIP
O 104 30004 104
OpcBw
O 105 30005 105
OPCUA
PS600 [m] 106 30006 106
RIALLINK a 107 30007 107
SharpJW = 108 30008 108
SiemCNC
[m] 109 30009 109
SiemLogo
[m] 1o 30010 "o
SiemS7
Siems72 a m 30011 "
SUSI_WA a 12 30012 "2

Quntarl 1A

e Click insert button. The Create Parameter dialog opens.
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= Project Management

Device Driver > Modicon

| Modicon “|  Parameter List Block List
MsysRX -
Insert
MTConnect
L Parameter Type Parameter name
OmronC —
= (__anatog ) Al
Omran(.]

Create Parameter

* Required

Farameter Type

Analog parameter

Parameter name *

Description

Description

Address Template
00001

Address *

Scan Type

Constant Scan

Conversion Code

Unsigned Integer

CAMNCEL SUBMIT
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e Select a Parameter Type from the Pull Down List.

Create Parameter

* Requirad

Paramater Type

Analog parameter h. A

Analog parameter
Discrete parameter
Text parameter

This is the first step in creating a Parameter. The important thing is to get the Data type
correct, you cannot change from Analog to Discrete to Text. All other properties can be
changed.

Analog parameter is at least 4 bits of data and greater (up 16 bits or 32 bits depending on
the driver) that are interpreted as numbers. Floating—point numbers and any value over 7 must
be created as an Analog Type.

A Discrete parameter is 1 to 3 bits of data and is interpreted as "digital" (0 or 1) or as a
"discrete" integer between 0 and 7.

Text parameter is data read as ASCII strings. The size is dependent on the driver, but always

less than 70 characters.

e |fyou select a Discrete or Text type parameter, the Page will change to the appropriate
page for Discrete of Text type parameters.
e Refer to the Following Sections for Analog, Discrete and Text Parameter Properties for a
description of each entry on the Page.
o Analog Parameter Properties
o Discrete Parameter Properties
o Text Parameter Properties
¢ Press Submit when you are finished entering Data.

® You can edit parameters using the Parameter Properties.

3.2.4.2 Edit Parameter Set

e Pick the Device (for example, pick Modicon)

e The Parameter set for the selected device appears.
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Project Management ‘ ® ® ‘ POWERED BY

WebAccess
Device Driver > Modicon Q
Modicon *| Parameter List Block List
Meyshx g 22 2 1
Insert analog  discrete  text
MTConnect
[=] Parameter Type Parameter name Address Description
OmronC =
() (e ) TEXT 40001 TEXT
OmronCJ
[E ( discrete ) DI 10001 ol
OmronCP
OTIONES =] ( ascrete ) DO 00001 Description
OmronCV 5 | Al 30001 Al
OmronES O AO 40001 A0
OmronEIP
m) analo; ) 101 30001 101
OpcBw
Sl [m] analog ) 102 30002 102
PS600 O analo ) 103 30003 103

Parameters are organized by type, and then listed alphabetically. Digital or Text type
parameters are listed separately from Analog parameters (and listed separately from each
other). If you created a parameter and don't see it listed alphabetically with your analog

parameters, try scrolling down to the Digital and Text parameters for your parameter type.

e C(Click update button.

Project Management

Device Driver > Modicon

Modicon “ Parameter List Block List
MsysRX - A Ty
Insert Edit Delete
MTConnect
(m| Parameter Type Parameter name
OmronC —
(_ analog ] Al
OmronCJ
O ( analog ) AO
OmronCP —

e The Parameter Properties dialog opens.(for example, pick Analog Parameter Properties)

o Analog Parameter Properties
o Discrete Parameter Properties

o Text Parameter Properties
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Create Parameter

* Required

Parameter name *

Al

2/8

Description
Al

2163
Address Template
30001 v
Address *
30001

5f50
Scan Type
Constant Scan v
Conversion Code
Unsigned Integer v

Start Bit *
0

i re

CANCEL SUBMIT

e Press Submit when you are finished entering Data.

individually.

3.2.4.3 Add a Block Type

Parameters in an existing Tag or Block, you will have to update those tags and Blocks

Modifications to the Parameter Properties will only affect New Tags and Blocks. To modify the
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This section assumes you have already created the PARAMETERS you plan to group into a Block
type. Please refer to Add Parameter section for information about building Parameters to use in
your Block Type Template.

e Pick on your Device Type (for example, pick Modicon if you are to create a parameter for
your Modbus Driver).

e The Parameters Set for the Device Type (driver) opens.

i POWERED BY
Project Management ‘ ® @ WebAccess
Device Driver > Modicon Q
Modicon *| ParameterList  Block List
MsysRX +
Insert
MTConnect
m] Block name Description analogNo discreteNo textNo
OmronC
m] Al20 20 0 ]

OmronCJ
OmronCP
OmronCS
OmronCV
OmronES
OmronEIP
OpcBw

OPCUA

e Select Block List, and click insert button.

Project Management

Device Driver > Modicon

Modicon “| Parameter List Block List

MsysRX +

Insert

MTConnect

O Block name Description analogNo
OmronC

O Al20 20
OmronCJ
OmronCP

OmronCSs

e The Create New Block dialog appears.
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* Reguired

Block name *

Create New Block

Description

Oa
a0
1 101
7102
[ 103
[ 104
[ 105
[ 108
1 107
[ 108
[ 109
110

Al

AD

101

102

103

104

105

106

107

103

109

110

08

[[] Parameter name Description

Label: eanalog ediscrete »text

Address

30001

40001

30001

30002

30003

30004

30005

30006

30007

30008

30009

30010

0/32

[[] Parameter name Description Address

CANCEL SUBMIT

e Enter a Block Name for Your Block Type. Pick a name that is descriptive of its function. This

name will also have to match the Block Detail Display if you are planning to use the Block

Detail Display in your Project.

The Name will become the Block Type referenced when you create Block Tag. Typical Block
Types include PID, CASCADE, VAV, AHU and PUMP. You can use the tag field BTYPE to read the
BTYPE of an existing Block during the run-time VIEW.

It is possible to use the same BTYPE in to different devices. This may cause difficulties with
the GOTO Block Detail Display. If a Block Detail Display is named after this block, it can be
called used the GOTO BDETAIL command in pushbutton keymacros, the GOTO Dialog Box and

scripts

e Check the Parameters you want group into this Block Type.

e Select Submit when finished.
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3.2.4.4 Edit Block Type

This section assumes you have already created the PARAMETERS you plan to group into a Block

type. Please refer to Add Parameter section for information about building Parameters to use in
your Block Type Template.

e Pick the Device (for example, pick Modicon)

e The Parameter set for the selected device appears. The Blocks are listed at the bottom of
the page (you may have to use the scroll bar to see them).

/\ Project Management

Device Driver > Modicon

Modicon * | Parameter List Block List
MsysRX —+
MTConnect
OmronC
[m] Al20 20 0
OmronCJ
OmronCP
OmronCS
OmronCV
OmronES
OmronEIP
OpcBw

OPCUA

e Select Block List and click edit button.

Project Management

Device Driver > Modicon

Modicon “| Parameter List Block List
MsysRX _|_ B '@‘
Insert Edit Delete
MTConnect
Block name Description analogNo
OmronC
Al20 20
OmronCJ
OmronCP
OmronCS$S

e The Update New Block dialog appears.
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Create New Block
* Required
Block name * Description
Al20
48 0/32
[] Parameter name Description Address [Z] Parameter name Description Address
O a Al 30001 = 04 101 30001 =
[ ao AOQ 40001 102 102 30002
O o Dl 10001 103 103 30003
O oo Description 00001 104 104 30004
[ TexT TEXT 40001 [ 105 105 30005
[ ios 106 30006
é w7 107 30007
] los 108 30008
[] 109 109 30009
1o 110 30010
0 m 11 30011
i M nz 112 30012 T
Label: = analog ediscrete »text
CANCEL SUBMIT

e You can add or delete Parameters from your Block Type by checking the box next to each
parameter name.
e Changing the name will rename the Block Type. It will not create a new block.

e Select Submit when finished.

Changes to Block Type will only affect New Blocks that you create. You must re—create existing

Blocks using this new Block Type in order to add parameters to an existing Block Tags.
If you rename your Block Type, you must rename the Block Detail Displays you have created.

Any previous Block Tags created with the old Block Type Name will still have the reference to

the old Block Type name, which may affect your Block Detail Displays.
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4. Project Configuration (Project Node)

Project Organizational Chart

You can see the project organizational chart after you click the project name on project list. If

this is the first time you configure this project, you will see the project name you clicked on the
left.

Project Management ‘ @ @ ;N(‘I)EQFGEC%ESS
Project Q
+ & &
Insert Edit Viewers
Project Node Comport/Point Device Tag/Block Project Property

F; Project Name

Project Description

Project Node IP Addrass

PC991207

Project Primary TCP Port

4592

Project Tmeout (Unit:Seconds

0

Remote Access Code
Project Node HTTP Port
0

Log Ghanges to System Log

No

Project Property shows project details such as Project Node IP Address, TCP Port..., etc.

= POWERED BY
Project Management ‘ @ @ Wehfﬁciess
Project Q
+ & i)
Insert Edit Viewers
Project Node Comport/Point Device Tag/Block Project Property

. Project Name

Project Description

Project Node IP Address

PC991207

Project Primary TCP Port
4592

Project Tmeout (Unit:Seconds)

0

Remote Access Code
Projeet Node HTTP Port
0

Log Changes to System Log

No

You can search any tags or blocks on the tag search box.
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RED BY

Access

Project Management ‘ ® @ ‘ ;\u;eh

Al _
+ @ i)
Insert Edit Viewers
Project Node Comport/Point Device Tag/Block Project Property

= Project Name

Project Description

Project Node IP Address
PC991207

Project Primary TCP For

4592

Project Timeout (UnitSeconds)

0

Remote Access Code
Project Node HTTP Port
0

Log Changes o System Log

No

The complete project organizational chart generated when you finish related configuration. The
first layer is Project

Project Management

WebAccess
Project > node01 Q
oE & @ [SUR 2 & B @ e & @ M
Insert Edit Delele Tag Trend Alarm Report Map Server Program Log ‘Connector More. Draw Viewer Download Export
Project Node Comport/Point Device Tag/Block Node Property

MNode Nam
Project node01 Port1(SERIAL) device01 Tag(1) M;m )

Block(0) Node Description
Port2(TCPIP) device02 Tag(0)

Block(0)

C991207

D u

Remote Access Code

Tag(0)

Advanced v

node02 ®
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layer. The functions including Insert, Edit and Viewers on the upper banner.

- P BY
Project Management ‘ ® @ ‘ WebAccess
Project > node01 Q
- e @ [CUR * 2 & B @ o @ @
Insert Edit Delele Tag Trend Alarm Report Map Server Program Log ‘Connector More Draw Viewer Download Export
Project Node Comport/Point Device Tag/Block Node Property
MNode Name
Project node01 @ Port1(SERIAL) device01 Tag(1) node01
Block(0) Node Description
Port2(TCPIP) device02 Tag(0)

Block(0)

SCADA Node IP Address
PC991207
Remote Access Code

Tag(0)
Advanced v

node02 ®

The second layer is Node layer. Node bar show on the upper banner. You can

Insert Comport/Point here.

Project Management

Project > node01 Q
A SRl o B @ [E4 @
Insert Edt  Delete Tag Trend  Alam  Repot  Map  Sever Progiam  Log  Commector  More Draw  Viewer | Downioad  Export
Project Node Comport/Point Device Tag/Block Node Property
Project node01 @ Port1(SERIAL) device01 Tag(1)
Block(0) Node Description
Port2(TCPIP) device02 Tag(0) Nede Primary TCP Port
4592
Block(0) _—

DA Node IP Address

PC991207

Remote Access Code

Tag(0)
Advanced v

node02 ®

The third layer is Comport/Point layer. You can insert the device under the comport or point

you selected.
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Project Management

Project > node01 Q
o= & o (LI ) o B & [ @
Insert Edt  Delete Tag Trend  Alam  Repot  Map  Sever Progiam  Log  Conmector  More Draw  Viewer | Downioad  Export
Project Node Comport/Point Device Tag/Block Node Property
X X Node Name
Project node01 Port1(SERIAL) device01 Tag(1) st
Block(0) Node Descr
Port2(TCPIP) device02 Tag(0)
Block(0)
t Poin Tag(0)
Advanced v
node02 ®

The fourth layer is Device layer. You can insert the tag and block under the device you selected.

Project Management

Project > node01 Q
+ A SRl o B @ [E4 @
Insert Edt  Delete Tag Trend  Alam  Repot  Map  Sever Progiam  Log  Commector  More Draw  Viewer | Downioad  Export
Project Node Comport/Point Device Tag/Block Node Property
5 9 Node Name
Project node01 Port1(SERIAL) device01 Tag(1) nodeo1
Block(0) Node Descr
Port2(TCPIP) deviced2 Tag(0)
Block(0)
Tag(0)
Advanced v
node02 @
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The fifth layer is

Project Management

Project > node01

+ & @ @ D E &

Insert Edit Delete Tag Trend  Alam  Repot  Map

Project Node Comport/Paint

Project node01 [ Port1(SERIAL)

Port2(TCPIP)

node02 ®

B

Server  Program

Device

device01

device02

Tag(0)

Log

D I

Connector  More.

Tag/Block

Tag(1)

Block(0)

Tag(0)

Block(0)

Q
©
Draw Viewer

Node Property

Mode Name

node01

Mode Description

Advanced

Tag/Block layer. You can enter the Tag List/Block List page when you click Tag/Block.

Project Management

@

Download  Export

v

Project > node01

+ @ @ @ 9 EH &

Insert Edit Delete Tag Trend  Alam  Repot  Map

Project Node Compert/Paint

Project node01 [} Port1(SERIAL)

Port2(TCPIP)

node02 ®

Server  Program

Device

device01

device02

Tag(0)

Add SCADA Node

1. Select your Project.

2. Click Insert classification on top banner, then select New Node.

B

Log

g_) wes

Connector  More

Tag/Block

Tag(1)
Block(0)
Tag(0)

Block(0)

@ @
Draw  Viewer | Downioad  Export
Node Property
Node Name
node01
Node Description

Advanced v
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Project Management

Project Q

Comport/Point Device Tag/Block Project Property

Project Narme
Project

Project Description
Project Nods IP Addres
PCY91207

oject Primary TCP Port

4592
Proect Timeout (Unit Seconds
0

Remote Access Code

Project Node HTTP Port

0g Changes to System Log
No

3. You will see the Create New SCADA Node dialog.

Create New SCADA Node
* Required
Redundant Node Primary Node
Email(SMTP) ® Yes
Email(POP3) _
Primary Node Name *
Alarm
Action Log i15
Data LDg Mode Description
System
0732
ViewDAQ ; : ; .
Primary TCP Port * Secondary TCP Pori * Node Timeout (Unit-Seconds) *
HUPCE SOATR 4592 14592 0
4/5 5/5 115
SCADA Node |P Address *
PC991207
864
Remote Access Code
0/32
Retype Remoie Access Code
CANCEL SUBMIT

4. Enter a Node Name for this SCADA node. This is the name that users will see in the caption
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bar of VIEW and use to select this node from a list of nodes if your have multiple SCADA

nodes.

Note — The Project Name with the SCADA node name appended to it will appear in ViewDAQ and

DrawDAQ menu lists (ProjectName_NodeName).

5.
6.

10.

11.

12.

13.

14.

Optionally, enter a Description.
Enter the IP address of the SCADA node. The Project Node IP Address appears by default.
Be sure to enter the IP Address of the SCADA node. You can also use a URL or Computer

Name.

. If connecting through a Firewall, enter the Primary Port Number of a TCP port assigned by

your system administrator. If not using a Firewall, accept the default: 0. Note that 0 means

the default primary port number (4592).

. If connecting through a Firewall, enter the Secondary Port Number of a TCP port assigned

by your system administrator. If not using a Firewall, accept the default: 0. Note that 0

means the default secondary port number (14592).

. Advantech WebAccess/SCADA uses the HTTP port plus requires 2 additional TCP ports; do

not use the same port number for both primary and secondary ports if you are connecting
through a firewall.
Firewalls — Three (3) TCP ports are required. Typically port 80 is already open, this is the
port for HTTP (web and ASP pages). Advantech WebAccess/SCADA needs two additional
ports:

a. Primary port (default 4592) for file transfer

b. Secondary Port (default 14592) for real-time data
Port Mapping and Network Address Translation (NAT). This is were Private IP addresses of
a corporate intranet use a single public IP address. The same ports described for firewall
must be mapped in NAT also. For more information, see TCP Ports & Firewalls and Routers &
NAT in the Security Section of this Manual or the Configuration Manual.
It is recommended to accept the default Node Time Out. 0 means the default value is used
(15 seconds). SCADA Node Time out can range from 1 to 60 seconds. This is the time for
normal communications between the SCADA Node and a VIEW Client, the Project Node and
the ASP Server. If you have a very slow network connection between the Project and SCADA
nodes, you may have to increase this value.
Enter the Remote Access Code for the SCADA node entered during software installation of
the SCADA node software. The Project Nodes Remote Access Code appears by default. The
SCADA Node and Project Node do not necessarily have the same Access Code. This Remote
Access Code is to prevent unauthorized use of your SCADA node. This code was established
when the SCADA Node software was installed.
Leave the information about Alarm Log, Printers, Action Log, Alarm Beep, email and other

fields blank for now.
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Create New SCADA Node

* Required

Primary Node
Email(SMTP)
Email(POP3)
Alarm

Action Log
Data Log
System
ViewDAQ
Super SCADA

REDUNDANT NODE

Redundant Node

® Yes O No

Backup Node Name *

0/15
Node Description

0/32
Primary TCP Port * Secondary TCP Port * Mode Timeout (Unit:Seconds) *
4592 14592 0

455 5/5 15

Backup Node IP Address *

0i64
Remote Access Code

0/32
Retype Remote Access Code

CANCEL SUBMIT

ports and remote access code.

16. If you want more setting, the left navbar has other classifications: Email(SMTP),

Email(POP3), Alarm And Action, Data log, System, View and Super SCADA and SCADA.

Choose Yes on Redundant SCADA Node if necessary. Enter its IP address, node name, firewall
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Create New SCADA Node

* Required
Primary Node PRIMARY NODE
Redundant Node Primary Node
Email(SMTP) ® Yes
Email(POP3) ;
Primary Node Name *
Alarm
Action Log 015
Data ng Node Description
System
0/32
ViewDAQ _ | _
Primary TCF Port * Secondary TCP Port * Mode Timeout (Unit:Seconds) *
Super SCADA 4592 14595 "
4i5 55 15
SCADA Mode |P Address *
PC991207
8164
Remote Access Code
/32

Retype Remoie Access Code

CANCEL SUBMIT

18. Enter Email(SMTP) information in this block.
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Create New SCADA Node
* Required
Primary Node Email (SMTP)
Redundant Node Cutgoing Email (SMTF) Server Email Address
Email(SMTP)
0/80 064
Email(POP3)
Email Account Name Use SSLTLS
Alarm
O Yes ® No
Action Log 0/64
Data Log Email Password Retype Email Password
System
0/64 064
ViewDAQ
Email From Email Port
Super SCADA 0
0/64 118
Report Email To Report Email CC
0/64 064
Alarm Email To Alarm Email CC
0/64 064
CANCEL SUBMIT

19. Choose Yes on Reply Alarm Email To Ack, then you can enter the Email(POP3) information
in this block.
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Create New SCADA Node

* Required

Primary Node

Email(POP3)

Redundant Node
Email(SMTP)

Reply Alarm Email To Ack

® Yes O No

Email(POP3)

Alarm

Action Log
Data Log
System
ViewDAQ
Super SCADA

Incoming Email (POP3) Server *

Email Account Name *

Check Email Every (Unit:Seconds)
60

0/32 0r32

Global Script Via Email

O Yes ® No

Incoming Email (POP3) Server Email Port
0

Incoming Email (FOP3) Server Use SSL/TLS

O Yes ® No

Email Password

132

Retype Email Password

CANCEL SUBMIT

20. Choose Yes on Global Script Via Email, if you need. The Global Script Security Code
and Retype Global Script Security Code is required when Global Script Via Email option

status is Yes.
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Create New SCADA Node
* Required
Primary Node Email(POP3)
Redundant Nade Reply Alarm Email To Ack s
Email(SMTP) O Yes @ No
Email(POP3) ) _ _
Incoming Email (FOFP3) Server * Email Account Name *
Alarm
Action Log 0/32 032
Data Log Check Email Every (Unit:Seconds)
60 v
System
ViewDAQ Global Script Via Email
Super SCADA ® Yes O No
Global Script Security Code * Retype Global Script Security Code *
032 0132
Incoming Email (POF3) Server Email Port Incoming Email (FOP3) Server Use SSLITLS
0 O Yes ® No
1732
Email Password Retype Email Password
CANCEL SUBMIT

21. Enter Alarm information in this block.
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Create New SCADA Node

Beep Interval (Unit-Seconds) *

* Required
Primary Node Alarm
Redundant Node Alarm Voice
Email(SMTP) None v
Email(POP3) Alarm Log
ToODBC O Yes ® No  ToPrinter Disables  ToFile ® Yes O No
Action Log
Minimal Alarm Log Priority
s ke To ODBC To Printer ToFile 0 v
System
ViewDAQ Send Alarm To Mobile Phone Alarm To Mobile Phone By Project
None v
Super SCADA O Yes @ No

Beep Duration (Unit-Hz) *

22. Enter Action Log information in this block.

10 500
2/8 38
Beep Frequency (UnitMilliseconds) * Lines Per Log Page {Unit Lines)
384 b
a8 215
Alarm Summary When User Level == Tag Level Ack Alarm By Return To Normal
M Yae @ NA M Yae @ Na =
CANCEL SUBMIT
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Create New SCADA Node

* Reguired

Primary Node | Action Log
Redundant Node Action Log
Email(SMTP) ToODBC O Yes ® No  ToPrinter Disable ¥  ToFile @© Yes O No
Email(POP3)

Alarm

Data Log

System

ViewDAQ

Super SCADA

CANCEL SUBMIT

23. Enter Data Log information in this block.
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Create New SCADA Node

* Required
Primary Node DATA LOG
Redundant Nade Data Log To ODEC Lise RTDE For Data Log
Email(SMTP) O Yes ® No ® No O RTDB Q InfluxDB
Email(POP3) _ _ ! _
Disable All Second Data Log Disable Deadband Checking For Minute Data
Alarm
QO Yes ® No O Yes ® No
Action Log
Data Log Trend Keep Lasi Value
System O Yes ® No
ViewDAQ
Data Log Interval (0:Record data by deadband)
Super SCADA 0 v ® Seconds O Minutes

Data Log Folder (Shared Network or Local Folder, Example: WServeriShared Foider. Blank is default Location.)

0/128

Data Log Starting Year *

2020

4/4

CANCEL SUBMIT

23. Enter System information in this block.
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Create New SCADA Node

* Required
Primary Node System
Redundant Node Printer Control String -
Email([SMTP)
0i64

Email(POP3)

Restore Tag Scan Status Timeout (Unit:Minutes) * Restore Alarm Status Timeout (Unit: Minutes) *
Alarm 0 0
Action Log 116 16
Data LDg Cnline Change Tag Field To DataBase Sync Time With Project Node
ViewDAQ ) _ )

Disable Task Switch Keys Encode Script
Super 5CADA

O Yes ® No O Yes ® No

Sawve Dsp File To Project Node

® Yes O No

Start Up Oplion

@® None O Kernel O Kemnel with View

Google Map AF| Key

CANCEL SUBMIT

24. Enter ViewDAQ information in this block.
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Create New SCADA Node
* Required
Primary Node ViewDAQ
Redundant Node Analog Tag Tooltip Setting
Email(SMTP)
0/64
Email(POP3) ) -
Discrete Tag Tooliip Seiting
Alarm
Action Log 0764
Data LDg Text Tag Tooltip Setting
System
/64
ViewDAQ ) _ _ -
Maximum Number Of Client Computers * View Auto Logout Timeout (Unit: Minutes) *
Super SCADA 32 0
214 16
Datalog Alarm Line
O Yes ® No
Toolbar Tooltip
O Yes ® No
Allow Same User To Login From Different Computers
CANCEL SUBMIT

25. Enter Super SCADA information in this block.
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Create New SCADA Node

* Required
Primary Node Super SCADA
Redundant Node Modbus Listening Port *
Email(SMTP) 0.8
8
Email(POP3) _
Send Where | Am To Port (Port1;Port2)
Alarm 0
Action Log 18
Data Log Send Where | Am To IP Address (IP1.1P2)
System
0/64
ViewDAQ
Send Where | Am Every (Frequence1;Frequence2) (Unit:Seconds)
Super SCADA 0
16

CANCEL SUBMIT

26. You will see the node under the project.

Project Management

Project Q
+ @ i
Insert Edit Viewers
Project Node Comport/Point Device Tag/Block Project Property
Project Name

Project Description
Project Node IP Address
PC991207

Project Primary TCP Port
4592

Project Timeout (Unit:Seconds)
Remote Access Code

Project Node HTTP Port

Log Changes fo System Log
No

131



Import SCADA Node

Imports a SCADA node from another Project. All Tags, Blocks, Graphics, Scripts, Keymacro

Files, Recipes, Schedules, etc. Everything. Import SCADA Node allows you to both Merge
Projects and Split projects up.

1. Select your Project.

2. Click Insert classification on top banner, then select Import Node.

A[DAA Project Management

i ® @ | wéﬁiﬂbcess

5000no Q
-+ £ )
mert | Em | viewars
Node Comport/Point Device Tag/Block Project Property
5000n0
oiect Descri
PC991207
4582
0
Froject Hode HITP
]

JADA Project Management

POWERED BY
@ @ ‘ WebAccess

5000n0 > Import Node

Import (Remote) SCADA Node

Project Node IP Address *

3. Enter IP address or URL of remote Project Node.
4. Enter Project Primary TCP Port .
5. Enter Remote Access Code.

Note — A Remote Access Code prevents others from copying your SCADA node

6. A new page appears listing SCADA Nodes in the remote project.
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= Project Management ‘ ® @ ‘

Project > Import Node

Import (Remote) SCADA Node
a Import Source Project Name Source Node Name Source Node Description Target Node Name
[m] aproj nd3 ® na3
[m] aproj node ® node
[m} From144 node ® node
[m] newproj newnode2 ® newnode2
[m} newproj testnode ® testnode
[m} Tag20000 nodetest ® nodetest
o Tag5000 node ® node

7. Optionally, check Import box to import all SCADA nodes.
8. Check the box for each SCADA node to be imported (if you are not importing all SCADA
nodes.
9. Optionally Rename the new SCADA Nodes to be imported.
10. Submit.

11. A dialog will show progress of the import.

Import Node

Start to import node:nodetest

12. A success report should appear.
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Project Management

Project > Import Node

Imported SCADA Node List [ oone |
Source Node Name Target Node Name Description status
nodetest nodetest Import Primary SCADA Node (/]

Upload SCADA Node

= Project Management ® ®
Project001 Q

+ & &

Insert Edit Viewers

New Node Project Property

Import Node

Upload Node Project Name
- Project001

Project Description
Project Description

Project Node IP Address
PC070902

Project Primary TCP Port
0

Project Timeout

0

Remote Access Code

Project Node HTTP Port
0

Log Changes to System Log
No

1. Select your Project.
2. Click Insert classification on top banner, then select Upload Node.
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Project Management | @ ® ‘ L;Jéi;Aéceﬁé

Project Q
+ B @&
Insert Edt Viewers
= . Node Comport/Point Device Tag/Block Project Property

Project Name

Project

ject Descriptio

roject Nod

PC991207

4592

3. Enter Project Node IP Address, Project Primary TCP Port and other information.

Project Management ‘ @ @ ‘

WebAccess

Project > Upload Node

Upload Remote Node

Project Node IP Address *

Project Primary TCP Port *

4582

Project Timeout (Unit:Seconds) *

0

Remote Access Code

Madbus Listening Port *

o

Upload Options
® All Tags O Only Alarm Tags
O Log Data

O Log To ODBC

O Include Alarm Group

O Upload Real Trend Group

O Upload Data Log Trend Group

® P italarm Q Sy ize alarm and Alarm log O Synchronize alarm without Alarm Log

® Independent Point Property O Synchronize Point Property

O Sync Datalog Trend

4. Submit.

Edit SCADA Node

1. Select your Project.
2. Click Edit on top banner.
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= Project Management ‘ ® @ ‘

Project Q
aF 4 i)
Insert Edit Viewers
Project Node Comport/Point Device Tag/Block Project Property
Project Name
Prod
Project Description
Project Node IP Address
PC991207
Project Primary TGP Port
45092

Project Timeout (Unit Seconds)
Remote Access Code
Project Node HTTP Port

Log Changes fo System Log
No

Edit Project

* Required
Project Name * Project Description
Project
Ti32 032
Project Primary TCP Port * Project Node HTTF Port *
4592 0
475 15
Project Mode IP Address ® Project Timeout
{(Unit:Seconds) *
PC991207
&/64 0
15
Remote Access Code Retype Remote Access Code
032 o3z

Log Changes to System Log

O Yes ® No

CANCEL SUBMIT
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3. Modify the information you need.
4. Submit.

Add Viewers

1. Select your Project, then click Viewers on top banner.

Project Management ‘ ® @ ‘ web?c%eéé
Project Q
+ @ fia)
= s | viewes

Project Property

Project Name:
Project Description

Node00z @

Project Node IP Address

PC090801

Project Primary TCP Port
4592

Project Timeout (UnitSeconds:
0

Remote Access Code

Project Node HTTP Port
0

Log Changes to System Log

No

2. Click Add and select Add User.

- POWERED BY
Project Management WebAccess
Project > Viewers Q
. =
+ 1 0 0 0 [0}
Ada Romin  Power  General Restcted | Downlosd  Export
e Desetton e e —
Bueelln 3 admin Al
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3. Select User Type.

Add User Power User

BASIC INFOMATION

Graphic Page Access.

Dashboard Page Access

Power User

General User
Restricted User

CANCEL  SUBMIT

e Power User
a. Access all user—built displays through Web Browser.
b. All System Displays including Action Log, Alarm Log, User Programs and Station Status
Displays through Web Browser.
c. Access all tags through Point List through Web Browser.
d. Can View Scheduled Reports and ODBC Logs from the Tools Menu in VIEW.

e General User
a. Access all user—built displays through Web Browser.
b. Cannot view System Displays: Action Log, Alarm Log, User Programs and Station Status
Displays through Web Browser.

c. Access all tags through Point List through Web Browser.

e Restricted User
a. Must be assigned a default graphic on each SCADA in order to access any graphic
displays on that SCADA Node through Web Browser. If no default graphic assigned,
users cannot access that SCADA Node.
b. Access only Specified Displays through a web browser. A maximum of 100 displays are
available to a restricted user through a web-browser connection. (20 plus the default
graphic).

c. Access Point Detail and Block Detail Display of any tag on those graphics.
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d. Cannot view Alarm Summary, Overviews, Faceplates Groups, Trends or Alarm Groups
through Web Browser.

e. Cannot view System Displays (Action Log, Alarm Log, User Programs and Station
Status Displays) through Web Browser.

f. Cannot view Scheduled Reports, Scheduler, Logs or other functions from the Tools
Menu through a Web Browser.

g. Can view only tags appearing on assigned graphic displays in the Point List.

h. Acknowledge Alarms on assigned Displays with ACK enabled under Graphic Page Access
(User Properties) by an engineer or technician using Project Manager.

i. Change Values on assigned Displays with Change enabled under Graphic Page Access
(User Properties) by an engineer or technician using Project Manager

j. Display access restrictions apply only to Web Browser based clients. Restricted User
can view all displays and can acknowledge all alarms in ViewDAQ (local SCADA node).

k. Restricted user account can be assigned different Display access on each SCADA node.
If the user is to access multiple SCADA nodes in your project, the user account must be
assigned at least one display on each SCADA node. Having access to one SCADA node

does not guarantee access to other SCADA nodes in the system.

4. Enter the information in Basic Information block.

Add User Power User
* Required

BASIC INFOMATION

Security Area & Level User Name *

View Security

Node Access

‘Graphic Page Access.

Dashboard Page Access

CANCEL  SUBMIT

5. The Password can be up to 8 characters and is case sensitive. There is no way to view the
existing password. If you forgot it, you have to set a new password.

6. Enter the information in Security Area & Level block.
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Add User Power User
* Required

SECURITY AREA & LEVEL ————————————————————— Tag List

Basic Infomation

Security Area & Level Security area ‘security level

View Security
Area 0 0
Node Access conTxtTag001

‘Graphic Page Access 0 serialNoTag001

Dashboard Page Access

0

CANCEL  SUBMIT

7. Area corresponds to the Security Area the tags are assigned a user may change. To change
the value of a Tag, users must be assigned a Security Level greater or equal to the Level
assign to the Tag in the same Area the Tag is assigned. A user may have a different Level
for each Area of the project that the user is to access. Security Level can be from 0 to 127.
(127 = admin) How many Areas you divide your plant by your design. Many projects start
with only one Area (Area 0). Area 0 is the default for tags. You can leave unused Areas
unchanged and fill in Level only for Areas that apply.

8. You can search current area tag in Tag List box.

Add User Power User
*Required

Basic Infomation SECURITY AREA& LEVEL ———————————————————— | Tag List

Security Area & Level Security area Security level Q. con

View Security 0 0 conTxiTag001
Area 0
Node Access

‘Graphic Page Access 0
Areat
Dashboard Page Access

0

CANCEL  SUBMIT
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9. Select Security Level in every area.

Add User Power User
* Required

Basic Infomation SECURITY AREA & LEVEL

Security Area & Level Security area Security level

View Security

Tag List

Area 0

Node Access conTxtTag001

0
0 =
1

]
2
3
4
5
6
7
8
9

‘Graphic Page Access serialNoTag001
Areat

Dashboard Page Access

Area2

CANCEL  SUBMIT

10. Enter the information in View Security block.

Add User Power User
*Required

VIEW SECURITY

Basic Infomation

Security Area & Level Security area

Node Access

Local Tag

Graphic Page Access.
Viewer Tag

Dashboard Page Access.

Tag Field

ViewDAQ

GANGEL  SUBMIT

11. Select a value of 127 in ViewDAAQ if the user is to be able to modify and Save Display Groups
in ViewDAQ. A number less than 127 defines the Exit Password Level this user has when
trying to close ViewDAQ windows on the SCADA Node in order to exit ViewDAQ and stop the
SCADA Node kernel locally.

12. Enter the information in Node Access block.
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Add User Power User
*Required

Basic Infomation NODE ACCESS

Security Area & Level Accessible Nodes

View Security Node0o1

Graphic Page Access.

Dashboard Page Access.

GANGEL  SUBMIT

13. A user must be assigned to at least one node in the system. If the user is not assigned to a
node, he/she will not be able to login to that node using VIEW or ViewDAQ.

14. Enter the information in Graphic Page Access block.

Add User Power User
*Required

Basic Infomation A= |G GERLEESS —  Graphic List
Node001

Security Area & Level 5
Nodeoo2 || o e Q

View Security Existing List

Node Access

Graphic Page Access

Dashboard Page Access

© mainbgr

Please selecta graphic and drop it here!

CANCEL  SuBMIT

15. Power and General Users can be assigned a default Graphic that will appear when they log—
in. Otherwise, the Main.bgr graphic will appear. Power Users can View all displays including
the System Displays (Action Log, Alarm Log, Station Status and Global Script Displays).
General users can view all user built displays, trends, alarm summary and alarm group
displays.

16. Drag the file from Existing List to center field.
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Add User Power User
* Required

Node001 /[ GRAPHIC PAGE ACCESS ————————————— Graphic List

Security Area & Level Default Page (1/1) * K

View Security | e

e

Dashboard Page Access.

CANCEL  SUBMIT

17. Enter the information in Dashboard Page Access block.
18. Drag the file from Existing List to center field.

Add User Power User
* Required

Basic Infomation DASHBOARD PAGE ACCESS ————————————————  Dashboard List

Security Area & Level Default Page (1/1) *

View Security
& IProjectimain
Node Access

Graphic Page Access.

Dashboard Page Access

CANCEL  SUBMIT

Import Viewer User

1. Choose Add and select Excel In.
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= Project Management ‘ o @ ‘

Project > Viewers Q
.
ar 1 0 0 0 @
Ada Adm Powsr  Genersl  Resticted | Dowrlosd  Export
Add User User Name. Description. Password Node Access.
Excel I "
- ) admin P

2. Optionally modify the path and file name of the EXCEL Worksheet.

Note — this must be located on the Project Node.

Import From Excel Spreadsheet

Excel Spreadshest Path and File Name

d:\WebAccess\Nade\config\bwUserimportxls

41128
Ovenwile if tag exists in WebAccess DalaBase

® Yes O No

CANCEL  SUBMIT

3. Select No if you only want to insert new tags without overwriting existing tags.
4. Submit.

User List

1. User List shows some user information like User Type, User Name and description.
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OWERED BY
WebAccess

1 1 1 1 &)
Add Pow Genersl  Resticted | Domnissd  Expert
[m] User Typ User lame Descript Pazsword Hode Acsess
o Admini admin Al
[m} ((seneral user ) GeneralUsert GeneralUserDescriptiont SCADA
o (_Poweruser ) PowerUser1 PowerUserDescription SCADA
o (Resmctgu um) RestrictedUser1 RestictedUserDescriptont 7 SCADA

2. The count of different user type shows on upper banner.

SCADA Project Management POWERED BY

WebAccess
Aliyun-modbus > Viewers

L 1 1 1 1 &
- Adm Power  General  Restiied | Downioss  Expor

o user Type user Name Desaription e e

[m} Administrator ) admin All

(m] (ceneral user ) GeneralUser1 GeneralUserDescriptiont SCADA

o (_Poweruser ) PowerUser1 PowerUserDescription1 SCADA

o (Rssmctsn Ussr> RestrictedUser1 RestictedUserDescriptont 7 SCADA

3. You can sort by User Type, User Name or Description.
4. Edit user when choose one user.

5. Delete users after you choose them.
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SCADA Project Management WebAccegé

Aliyun-modbus > Viewers Q

L 1 1 1 1 &
Add A Power  Genoral  Rostriced | Download  Expert

O User e 5 User tame Desaription Password Hode Access

O (Restricted user) RestrictedUsert RestrictedUserDescription SCADA

( Power User ) PowerUser1 PowerUserDescription1 SCADA

[m} (Ceneral user ) GeneralUser! GeneralUserDescriptiont SCADA

[m] Admi ) admin Al

Download to SCADA

1. choose Export and select Download to SCADA.

SCADA Project Management

Aliyun-modbus > Viewers Q

+ 1 1 1 1
Add Admin  Powsr  Genersl  Restreted

[m} user Type User ame Deseription Password Hode Access

[m] Administrator ) admin Al

(m] (" general User ) GeneralUser1 GeneralUserDescriptiont SCADA

[m] ( Power User ) PowerUser1 PowerUserDescription1 b SCADA

a (Rssmctsn Ussr> RestrictedUser1 RestrictedUserDescriptiont s SGADA

2. Select target node.
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Download to = SCADA

B Primary SCADA Node

CANCEL CONFIRM

3. Waiting for downloading.

Export to Excel

1. Choose Add and select Export to Excel.

= Project Management

Aliyun-modbus > Viewers Q
e 1 1 1 1 [
| m e | s e mem | s | o
User e User lame Description pa— Node Access
(Caaministrator ) admin Al
o GeneralUsert GeneralUseDescriptiond B SCADA
[m} PowerUser1 PowerUserDescription = SCADA
o Restricted User RestrictedUser1

RestrictedUserDescriptiont

SCADA

2. Enter the path and file name of the EXCEL Worksheet.
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Export To Excel Spreadsheet

Excel Spreadshest Path and File Name *

C:\WebAccess\Node\config\bwUserExportxls

41128

CANCEL  suBMmIT

3. Submit.

5. Node Configuration (SCADA Node)

5.1 Data Transfer

The Data Transfer function is for transfering data from one PLC or automation device to
another. This is especially useful in single-master protocols or to exchange data between
devices that have different communication protocols and are unable to communicate with each
other directly.

The Data Transfer function allows you to designate pairs of tags in the Advantech
WebAccess/SCADA to "transfer" data from the source to the target tag. With Data Transfer
feature configured, the Advantech WebAccess/SCADA SCADA node "reads" data from the
source tag, then "writes" this data to the Target tag. The Data Transfer function saves the user
the effort to write scripts to do the same thing.

Each tag pair consists of a source tag and a target tag such that the value of the source tag is
automatically transferred to the target tag. The values of the two tags are compared against a
deadband. If the difference in values exceeds the dead band, the target tag is updated. This
minimizes traffic on the network. The frequency of checking is set from 500 milliseconds to
60,000 milliseconds (V2 second to 1 hour) for each tag pair.

With the Data Transfer, both points must reside on the same SCADA node.

148



5.1.1 Configure Data Transfer

"y

. Select your Project and the SCADA Node.

. Click Tag classification on node bar, then select Data Transfer.

N

+ B w @ kw @ B & B B B -

Insert Edit Delete Tag Trend Alarm Report Map Server Program Log More

e + 0 & W

3. You will see the Data Transfer List.

Project Management ‘ ® ® ‘ {Neb?czc[e;é
Aliyun-modbus > SCADA > Data Transfer Q
+ & w @
nnnnn st Delete
‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘
AD NumberArray 1000 0

4. Click Insert.

5. The Create Data Transfer Point page appears.
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10.
11.

Create Data Transfer Point

*Required

TargetTag*

NumberArray

Gheck Time(MillSecond)* Dead Band(Eng Unit) *

1000 0

CANCEL  SUBMIT

. Click once on the Source Tag field, then use the pull down Tag List to select a

tag. Alternatively, you can type the tag name or copy and paste in a tag name.

. Click once on the Target Tag field, then use the pull down Tag List to select a

tag. Alternatively, you can type the tag name or copy and paste in a tag name. This tag will
receive the value from the source tag.

. Input the Check Time field. This is the frequency of checking the two tags in milliseconds

(500 to 60,000 milliseconds or ¥ second to 1 hour).

. Input the Dead Band (%) field. This is the difference in value (in percent of full scale)

between the two tags that will result in a data transfer from the source to the target. A large
dead band will minimize communications traffic. A smaller dead band will increase
communications and accuracy.

Submit when you are finished entering data.

You can use Edit or Delete on the Data Transfer List.

5.2 Import External Data
5.2.1 Entry

1.
2.

Select your Project and the SCADA Node.

Click Tag classification on node bar, then select Import External Data.
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+ & w @2 kr QO B & B B B -

Insert Edit Delete Tag Trend Alarm Report Map Server Program Log More

+ &

3. You will see the Import External Data List.

Project Management ‘ ® @ ‘ POWERED BY

WebAccess
Aliyun-modbus > SCADA > Import External Data

Tmport ADAMSSS0 memory variables
Tmport ADAMSSLOKW 10 and memory variables
Tmport BAS2000 10

Tmport BAS3000 me iables

Tmport Lonworks Network Variables
Tmport APAX-5000/6000 Variables
Tmport ADAM.3600 Tags

Tmport AdvPAC Tage

5.2.2 Import ADAMS5550 memory variables
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Project Management

Aliyun-modbus > SCADA > Import External Data

Please sclect CSV file exported from MultiProg

Port Type

No file selected

OSERIAL @ TCPIP

Auto
127001

1

Submit

Project Management

Aliyun-modbus > SCADA > Import External Data

Please select .CSV file exported from MultiProg
Port Type

‘Comport Number

Baud RateIP Address

ParityIP Address

‘Equipment Unit Number

[Cancel]

No file selected

® sERIAL O TCPIP

9600 I bps

O None O 0dd ® Even
0

Submit

5.2.3 Import ADAMS5510KW 10 and

memory variables
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Project Manageme ® @

yun-modbus > SCADA > Import External Data

Please select CSV file exported from MultiProg
Port Type

‘Comport Number

EquipmentP Address

Device Address

IO module

Slot3
Slot4
Slots
Slot6.
Slot7

[Cancel]

_ No file selected

O SERIAL @ TCPIP
Auto

127001

1

Submit

Project Manageme

Aliyun-modbus > SCADA > Import External Data

Please select .CSV file exported from MultiProg
Port Type

Comport Number

Baud RatelP Address

ParityIP Address

‘Equipment Unit Number
10 module

Slot0

Slot1

Slot2

Slot3

Slot4

slots

Slot7

[cancel]

_ No file selected

@ sERIAL O TCPIP

bps

0
Submit

5.2.4 Import BAS2000 IO
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Project Management

Aliyun-modbus > SCADA > Import External Data

BAS2000 Main module

Comport Number

Baud Rate

Parity

EquipmentUnit Number
BAS2000 Extension module

Stotd

Slotl

Slot2

[Cancel]

BAS2520 I

1
9600 bps

OnNone O 0dd @ Even

1

None I
None I
None I

Submit

5.2.5 Import BAS3000 memory variables

Project Management

Aliyun-modbus > SCADA > Import External Data

Please select CSV file exported from MultiProg
Port Type

‘Comport Number

EquipmentP Address

Device Address

[Cancel]

No file selected

O SERIAL @ TCPIP

Auto

127.0.041

1

Submit
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= Project Management ‘ @ @ ‘

Aliyun-modbus > SCADA > Import External Data

Please sclect CSV file exported from MultiProg No file selected
PortType @ SERIAL O TCPIP

‘Comport Number

Baud RateIP Address 9600 I bps

PanitylP Address O None O 0dd ® Even

Equipment Unit Number 0

[Cancel] Submit

5.2.6 Import Lonworks Network Variables

= Project Management ‘ ® @ ‘

Aliyun-modbus > SCADA > Import External Data

File exported from Lonmaker is BRW, to convert to CSV file, please click here to download convert tool.

Please select CSV file No file selected

Lomworks database name:
Lomworks intecface name:

[Cancel] Submit

5.2.7 Import APAX-5000/6000 memory variables
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SCADA Project Management

BY
WebAccess

Aliyun-modbus > SCADA > Import External Data

Import APAX-5000/6000 memory variables
Please select .CSV file exported from MultiProg | Browse... | No file selected

PortTye O SERIAL @ TCPIP

Comport Number ~ Auto
P Address  127.0.0.1
Device Address 1
Add Prefix.

[Cancel] Submit

SCADA Project Management

‘ ® @ ‘ WebAccesé

Aliyun-modbus > SCADA > Import External Data

Import APAX-5000/6000 memory variables
Please select.CSV file exported from MultiProg | Browse... | No file selected
PortType @ SERIAL O TCPIP

‘Comport Number
BaudRate 9600 v bps

Parity O None O 0dd ® Even
EquipmentUnit Number 0

Add Prefix

[Cancel] Submit

5.2.8 Import ADAM-3600 Tags
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SCADA Project Management | ® @ | Webhccess

Aliyun-modbus > SCADA > Import External Data
Import TagLink Tags
please selecta.acproj file | Browse... No file selected

TagName Prefix
UseeName
Password

[Cancel] Submit

5.2.9 Import AdvPAC Tags

SCADA Project Management ‘ ® @ ‘ web?c%eié

Aliyun-modbus > SCADA > Import External Data

Tmport AQvPAC Tags

[Caneel] Yes

5.3 Real Time Trend
5.3.1 Configure Real Time Trend

1. Select your Project and the SCADA Node.
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2. Click Trend classification on node bar, then select Real Time Trend.

Project Management ® ® ‘ POWERED BY

WebAccess

Project > Node001
+ B @ 9 E 2 B B - B B & M

Insert Edit Deite Tag Trend s Report Mep Sever  Program Log More Draw Viewer Dounload  Export

Data Log Trend
Node Name
Project Node001 @ Node001

Node002 [ ] Node Description

Node Primary TCP Port
4592

Node Secondary TGP Port
14592

SCADA Node IP Address
PC090801

Remole Access Code

Advanced Vv

3. You will see the Real Time Trend List.

POWERED BY

Project Management ‘ @ @ ‘ WebAccess

Project > Node001 > Real Time Trend

+ o)

Insert Downlosd

Group Number Description Tag Name.

1 Trend1

[m] 2 Treand2

4. Select Insert.

5. The Real Time Trend configuration page appears.
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Create New Realtime Trend Group
*Required

Group Number * escription

3

74

‘Sample Rate * Trend Templates.

1 Seconds realtrd_bxx / realxyp.bxx
74

Tag Name 1 Display High 1 Display Low 1

015
Tag Name 2 Display High 2 Display Low 2

s

Tag Name 3 Display High 3 Display Low 3

o115
Tag Name 4 Display High 4 Display Low 4

CANCEL  SUBMIT

. Enter a Unique Group Number (between 1 and 1000). This is how the Group will be ordered in

the Real Time Trend Dialog Box in VIEW and identified to Operators and Users.

. Enter a Description for the group. This will appear in the Real Time Trend Group List Dialog

Box seen by users and operators in VIEW.

. Enter a Sample Rate. This is the frequency of updating the Trend Display with new

Data. Real Time Trends are fixed at 240 samples. Sample Rate for Real Time Trends range
from 1 to 180 seconds.

If 1 second interval and 240 samples = 1 x 240 = 240 seconds (4 minutes)

If 180 second interval and 240 samples = 180 x 240 = 43200 seconds

9. Select the field next to Tag Name 1.

11.

12.
13.

14.

15.

. Open the Pull down list by clicking on Tag List. This shows the names of all Analog Tags and

Discrete Tags.

Scroll down the Tag List. Click the Tag Name desired. The Tag Nameshould appear on the
Tag Name 1 field.

Repeat for Tag Name 2 to 12.

You can Type Tag names and Blocks (BLOCK: PARAMETERs ). You can also copy and paste
Tag Names and Block Names from the Left Frame of your browser.

The Display High and Display Low to "zoom in" or "zoom out" of trend data. By default,
Advantech WebAccess/SCADA uses the High Span and Low Span of the Tag. Data Log
Trend Displays have configurable Display High and Display Low values for the y—axis (and x-
axis in X=Y Plots). Trend displays will “remember” changes made to Display High and Low
from VIEW and ViewDAQ. The Display High and Low are assigned to the Trend Group,
allowing the same tag to have different sets of Display High and Low when assigned to
multiple display groups.

Submit when you are finished.
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16. You can Edit or Delete the objects on the Real Time Trend List.

5.4 Data Log Trend Server
5.4.1 Configure Data Log Trend

—

. Select your Project and the SCADA Node.

. Click Trend classification on node bar, then select Data Log Trend.

N

SCADA Project Management ‘ @ @ web?c%e;é

Project > Node001

+ B @ @ ko B 2 B B B - ® &

et Bat e g Trend R R R ere Dew  Vewr | Dowmosd et
Node Property

) Node Name

(i) 23 Node001

Node Description

Node002 @

Node Primary TCP Port
4592

Node Secondary TCP Port
14592

SCADA Node IP Address
PC090801

Remote Access Code

Advanced Vv

3. You will see the Data Log Trend List.

POWERED BY

‘ @ @ WebAccess

Project > Node001 > Data Log Trend
+ [0}

Insert Dounlosd

Group Number Deseription Tag Name

1 Trend1

[m] 2 Trend2

4. Select Insert.
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5. The Data Log Trend configuration page appears.

Create New Datalog Trend Group
*Required

Group Number *

3

‘Sample Rate Trend Templates

6 minutes dlogtrd.bxx / dlogxyp.bxx

Tag Name 1 Flot Type 1

0 (O:Last, 1:Max, 2:Min. 3:Average
"

Display High 1 Display Low 1

w15
Plot Type 2

0 (O:Last, 1:Max, 2:Min. 3:Average
"

Display High 2 Display Low 2

CANCEL  SUBMIT

6. Enter a Unique Group Number (between 1 and 1000). This is how the Group will be ordered in
the Data Log Trend Group Dialog Box in VIEW and identified by Operators and Users.

7. Enter a Description for the group. This will appear in the Data Log Trend Group List Dialog
Box seen by users and operators in VIEW.

8. Select the pull-down list next to Time Span. The default value is 6 minutes. This will
determine the default time span and sample interval when this display first opens (the user
can modify this on the fly). Data Log Trend supports the following time spans for viewing
data: 6 minutes, 12 minutes, 30 minutes, 1 hour, 2 hours, 4 hours, 6 hours, 12 hours, 18
hours, 24 hours, 2 days, 4 days, 1 week, 1/2 months, 1 month, 2 months, 3 months, 4 months,
6 months, 1 year, 2 years, 3 years, 4 years, and 5 years. This feature allows the viewing of
data at a sample frequency different than the recording frequency. The intent is to allow
users to adjust the time span across the screen. This does not affect the actual data
recording rate.

© 6 minis 1 second sample interval.
© 12 minis 2 second samples
o 30 minis 5 second samples
© 1 houris 10 second samples
o 4 hour is 40 second samples

O

6 hour is T minute samples

O

12 hour is 2 minute samples

O

1 day is 4 minute samples

O

2 day is 8 minute samples

o 1 week is 28 minute samples

O

15 days is 1 hour samples
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o 1 month is 2 hour samples

o 3 months is 6 hour samples

o 1 Year is daily samples

9. Select the field next to Tag Name 1.

10. Open the Pull down list by clicking on Tag List. This shows the names of all Analog Tags
with Log Data and Discrete Tags with Log Data set to yes.

11. Scroll down the Tag List. Click the Tag Name desired. The Tag Name should appear on the
Tag Name 1 field.

12. Repeat from Tag Name 2 to 12.

13. If you did not enabled Data Log for a tag, you can enable data Log later and enter the tag
name now. You can Type Tag names and Blocks (BLOCK: PARAMETERS). You can
also copy and paste Tag Names and Block Names from the Left Frame of your browser.

14. Select the opening Plot Type that will appear for each tag. Users can change this from VIEW
in combination with the Time Period Chosen (Seconds, Minutes Hours, and Days).

o LAST shows the last recorded value of the Tag during the time period.

o Average shows the average value.

o Minimum will show the smallest value.

o Maximum will show the largest value.

If seconds are the time period chosen by the user, the Last value is always shown.
Seconds is the default period chosen. You entry here will affect the Minutes, Hours and Day
time periods.

15. The Display High and Display Low to "zoom in" or "zoom out" of trend data. By default,
Advantech WebAccess/SCADA uses the High Span and Low Span of the Tag. Data Log
Trend Displays have configurable Display High and Display Low values for the y—axis (and x—
axis in X=Y Plots). Trend displays will “remember” changes made to Display High and Low
from VIEW and ViewDAQ. The Display High and Low are assigned to the Trend Group,
allowing the same tag to have different sets of Display High and Low when assigned to
multiple display groups.

16. Submit when you are finished.

17. There are two ways to download these changes to the SCADA Node:

a. Download and Restart the SCADA node from the SCADA Node properties page. If you
have never downloaded the SCADA node before, then this is required. This will
temporarily stop the SCADA node (if it is running).

b. Use the Export on the Data Log Trend Display Group List Page. This will download
changes to the Data Log Trends without stopping the SCADA node.

At least one Data Log Trend Display group must be configured to view Data Log Trends.

The New Tag button can be used to add tags (temporarily) to any Data Log Trend Display. If

your users will regularly view the same tags in a trend, it is probably best to configure multiple

Data Log trend groups for their convenience.
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5.5 Alarm Group

You have already created the BLOCKS and TAGS you plan to add to your Alarm Group Displays.
You can type in the Tag Names and Block Names of tags and blocks you plan to build. You can

also select Blocks and Tags from the Pull Down List.

5.5.1 Configure alarm group

1. Select your Project and the SCADA Node.
2. Click Alarm classification on node bar, then select Alarm Group.

Project Management ‘ ® @ ‘ {Neb?czc[(‘e;é

Aliyun-modbus > SCADA Q

+ B @ @ B B & m

nnnnn

|
[e
[all
5B
5]

Device Tag/Block Node Property

MNode Name

SCADA

Node Description

Mode Primary TCP Port
4592

Mode Secondary TCP Port
14592

SCADA Node IP Address
NB060127

Remote Access Code

Advanced Vv

3. You will see the Alarm Group List.
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= Project Management ‘ @ @ ‘

Aliyun-modbus > SCADA > Alarm Group Q

+
§
1)

4. Click Insert.
5. The Create Alarm Group page appears.

Create Alarm Group

* Required

Basic Infomation BASIC INFOMATION

Tag List Group Number *

2

CANCEL  SUBMIT

6. Enter a Unique Group Number (between 1 and 9999). This is how the Group be ordered in
the Alarm Group Dialog Box in VIEW and identified to Operators and Users.

7. Enter a Description for the group. This will appear in the Alarm Group Dialog Box Dialog Box
seen by users and operators in VIEW.

8. Select the Tag List in the left side, then choose the Tag List in the right side which shows

the names of all Analog Tags and Discrete Tags to enter data into the Tag Name.
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Create Alarm Group

* Required

Basic Infomation TAG LIST

Tag List O Tag Name (250/250)

o

(m]
o
o
o
o
o
o
o
(=l

CANCEL  SUBMIT

9. Repeat step 8 to add more tag names.
10. Submit when you are finished.
11. There are two ways to download these changes to the SCADA Node:

o Download and Restart the SCADA node from the SCADA Node properties page. If you
have never downloaded the SCADA node before, then this is required. This will
temporarily stop the SCADA node (if it is running).

o Use the Download hyperlink on the Alarm Group List Page. This will download changes to
the Alarm Groups without stopping the SCADA node.

12. You can use update or delete on the Alarm Group List.

5.6 Alarm Management System

WebAccess/SCADA advanced Alarm Management System (AMS) delivers alarm messages
via SMS, email or audio announcements to multiple receivers by predefined alarm groups, user groups,

time schedules and priority settings.

5.6.1 Entry

1. Select your Project and the SCADA Node.
2. Hover Alarm ribbon button

3. Click Alarm Management System.
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Aliyun-modbus > SCADA Q
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roject Node

Aliyun-modbus SCADA
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Device Tag/Block Node Property

MNode Name

SCADA

Node Description

Node Primary TCP Port
4592

Mode Secondary TCP Port
14592

SCADA Node IP Address
NB060127

Remote Access Code

Advanced v

5.6.2 Configuration

Alarm Management System Configuration:

1.

Define Holidays: Holiday handles exceptions to the 7 day weekly schedule. The "Holiday" is

any unusual event or series of events. The Holiday setting can be defined, redefined and

assigned at any time.

. Define Time: Time has Workday and Holiday settings. Users can set the Working Start Time

and Work hours for a Workday and Holiday schedule. Users can also define Time groups for
different shifts.

. Worker Maintenance: Assign worker information, like name, e-mail and phone number.

Users can maintain the information.

. Setup Worker Group: One or multiple workers, a single Time group and a Holiday group are

assigned to each Worker Group. Worker Groups are groups of Workers that frequently share

the same Time and Holiday Schedule to send an alarm to.

. Alarm Group: Alarm Groups will build "Tags" that will always share the same Schedule to

send the alarm.

. Add Relationship: Connect the Worker Group and Alarm Group to share the same schedule

with alarm tags to workers.

. Download: Download the setting to the SCADA node. You can download the setting without

stopping the SCADA node. The new setting will take effect immediately. If a tag is supposed
to be ON, it will be set to the ON value.

Project users can add, modify, and download Alarm Management System from the Project

Manager.
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5.6.2.1 Holiday

Holiday can be used for any calendar event or series of events, based on the Month, Day of
Month and Year, up to 1 year in the future. Multiple schedules can be configured and assigned to
different groups of tags.

Its typically usage is to create "Holiday" groups to have an "exception" to the normal weekday

schedule. A Holiday Schedule can be created for any calendar event.

Holiday Time Worker Maintenance Setup Worker Group Setup Alarm Group Add Relationship Download

Holiday Group Save

Group List 00 - test Sort By Group Number Create date: 2019 /4 /22 Latest update: 2019 /423

Group Number () Group Name test
20201 20202 20203 2019 4
S5 Mo Tu We Th Fr Sa Su Mo Tu We Th Fr Sa Su Mo Tu We Th Fr Sa Su Mo Tu We Th Fr Sa
1 2 3 4 1 1 2 3 4 5 [] 7 1 2 3 4 5 []
5 6 7 3 9 1w 1 2 3 4 5 5 7 8 8 9 10 11 12 13 14 7 8 9 10 11 12 13
12 13 14 13 16 17 18 9 10 11 12 13 14 15 15 16 17 18 1o 20 21 14 15 16 17 18 19 20
19 20 21 22 23 24 23 6 17 18 19 20 21 22 22 23 24 25 2% 2T 28 21 22 23 24 25 2 27
26 27 28 129 30 31 23 24 25 26 27 28 29 20 30 31 28 29 30
2019 5 2019 _6 20197 2019 _8
Su Mo Tu We Th Fr Sa Su Mo Tu We Th Fr Sa Su Mo Tu We Th Fr Sa Su Me Tu We Th Fr Sa
1 2 3 4 1 1 2 3 4 6 1 2 3
5 ] 7 3 e 1w 1 2 3 4 5 [] 7 8 7 3 ¢ 10 11 12 13 4 5 [ 7 8 2 10
12 13 14 15 16 17 18 9 10 11 12 13 14 15 14 15 16 17 18 19 20 1 12 13 14 15 16 17
19 20 21 22 23 24 15 6 17 18 19 20 21 22 21 22 23 24 25 6 27 18 19 20 21 22 13 M
26 27 28 29 30 31 23 24 25 26 2T 28 29 28 129 30 31 25 26 27 28 29 30 31
30
2019 .9 2019 .10 2019 .11 2019 .12
S5 Mo Tu We Th Fr Sa Su Mo Tu We Th Fr Sa Su Mo Tu We Th Fr Sa Su Mo Tu We Th Fr Sa
1 2 3 4 5 ] 7 1 2 3 4 5 1 2 1 2 3 4 3 (] 7
8 9 W0 11 12 13 14 ] 7 8 9 10 11 12 3 4 5 6 7 8 9 8 9 10 11 12 13 14
15 16 17 18 19 20 21 3 14 15 16 17 18 19 o 11 12 13 14 13 16 15 16 17 18 19 0 21
22 23 M 25 26 27 28 20 21 22 23 24 25 26 17 18 19 20 21 22 23 22 23 24 25 26 2T 28
20 30 27 28 20 30 31 24 23 26 27 28 10 30 20 30 31

Holidays and exceptions to normal schedules are shown in RED. Click once on a date to add or
remove a "holiday".

e Group List : A list of all configured Holidays.

e Sort By: How Holiday Groups are sorted in the Group List: by Name, or by Number.

Group List 00 : test Sort By Group Number Create date: 2019 /4 /22 Latest update: 2019/ 4/ 13

Group Number ) Group Name test

o Group Number: In the Group list, the Group Name is shown next to the Group Number.
o Group Name: In the Group list, the Group Number is shown next to the Group Name.

e Group Number: A user defined number for the Holiday Schedule.

o Entering a New number, not already specified, will create a new Holiday Group
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o Entering a number that already exists in group will try to overwrite or update the Holiday
Group.
e Group Name: The user defined Name for this Holiday Schedule.
e Save : Save without downloading the currently displayed Holiday Group, as the group
number specified in Group Number.
o If the group number does not exist, it will create a new Holiday Schedule.
o If the group number does exist, it will try to overwrite the existing group with this Holiday
Schedule and description.

e Delete: Delete the specified Holiday group, specified by the Group Number.

Each Worker Group has one Holiday Group assigned to it. This Holiday Schedule becomes the
"exception" to the normal weekday schedule defined in each Worker Group. The same Holiday

Group can be assigned to multiple Worker Groups.

5.6.2.2 Time

Time defines the Work start time and Working hours for Workdays and Holidays. Users can
define the Time group for different shifts. The same Time Schedule can be assigned to multiple

Worker Groups.

Users can define different work times and hours for each Time Group to assign the alarm
message to different Worker Groups based on the Time scheduler. The alarm tags will be

managed and workers can immediately check the situation.

Users can build an unlimited number of Time Groups. For example, if you have multiple shift
table for workers, they may each have their own Time Group. It's recommend to start out with

one Time Schedule. If you are in need some day, just create a new Time Group.

Holiday Time Worker Maintenance Setup Worker Group Setup Alarm Group Add Relationship Download

Time Group Save

GroupList 0000 - AAA SotBy Group Number

Group Number 0

Group Name AAA

Time Period Normal Hours
Type Working Start Time ‘ Work Hours
Workday 08-00 ‘ 480 480=8 Hours
Holiday 10:00 ‘ 300 480=8 Hours

e Group List : A list of all configured Times.
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e Sort By: Changes how Time Groups are sorted in the Group List: by Name or Number.
o Group Number: In the Group list, the Group Name is shown next to the Group Number.
o Group Name: In the Group list, the Group Number is shown next to the Group Name.

e Group Number: User defined numbers for the Time Schedule.

o Entering a New number, not already specified, will create a new Time Group
o Entering a number of an existing group will try to overwrite or update that Time Group.
e Group Name: A user defined Name for this Holiday Schedule.
e Time Period: Sets Work Start Time and Work Hours for Workday and Holiday
= Work Start Time: Provides Time span every five minutes from 0:00 to 23:55
= Work Hours: The unit is minutes. For example, 480 is for 8 hours ( 8*60 )
e Save: Save without downloading the currently displayed Holiday Group.
o If the Group number does not already exist, this will create a new Holiday Schedule.
o If the group number does exist, it will overwrite the existing group with this Holiday
Schedule and description.
e Delete: Delete specified Holiday group, specified in Group Number.

5.6.2.3 Worker Maintenance

Worker Maintenance builds workers information, such as name, e—-mail and phone number.
Users can maintain the information. The worker will be assigned to the Worker Group with the

same Holiday and Time Group.

Holiday Time Worker Maintenance Setup Worker Group Setup Alarm Group Add Relationship Download

Add Worker: Build the worker information

Back Add Worker

Number Name Update Delete

0 test Update Delete
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Number

Name

Phone Number

Email

Priority

App Notification

Line

WeChat

Company ID

Application ID

Application Secret

Uszer ID

IFTTT

Outgoing Email (SMTP) Server

Email Port

Use SEL/TLS

Email Address

Email Pazsword

e Number: The number of the Worker. The worker list will list follow the number after

submitting.

1
OY&s @JNG Admin/Project User admin| V|

C:'Yes. @Nn Token

OYes @:‘No

OYes @:‘No

Yes @Nﬂ

e Name: The name of the worker

e Phone number: The worker's phone number

e E—-mail: The worker's e—mail address

e App Notification: Enable or disable to receive alarm push notification through mobile APP

e Line: Enable or disable to receive alarm through Line
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WeChat: Enable or disable to receive alarm through WeChat
o Company ID: WeChat Company ID
o Application ID: WeChat Application ID
o Application Secret: WeChat Application Secret
o User ID: WeChat User ID
IFTTT: Enable or disable to receive alarm through IFTTT
o Qutgoing Email (SMTP) Server: IFTTT Outgoing Email (SMTP) Server
o Email Port: IFTTT Email Port
o Use SSL/TLS: IFTTT Use SSL/TLS
o Email Address: IFTTT Email Address

o Email Password: IFTTT Email Password

Submit: Save the information of the worker

Cancel: Cancels the building of the worker information and returns to the Worker List.

Users can Update and Delete the worker on Worker List page.

Back Add Worker

Number Name Update Delete

0 test Update Delete

e Update: Update the information

e Delete: Delete the data of the worker

5.6.2.4 Set Worker Group

One or multiple workers, a single Time group and a Holiday group are assigned to each Worker

Group. Worker Groups are groups of Workers that frequently share the same Time and Holiday

Schedule to send an alarm to.

Holiday Time Worker Maintenance Setup Worker Group Setup Alarm Group Add Relationship Download

Add Worker Group: Add a new Worker Group

Back Add Worker Group

Group No Group Name Update Delete

11 Update Delete
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Worker Group List

Create Worker Group  [Cancel] Submit
Group No 2
Group Name Worker List  test|V]
Holiday Group 00 - test Time Group 0000 : AAA
Worker 1 Worker 2
Worker 3 Worker 4
Worker 5 Worker 6
Worker 7 Worker &
Worker 9 Worker 10
Worker 11 Worlker 12

e Group No: The number of the Worker Group. The Worker Group list will follow this number

once submitted.

e Description: The description of the Worker Group

e Worker List: The worker list provides a pull down menu of Worker names for easy data
entry. Click the fields listed under the Worker and then open the Worker List by
clicking it. Scroll down to find the Workers name. Click once on the Workers name to enter
it into the selected Workers name field.

e Holiday Group: Lists all Holiday Groups and assigns this Worker Group to the specified

Holiday Group.

e Time Group: Lists all Time Groups and assigns this Worker Group to the specified Time
Group._

e Worker: The column lists the Workers associated with this Worker Group.

e Submit: Saves the Worker Group. By only entering the Number users can submit the data.

e Cancel: Cancels the building of the Group and returns to the Worker Group List.

e Update: Update the information

e Delete: Deletes the data of Worker Group

5.6.2.5 Setup Alarm Group

The Alarm Group connects to the Worker Group to send alarm messages with the same Holiday

and Time Group. The alarm message of one tag can be received by multiple workers.

172



Holiday Time Worker Maintenance Setup Worker Group Setup Alarm Group Add Relationship Download

Click Setup Alarm Group

Create Alarm Group  [Cancel] Submit
Group Number 2

Description Tag List ==Analog Tag::
Tag Name 1 Tapg Name 2
Tag Name 3 Tag Name 4
Tag Name 5 Tag Name 6
Tag Name 7 Tag Name &
Tag Name 9 Tag Name 10

Tag Name 11 Tag Name 12

e Group Number: The Number of the Alarm Group. The next number in the Alarm Group is

automatically assigned once the first is submitted.

e Description: The description of the Alarm Group

e Tag List: The Tag List provides a pull down menu of tag names for easy data entry. Click
the fields listed under the Tag Name and then open the Tag List by clicking it. Scroll down
to find the tag name. Click once on the tag name to enter it into the selected tag name field.

e Submit: Save the Alarm Group.

e Cancel: Cancel building the Group and return to the Alarm Group List.

Holiday Time Worker Maintenance Setup Worker Group Setup Alarm Group Add Relationship Download

Alarm Group No Description Update Delete

1 Update Delete

e Update: Update the information

e Delete: Delete the data of Alarm Group

5.6.2.6 Add Relationship

Add Relationship means making the connection between the Worker Group and Alarm Group.

The tags in the specified Alarm Group can send alarm messages to multiple receivers in the
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Worker Group with the specified Time and Holiday Group. Workers can manage the alarm

situation of tags via the Time and Holiday schedule.

Holiday Time Worker Maintenance Setup Worker Group Setup Alarm Group Add Relationship Download

e Click Add Relationship to set the connection between the Worker group and Alarm Group

Back Add Relationship

Alarm Group Worker Group Send Alarm Text wait time Update Delete

1: 1-4t Update Delete

e Chose the connection of the specified Alarm Group and Worker Group

Add Relationship [Cancel] Submit
Alarm Group 01 Worker Gronp 0001 - tt
[Cancel] Submit

e Delete: Delete the data of Alarm Group

Back Add Relationship

Alarm Growp Waorker Group Send Alarm Text wait tume Updats Deleta
1 1:&t Updace Delere

5.6.2.7 Download Schedule from Project Manager

Schedule changes will be downloaded to the SCADA Node without stopping the SCADA node.
This can be done from any configuration page in the Alarm Management system.

A dialog box prompts the user to confirm to download the schedule to SCADA Node. All
"submitted" changes made to the scheduler are downloaded.

All Manual ON or Manual OFF states are also downloaded.

To download a changed SCADA node from Project Manager:

1. Login to Project Manager.

2. Select Project and SCADA Node.

3. Select Scheduler from SCADA Node main page.

4. Make the desired changes in Holiday, Time, Worker Group, Alarm Group and the Relationship.
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5. Submit.
6. Click to download to SCADA Node.

Select OK at the dialog box to download the Scheduler.

5.7 Report
5.7.1 Configure Report

1. Select your Project and the SCADA Node.

2. Click Report classification on node bar, then select Report.

+ B @ @ koo H & B BH B -

Insert Edit Delete Tag Trend Alarm Report Map Server  Program Log More

Report + li.l @

Excel report

3. You will see the Report List.

= Project Management ® @

2019Q3Q > Node001 > report

Add New Scheduled Report

Report Name Report Title Shift Report Daily Report Monthly Report Update Delete
View Update Delete

12 View Update Delete

52 View Update Delete

53 453 View Update Delete
5878788 View View Update Delete

78 View View Update Delete

88 View View Update Delete
qwege View Update Delete
qWeqweqwrgg View Update Delete

4. Select Add New Scheduled Report.
5. The Report configuration page appears.
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2019Q3Q > Node001 > report

Project Management

Add Scheduled Report

Report Name
OverAll Title
Page Title
SubTitle
Email Subject

o1 02 03

04 05 06
Tag Name

07 08 09

10 11 12

ODBC Log Data Source  Default v
Tag List
Shift Report
Smft Repert [ g/ v1. (@ )Disable Advanced...

Shift Covnt 1 ¥

. Enter a Report Name. This is the name that will appear in the Scheduled Report List. This is

a required field.

. Optionally, fill in the Title for the Report. The Title consists of three lines of text at the Top

of the Report.

. Optionally enter an Email Subject. This is the subject Line that will appear in Emailed

Scheduled Reports. The Date will be “pre—fixed” to this subject when sent. The tags from

for the twelve (12) columns the report are entered in the Tag Name area, from 01 to 12.

9. Click on the 01 field.

11.
12.
13.

. Select the pull down list of tags at the right of Tag List. Only Analog Tags with Log to ODBC

Frequency > 0 appear in the list.

Scroll down to the Tag Name to add data to column 1.

Repeat from fields 02 to 12 as desired.

Enable or Disable Shift Report, Daily Report and Monthly report by checking the radio
button.
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Shift Report

Shift Report Enable (@ Disable Advanced...

Shift Count 1 v

StartTime Hour 8 * Mimte 0 ¥

Shift Time Interval Hour 8 ¥ Mimute 0

Recording Time Interval  Minnte 00 ¥

Email To

Email Cc

Print to Printer Yes (@ )No

Orientation FontSize 7 v

® Portrait | Landscape

Margins Inches v 1es 0.75 Risht 0.75 Top 0.75 Bottom .75

Excel Qut Yes (@)No

14. If you are using Shift Report,

a.
b.
cC.
d.

Enter the Shift Count (number of shifts per day).
Enter the Start Time for the first Shift (usually 8 hrs 0 minutes in the USA, 8:00 am).
Enter a Shift Duration (usually 8 hours if there are 3 shifts per day).

Enter a Recording Time Interval. This applies to Shift reports only.

15. For Shift, Daily and Monthly Report:

a.

Enter Email addresses of recipients in Email To. This will be combined with the Global
Report Email TO in SCADA Node Properties.

. Enter Email CC (carbon Copy line). This will be combined with the global Report Email

CC in SCADA Node Properties. Hint — Email To and CC fields can be a Text tag that
contains the name(s) of email recipients (use @tagname) for use with the Scheduler to

schedule who receives the reports by Time of Day, Day of Week, Holiday or calendar.

. Use the radio buttons (Yes or No) to enable Print to Printer. This will print the scheduled

report on the Default Printer of the SCADA Node. The report will print at the end of the
shift, day or month.

. Use the radio buttons (Portrait or Landscape) to enable Orientation of reports printed

on a printer.

Use the pull down menus to select Font Size (Larger, medium, smaller).

Enter a value for the Margins (top, left, right and bottom) of printed reports. If the
report will not fit on a single page, Advantech WebAccess/SCADA will print multiple

pages with the Title, Time, and summary data on each page

16. All three reports use the same Tags in the same columns. Different calculations (Average,

Total, Min, Max, Last Value) can be performed in the Shift, Daily and Monthly Reports. These

are specified under the Tag Property Button for each report. The Titles of the Columns for

the Reports are specified in the Tag Property for each report (a column represents one

Tag’s data). The three reports can have different Titles for each column or share the Titles

based on another report (e.g. import Shift Report Titles to Daily, or Daily into Monthly).

17. Enable printing to the default printer on the Project Node by checking the "Yes" radio button
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under Print to Printer.
a. Modify Orientation (Landscape or Portrait)
b. Modify Font Size (uses fonts installed on the Project Node)
c. Modify Margins for the printing to a printer using
18. Continue to Shift Tag Property or Daily Report Tag Property or Monthly Tag Property (in the
following sections).
19. Press Submit.

Hint — If you press submit without updating Tag Property for each report type, all values will

be Averages and the Titles for each column will be blank.

5.8 Excel Report

WebAccess/SCADA Excel reports are generated from the historical Data log, ODBC data
(Analog, Discrete, and Text Tag), Alarm Log, Action log, and Event log based on the templates
built by the data table and analysis charts as the report format in the WebAccess SCADA Node.
Users & Operators can build customized report templates based on EXCEL functions and key
words and uploaded in the WebAccess Excel report function to automatically generated
daily/weekly/monthly or specific date reports. The function provide extensive analysis and
viewing functions for statistical and event data. Reports are built using easy to follow “Report
Template Forms” based on Excel format. View immediately in View DAQ via IE or local PC or
store as “Predefined Reports” for later use.
Note:

e Microsoft Excel version up to 2007

e Windows XP only supports Daily/Weekly/Monthly report types

e Support 32 tags and 7200 data

5.8.1 Excel Report Configuration

1. Start Advantech WebAccess/SCADA Project Manager.

2. Login with the User Name and Password and select your Project Name.

3. Click the SCADA node on Org chart.

4. Choose the EXCEL Report in Report ribbon: Go to the EXCEL report list page
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Project Management ® ® ‘ pOMEREDIEN

WebAccess
test00 > testOOnode Q
A & @ o B @ & 0]
Insert Edit Delete Tag Trend Alarm Report Map Server  Program Log Connector More Draw Viewer Download Export
Project Node Co Report ce Tag/Block Node Property
Excel Report

test00 testOOn... @ T:;fo;ar::de

Node Description

5.8.1.1 Data Log Type

1. Start Advantech WebAccess/SCADA Project Manager.
2. Login with the User Name and Password and select your Project Name.
3. Click the SCADA node on Org chart.

4. Choose the EXCEL Report in Report ribbon: Go to the EXCEL report list page

) POWERED BY
Project Management ® ® ‘ WebAccess
test00 > testOOnode Q
+ B o W 2 B @ & &
Insert Edit Delete Tag Trend  Alarm _ Report Map Sever  Program Log Connector  More Draw  Viewer Download  Export
Project Node Co FReport ce Tag/Block Node Property
Excel Report
Node Name
test00
= test00n... ® testOOnode
Node Description
5. Click New Report to create NEW EXCEL report
Report List New Report Template List
Report List
Report Name View Template Report Type Time Interval Update Delete Generate
test test_ex.xlsx template xlsx 20194521 1 Minute Update Delete
testtset template] xlsx Self-Defined 5000 Minute Update Delete Generate

6. Configure the Report information
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New Report

Report Name  testDatal .og

Log Type @Data Log O)DBC Data OAIBHH Oﬁction Log OEVentLog

Template templatel xlsx[v| -

Report Type Self-Defined

Start [2019-04-01 00:00 |

End [2019-04-14 00:00 |

Time Interval 1

Time Unit (@)Minute ()Hour ()Day ( )Month
Data Type @Last Value Ol\,lla:n.mum O]\f]'.umnum O.L‘Lverage

tl
t2
t3
td1 > "
Tag td2
td3 = W
td4
[ Cancel] Submit

o Report Name: Define the Report name. The maximum length of the name is
32 alphanumeric characters and it can’t have spaces.

o Log Type: Choose the source of Data Log Type. Support Data log, ODBC data (Analog,
Discrete, and Text Tag), Alarm Log, Action log, and Event log.

o Template: Default has four templates. Users can upload the predefined template to

generate the report. Click the  icon to preview the template to check the template
format.
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AD\",NTECH Enabling an Intelligent Planet

RptProject RptNode
Time EptTagAi00]l| EptTagai00Z| RpiTagAil03| RpiTagAilld| RptTazAilDs
2014/6/30 00:00:00 500 592 269 2490 520
2014/6/30 01:00:00 500 592 269 290 520
2014/6/30 02:00:00 500 592 269 290 520
2014/6/30 03:00:00 300 392 2h9 290 320
2014/6/30 04:00:00 300 592 269 2590 520
2014/6/30 05:00:00 500 592 269 2490 520
2014/6/30 06:00:00 500 592 269 290 520
2014/6/30 07:00:00 500 592 269 290 520
2014/6/30 08:00:00 500 592 269 290 520
2014/6/30 09:00:00 300 392 269 290 320
2014/6/30 10:00:00 300 16 694 0 100
2014/6/30 11:00:00 300 563 24 180 230
2014/6/30 12:00:00 500 109 350 400
2014/6/30 13:00:00 500 6356 520 550
2014/6/30 14:00:00 500 202 700 700
2014/6/30 15:00:00 300 750 427 B0 840
2014/6/30 16:00:00 300 297 7 5 40 10
2014/6/30 17:00:00 300 B43 il 210 170
2014/6/30 18:00:00 500 391 350 320
2014/6/30 19:00:00 500 Q3E 560 470
2014/6/30 20:00:00 500 483 730 610

X

o Report Type: The data type of report. Users can choose different data time types of
report. There are six types, Self-defined, Last day, Last month, Multi—-time, Daily Report,
Weekly Report, Monthly Report

o Start Time: The start time of the data of the report based on the Report type

o End Time: The end time of the data of the report based on the Report type

o Time Interval: Data time interval display in Report.

© Time Unit: The Time unit of the Time interval.

o Data Type: Choose to show the Last/Maximum/Minimum/Average value of time interval
in the report.

o Send E-mail: Choose send report to e-mail or not. Support Excel and PDF report file
Type

o Email To: Type Email receiver

o Email Cc: Type Email Carbon Copy receiver

Note: Send E-mail, Email To, Email Cc only enable on Daily Report, Weekly Report, Monthly
Report and Yearly Report.
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7. Submit the New Report
8. Generate the Report: Click Generate to get the Report. If the report has been generated,

the report link is shown in the View column.

Report List New Report Template List

Report List

Report Name View Template Report Type Time Interval Update Delete Generate
test test_ex.xlsx template] xlsx 2019545218 1 Minute Update Delete

testtset template] xlsx Self-Defined 5000 Minute Update Delete Generat

testDataLog template] xlsx Self-Defined 10 Minute Update Delete Generaty

Report List New Report Template List New Template Download PDE Print Report Send Email

A B

VXN T Enabling an Intelligent Planet

) test00 test00node
3 Time 1] 12 i3] 14

o

Download: Download the Excel file
PDF: Export to PDF file.
Print: Report Print the report directly

o

o

o

Send E-mail: Send the report to e-mail receiver directly.

9. Update / Delete Report: Click Update and go to the update page

Report List New Report Template List

Report List

Report Name View Template Report Type Time Interval Update Delete Generate
test test_ex.xlsx templatel xlsx 201945215 1 Minute Update Delete

testtset templatel xlsx Self-Defined 5000 Minute Update Delete Generate
testDatal.og testDataLog_ex.xlsx templatel xlsx Self-Defined 10 Minute Update Delete
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Update Report

Report Name  testDatal.og

Log Type @Data Log OODBC Data O;“—‘len Oﬂcﬂon Log OEVentLog

Template tﬂmpla,tel.xlsx

Report Type Self-Defined

Start |2019-04-01 00:00 |

End |2019-04-14 00:00 |

Time Inferval 10

Time Uit @Lﬁnute OHour ODay OMDnth
Data Type @Last Value OMmmum Ol\,hmmum Oﬁwe.rage

tl tl
t2 t2
t3 t3
t4 t
Tag td1 - .
td2 < v
td3
td4

[Cancel] Submit

Note:
1. One report can gather a maximum of 32 tags and 7200 records.

2. The report backup is in C:\inetpub\wwwroot\broadweb\WaExIViewer\report

1. Self-Defined Reports

Self-Defined reports provide users with the option to choose selg-defined time to generate the
report.
e Report Type: Self-Defined.

e Start Time/End time: The start time and end time of the time period.

e Time Interval: Time interval of all time periods.
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Report Name

Log Type

Template

Report Type
Start

End
Time Interval
Time Unit

Data Type

Tag

New Report

selfdefinedreport
(@)Data Log ( )oDBC Data( )alarm ( action Log()EventLog
templatel xlsx ||
Self Defined
12019-04-01 00:00 |

12019-04-14 00:00 |

10

@.\ﬁnute OHour ODE}-‘ OMonﬂl
@Last Value OMaxunum O]\fﬁ.tmnmn O}‘ﬂ'ﬂrage

t1
t2
3
t4
td1
¢ : ’
td4

[ Cancel] Submit

2. Last day Report type

Users can get the report based on the data with the day before the day of the WebAccess

system from 0:00 to 24:00. The default start time and end time are already set when user

chooses this report type.
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New Report

Report Name  selfdefinedreport

Log Type @Data Log C}ODBC Data Oﬂlaﬂn Of-‘:.ctic-n Log OEventLog

Template templatel _xlsx

20194E.4522H (Prev. Date)

2019-4-22 00200

2019-4-23 00200

Time Interval 10

Time Uit @).-ﬁnute OH':"“I O[)a}- O
Data Type @Last Value Ol\]',axunum O]\f]'.umnmn O}‘ﬂ'ﬂrage

1l
t2
i3
t4
td1
Tag tdo
+d3 < v
td4

[ Cancel] Submit

3. Last Month Report type

Users can get the report based on the data with the last month of the WebAccess system. The

default start time and end time are already set when the user chooses this report type.
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New Report

Report Name  selfdefinedreport

Log Type @Data Log (}ODBC Data Of-‘alaﬂn Of-‘:.ction Log OEve.ntLog

Template templatel xlsx| V|

2019535 1H-2019545 1H (Prev. Month) V|

2019-3-1 00:00

2019-4-1 00:00

Time Interval 10

Time Ut @_\-ﬁnute OHO“I O[)a}.- O
Data Type @Last Value OMaxJ_mum O]\f]ltmnmn Oﬂ‘n'ﬁrage

il
t2
t3
t4
td1l
Tag td2
+d3 = W
td4

[ Cancel] Submit

4. Daily Report

Daily reports are automatically generated based on the defined time period every day. The
report list will show each daily report and view the report.

The daily report also can be generated manually in the report list at any time.
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New Report

Report Name  selfdefinedreport

Log Type @Data Log C)DDBC Data Oﬁ-‘ﬂaﬂn Of-‘:.ction Log OEVentLog

Template templatel xlsx| V|

Time Interval 10

Time Umt @_\-ﬁnute OHO“I O[)a}.- O
Data Type @Last Value OMaxunum O]\fﬁ.tmnmn O&‘ﬂ'ﬂrage

tl
t2
t3
t4
td1
Tag td2

td4

Send Email @l\'ﬁ OExcel Report OPDF

5. Weekly Report

Weekly reports are automatically generated based on the defined time period every week. The
report list will show each weekly report and view the report.

The weekly report also can be generated manually in the report list at any time.

td3 < W
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New Report

Eeport Name  selfdefinedreport

Log Type @Data Log C)ODBC Data Oﬁ-‘ﬂaﬂn Of-‘:.ction Log OEVentLog

Template templatel xlsx|V|

|Sunday V| [0 | Hour

|Sunday V| [0 | Hour

Time Interval 10

Time Ut Mimte @Hou: O[)a}.- O
Data Type @Last Value OMaxunum O]\fﬁ.tmnmn O}‘werage

tl
t2
t3
t4
td1
Tag tdo
+d3 < W
td4

Send Email @1\'0 OExcal Report OPDF

6. Monthly Report

Monthly reports are automatically generated based on the defined time period every month. The
report list will show each weekly report and view the report.

The monthly report also can be generated manually in the report list at any time.
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New Report

Eeport Name  selfdefinedreport

Log Type @Data Log C}ODBC Data O;‘-"Jarm Of-‘:.ct:ion Log OEventLog

Template templatel .xlsx

[1 v| Day {0 V| Hour

[1 v| Day [0 V| Hour

Time Interval 10

Time Umt Mimate @Hou: ODE},- O
Data Type @Last Value Ol\,]',axunum O]\f]ltmnmn OA'VE.I age

tl
t2
t3
t4
td1
Tag o
td3 < W
td4

Send Emal @l\'o OExcal Report OPDF

7. Yearly Report

Yearly reports are automatically generated based on the defined time period every year. The
report list will show each yearly report and view the report.

The yearly report also can be generated manually in the report list at any time.
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New Report

Report Name  selfdefinedreport

Log Type @Data Log (}ODBC Data Oﬂlmm Of-‘:.ction Log OEWntLog

Template templatel _xlsx

Time Interval 10

Time Unit Minute (@ Hour [ Day O){onth

Data Type @Last Value OMaxunum O]\f]ltmnmn Oﬁn‘ﬂrage

tl
i2
t3
t4
tdl
Tag td2
+d3 < W
tdd

Send Email @]\'0 OExcel Report OPDF

5.8.1.2 ODBC Log Configuration

1. Start Advantech WebAccess/SCADA Project Manager.
2. Login with the User Name and Password and select your Project Name.
3. Click the SCADA node on Org chart.

4. Choose the EXCEL Report in Report ribbon: Go to the EXCEL report list page
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= Project Management | ® @ ‘

test00 > testOOnode

+ B B @ won B L B B B & - B B @ [
Insert Edit Delete Tag Trend  Alam Report Map Server  Program Log Connector  More Draw  Viewer Dowrload  Export
Project Node Co Report ce Tag/Block Node Property
Excel Report
Node Name
test00 testoon... @

testOOnode

Node Description

5. Click New Report to create NEW EXCEL report

Report List New Report Template List

Report List
Report Name View Template Report Type Time Interval Update Delete Generate
test test_ex.xlsx template] xlsx 20194 521H 1 Minute Update Delete
testtset template] xlsx Self-Defined 5000 Minute Update Delete Generate

6. Configure the Report information
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Report Name

Log Type

ODBC Log Data Source

Template

Report Type

Start

End
Time Interval
Time Unit

Data Type

Tag

selfdefinedreport

OData Log @DDBC Data OAlarm OAct{on Log OE\'am‘Lo z

bwpdata Access

tcmplatcl_xlsx

10

Ot @pio Opay vt
@Last Value O]\ia:umum O_\imnnum Oj-'me-rage

il
2
3
4
td1
td2
td3
td4
ftl

[ Cancel] Submit

Report Name: Define the Report name. The maximum length of the name is

32 alphanumeric characters and it can’t have spaces.

Log Type: Choose the source of ODBC Data Type. Support Data log, ODBC data (Analog,

Discrete, and Text Tag), Alarm Log, Action log, and Event log.
ODBC Log Data Source : Choose the source of ODBC DSN.

Template: Default has four templates. Users can upload the predefined template to

generate the report. Click the

icon to preview the template to check the template format.
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AD\-‘, NTECH Enabling an Intelligent Planet

RptProject RptNode
Time EptTagAi001| RptTagAilD2| RptTagAi003| EptTagAiQ04| RptTagAid0s
2014/6/30 00:00:00 300 392 269 290 320
2014/6/30 01:00:00 500 592 269 280 320
2014/6/30 02:00:00 500 5392 269 290 5320
2014/6/30 03:00:00 500 592 269 280 320
2014/6/30 04:00:00 500 592 269 290 520
2014/6/30 03:00:00 300 592 2h9 250 320
2014/6/30 06:00:00 500 592 269 290 320
2014/6/30 07:00:00 500 592 269 290 520
2014/6/30 08:00:00 300 592 269 2580 320
2014/6/30 09:00:00 500 592 269 290 520
2014/6/30 10:00:00 300 16 694 0 100
2014/6/30 11:00:00 500 563 240 180 250
2014/6/30 12:00:00 500 109 TET 350 400
2014/6/30 13:00:00 300 B8 333 320
2014/6/30 14:00:00 500 202 BE0 700
2014/6/30 15:00:00 500 730 427 870
2014/6/30 16:00:00 300 297 975 40
2014/6/30 17:00:00 500 B45 522 210
2014/6/30 18:00:00 300 391 il 380
2014/6/30 19:00:00 500 Y35 615 560
2014/6/30 20:00:00 500 483 160 730

o

Report Type: The data type of report. Users can choose different data time types of
report. There are six types, Self-defined, Last day, Last month, Multi—-time, Daily Report,
Weekly Report, Monthly Report

o

Start Time: The start time of the data of the report based on the Report type

o

End Time: The end time of the data of the report based on the Report type

o

Time Interval: Data time interval display in Report.

o

Time Unit: The Time unit of the Time interval.

o

Data Type: Choose to show the Last/Maximum/Minimum/Average value of time interval

in the report.

o

Send E-mail: Choose send report to e-mail or not. Support Excel and PDF report file

Type
Email To: Type Email receiver

(¢]

o

Email Cc: Type Email Carbon Copy receiver

Note: Send E-mail, Email To, Email Cc only enable on Daily Report, Weekly Report, Monthly
Report and Yearly Report.

193



7. Submit the New Report
8. Generate the Report: Click Generate to get the Report. If the report has been generated,

the report link is shown in the View column.

Report Lis! New Beport  Template Lst

Report List
Repoot Mume View Templae Report Type Time Inerval Updane Dedete Greeerate
fest test_erabx template ] xlsx wixEsENg 1 Minuie Update Delete
bestizet tomplain] _xl=x Self-Defmed 5000 Mimoe Update Mele=te Cenerate

Report List New Report Template List New Template Download PDFE Print Report Send Email

XS\ a @ B Enabling an Intelligent Planer
1es100 Lest00node

| Time o] ) 3| a

o Download: Download the Excel file
o PDF: Export to PDF file.
o Print: report Print the report directly

9. Update / Delete Report: Click Update and go to the update page

Repor Lis!  Mew Report  Templaba Lis]

Report List
Eeport Mame View Templae Report Type Time lnterval Utpdate Dielese Giemerate
test st exalsx template] xlsx 201%F4HI1H 1 Msmuiz Upidate Delite
Iesllse termplate] lax Sell-Defined SO0 Mufimmune Upalats Mhelete Ceeneral
iratTatal.og testTimtalog e zha templae ] xlex SellTifined 10 Mirurte Tpulate Thelete
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Report Name  selfdefinedreport

Log Type OData Log @ODBC Data O&Uaﬂn O.L"Lction Log OE&'entLog

ODBC Log Data Source bwpdata_Access|v|

Template tmnpla:tsl_xlsx

Report Type  Self Defined

Start 2019-04-01 00:00 |

End [2019-04-14 00:00 |

Time Interval 10

Time Unit OMIIU‘E @H@ur ODEY O}{Dnﬂl
Data Type @Last Value OMammmn OMmeum OAVeIage

tl t1
t2 t2
t3 t3
t4 t4
Tag td1 - .
td2
td3
td4
ttl

[Cancel] Submit

Note:
1. One report can gather a maximum of 32 tags and 3600 records.
2. The report backup is in C:\inetpub\wwwroot\broadweb\WaExI|Viewer\report

5.8.1.3 Alarm Log Configuration

1. Start Advantech WebAccess/SCADA Project Manager.

2. Login with the User Name and Password and select your Project Name.

3. Click the SCADA node on Org chart.

4. Choose the EXCEL Report in Report ribbon: Go to the EXCEL report list page
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= Project Management

test00 > testOOnode

+ B @ W

Insert Edit Delete Tag

Project Node

S A &
Co Report

Excel Report

test00 testoon... @

B &

Trend  Alarm _ Report Map Senver

Log Connector  More

Tag/Block

5. Click New Report to create NEW EXCEL report

Report List New Report Template List

Report Name View Template
test test_ex.xlsx template] xlsx
testtset template] xlsx

6. Configure the Report information

Report Name

Log Type

ODBC Log Data Source

Template

Report Type

Start

End

Filter

Sort By

selfdefinedreport

OData Log ODDBC Data @A]arm OAction Log OE\'emLo g

bwpdata_Access

AlarmTemplatel verxlsx

Self-Defined

12015-04-01 00:00

12019-04-14 00:00

Priority 0-99,

® @ |
Q
@ ®

Draw  Viewer Download  Export
Node Property

Node Name

testOOnode

Node Description

User Name |

Project Node TP |
Address

®Time Tag Priority O AlarmGroup

i1

Report List
Report Type Time Interval Update Delete Generate
20194 521H 1 Minute Update Delete
Self-Defined 5000 Minute Update Delete Generate
| AlarmGroup |[}_9999= |
| Project Node | |
Name
= A
= v
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o Report Name: Define the Report name. The maximum length of the name is
32 alphanumeric characters and it can’t have spaces.

o Log Type: Choose the source of Alarm Log Type. Support Data log, ODBC data (Analog,
Discrete, and Text Tag), Alarm Log, Action log, and Event log.

o ODBC Log Data Source : Choose the source of ODBC DSN.

o Template: Default has four templates. Users can upload the predefined template to

generate the report. Click the icon to preview the template to check the template
format.

o Report Type: The data type of report. Users can choose different data time types of
report. There are six types, Self-defined, Last day, Last month, Multi—-time, Daily Report,
Weekly Report, Monthly Report

o Start Time: The start time of the data of the report based on the Report type

o End Time: The end time of the data of the report based on the Report type

o Filter:

o Priority: Set Alarm Priority. User can type the range with (-) and (,), ex, 0-80, 88, 90.

o Alarm Group: Choose Alarm group. User can type the range with (=) and (,).

o Worker Name: WebAccess User Name

o Project Node Name: Project Node Name

o Project Node IP Address: Project Node IP Address

o SortBy: Sort by Time/Tag/Priority/Alarm Group

o Time Interval: Data time interval display in Report.

o Time Unit: The Time unit of the Time interval.

o Data Type: Choose to show the Last/Maximum/Minimum/Average value of time interval
in the report.

o Send E-mail: Choose send report to e-mail or not. Support Excel and PDF report file
Type

o Email To: Type Email receiver

o Email Cc: Type Email Carbon Copy receiver

Note: Send E-mail, Email To, Email Cc only enable on Daily Report, Weekly
Report, Monthly Report and Yearly Report.

7. Submit the New Report
8. Generate the Report: Click Generate to get the Report. If the report has been generated,

the report link is shown in the View column.

Repoit Lis] New Beport  Template LSt

Report List

Eeport Marme Vaew Templaie Report Type Time Imerval Lipdsae: Dedeie Generaie
25 test_px xbx template] xlsx mIHE4EIIH 1 Mimuie Update Delrte
testiset template | xl=x Seli-Defimed 5000 Mianoe Update Deleie Cienerad te
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Report List New Report Template List New Template Download PDF Print Report Send Email

Enabling an Intelligent Planet
Lest00 testl0node
3| Time tf 12 i3 4]

o

Download: Download the Excel file
PDF: Export to PDF file.
o Print: Report Print the report directly

o

o

Send E-mail: Send the report to e-mail receiver directly.

9. Update / Delete Report: Click Update and go to the update page

Repor Lis!  Mew Report  Templaba Lis]

Report List
Beport Mame View Tezplane : PReport Type Time [nterval Upsdate [elene {remerate
fest best exxlsx template] xlsx MNIHEARIIH 1 iz Upidate Delite
1 termplate] lax Seli-Defined SO0 Bliimune Upalats Thelets
imtDatal.og besiTiwialog ex.xlu tomplate ] xlsx Sell-Diefined 10 Mt Updais Mhelete
Note:
1. One report can gather a maximum of 32 tags and 7200 records.
2. The report backup is in C:\inetpub\wwwroot\broadweb\WaEx|Viewer\report
5.8.1.4 Action Log Configuration
1. Start Advantech WebAccess/SCADA Project Manager.
2. Login with the User Name and Password and select your Project Name.
3. Click the SCADA node on Org chart.
4. Choose the EXCEL Report in Report ribbon: Go to the EXCEL report list page
= Project Management | © @ ‘
test00 > testOOnode Q
+ B T @ ko B & B B B @& - B B o M
Project Node Co FReport ce Tag/Block Node Property

test00 test0ON... [ ) T:j:o?)ar:)ede

Node Description
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5. Click New Report to create NEW EXCEL report

Report List New Report Template List

Report List
Report Name View Template Report Type Time Interval Update Delete Generate
test test_ex.xlsx template] xlsx 2019445215 1 Minute Update Delete
testtset templatel xlsx Self Defined 5000 Minute Update Delete Generate

6. Configure the Report information

Update Report

Report Name  selfdefinedreport

Log Type OData Log OODBC Data OAlaﬂn @Act:ion Log ventLog

ODBC Log Data Source bwpdata_Access

Template Al:tionTemplatel_verxlsx '

Report Type Self-Defined

Start {2019-04-01 00:00 |

End |2019-04-14 00:00 |

User Name | | Computer Name | |

Filter Project Node [P ‘

Address | Tag | ‘

[Cancel] Submit

e Report Name: Define the Report name. The maximum length of the name is
32 alphanumeric characters and it can’t have spaces.

e Log Type: Choose the source of Action Type. Support Data log, ODBC data (Analog,
Discrete, and Text Tag), Alarm Log, Action log, and Event log.

e ODBC Log Data Source : Choose the source of ODBC DSN.

e Template: Default has four templates. Users can upload the predefined template to

generate the report. Click the  icon to preview the template to check the template format.
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LU ISl Enabling an Incetligent Planer

RptProject RptNode
Time TagMame TagDesc Action

10/01/2014 14:22:00 ENTER. VIEWDAQ
10/01/2014 14:22:03 AccCalTagD0] CalcPoint 001 3600 0.00
10/01/2014 14:39:39 AccCalTagl0z2 CalcPoint 001 3000 0.00
10/01/2014 14:40:08 EXOT VIEWDAQ
10/01/2014 14:41:58 ENTER. VIEWDAQ
10/01/2014 14:45:53 AccCalTagd02 CalcPoint 001 3800 0.00
10/01/2014 14:46:05 AccCalTag02 CalcPoint 001 5500 0.00
10/01/2014 14:49:28 EXIT VIEWDAQD
10/01/2014 14:49:39 ENTEE. VIEWDAQ

X

e Report Type: The data type of report. Users can choose different data time types of report.
There are six types, Self-defined, Last day, Last month, Multi—-time, Daily Report, Weekly
Report, Monthly Report

e Start Time: The start time of the data of the report based on the Report type

e End Time: The end time of the data of the report based on the Report type

e Filter:

e Worker Name: WebAccess User Name

e Project Node Name: Project Node Name

e Project Node IP Address: Project Node IP Address

e Tag: Tag recorded Action

e Send E-mail: Choose send report to e-mail or not. Support Excel and PDF report file Type

e Email To: Type Email receiver

e Email Cc: Type Email Carbon Copy receiver

Note: Send E-mail, Email To, Email Cc only enable on Daily Report, Weekly Report, Monthly
Report and Yearly Report.

7. Submit the New Report
8. Generate the Report: Click Generate to get the Report. If the report has been generated,

the report link is shown in the View column.

Report Lisi New Repot  Template List

Report List

Rt Mams View Templae Repot Type Time Inerval Upedsne Dedstz Gemrate
et erxlsx template] xlsx wEE4E g 1 Mimne Update Delete
testiset inmplain] xlox Self-Defmed S0 Wrmoie Update Dielete Genery te
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Report List New Report Template List New Template Download PDF Print Report Send Email

Enabling an Intelligent Planet

Lest00node
t1f 12 13| ]

(¢]

Download: Download the Excel file
PDF: Export to PDF file.
o Print: Report Print the report directly

o

o

Send E-mail: Send the report to e-mail receiver directly.

9. Update / Delete Report: Click Update and go to the update page

Repor Lis!  Mew Report  Templaba Lis]

Raport List

Beport Mame View Tezplane PReport Type Time [nterval Upsdate [elene {remerate
fest best exxlsx template] xlsx MNIHEARIIH 1 iz Upidate Delite
1 termplate] lax Seli-Defined SO0 Bliimune Upalats Thelets
imtDatal.og besiTiwialog ex.xlu tomplate ] xlsx Sell-Diefined 10 Mt Tpulate Thelrir
Note:
1. One report can gather a maximum of 32 tags and 3600 records.
2. The report backup is in C:\inetpub\wwwroot\broadweb\WaExIViewer\report
5.8.1.5 Event Log Configuration
1. Start Advantech WebAccess/SCADA Project Manager.
2. Login with the User Name and Password and select your Project Name.
3. Click the SCADA node on Org chart.
4. Choose the EXCEL Report in Report ribbon: Go to the EXCEL report list page
= Project Management | ® @ ‘
test00 > testOOnode Q
+ B T @ ko B & B B B @& - B B o M
Project Node Co FReport ce Tag/Block Node Property

test00 test0ON... [ ) T:j:o?)ar:)ede

Node Description

5. Click New Report to create NEW EXCEL report
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Report List New Report Template List

Report List

Report Name View Template Report Type Time Interval Update Delete Generate
test test_ex.xlsx template] xlsx 2019445215 1 Minute Update Delete
testtset templatel xlsx Self Defined 5000 Minute Update Delete Generate

6. Configure the Report information

Update Report

Beport Name  selfdefinedreport

Log Type OData Log ODDBC Data OA]aIm OAct:[on Log @Ex‘eml.u z

ODBC Log Data Source bwpdata_Access|V|

Template EventTemplatel verxlsx

Report Type Self-Defined

Start [2019-04-01 00:00 |

End |2019-04-14 00:00 |

[Cancel] Submuit

o Report Name: Define the Report name. The maximum length of the name is
32 alphanumeric characters and it can’t have spaces.

o Log Type: Choose the source of EventLog Type. Support Data log, ODBC data (Analog,
Discrete, and Text Tag), Alarm Log, Action log, and Event log.

o Template: Default has four templates. Users can upload the predefined

o Report Type: The data type of report. Users can choose different data time types of
report. There are six types, Self-defined, Last day, Last month, Multi—-time, Daily Report,
Weekly Report, Monthly Report

o Start Time: The start time of the data of the report based on the Report type

o End Time: The end time of the data of the report based on the Report type

o Time Interval: Data time interval display in Report.

o Time Unit: The Time unit of the Time interval.

o Data Type: Choose to show the Last/Maximum/Minimum/Average value of time interval

in the report.

7. Submit the New Report
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8. Generate the Report: Click Generate to get the Report. If the report has been generated,

the report link is shown in the View column.

Report Lis! New Beport  Template Lst

Report List
Rt Muse View Templas Repat Type Time Inerval Updaae Diedete Generate
fest it exxbsx templaie] xlsx wixEsENg 1 Mfimuie Update Dhelete
bestizet iemplain ] xl=x Self-Defimed S04 Wirrote Update Deleie Trenerate

Report List New Report Template List New Template Download PDFE Print Report Send Email

Enabling an Intelligent Planet
: test0l testl0node
3| Time tlf 12 i3 4]

O

Download: Download the Excel file
PDF: Export to PDF file.
Print: Report Print the report directly

O

O

O

Send E-mail: Send the report to e-mail receiver directly.

9. Update / Delete Report: Click Update and go to the update page

Riepor Lis!  Mew Report  Templalba Lis]

Report List
Eeport Mame View Templae Report Type Time lnterval Utpdate Dielene Giemerate
test st exalsx template] xlsx 201%F4HI1H 1 Msmuiz Upidate Delite
Iesllse termplate] lax Sell-Defined SO0 Mufimmune Upalats Thelets L L
iratTatal.og testTimtalog e zha templae ] xlex SellTifined 10 Mirurte Tpulate Thelete
Note:

1. One report can gather a maximum of 240 records.

2. The report backup is in C:\inetpub\wwwroot\broadweb\WaEx|Viewer\report.

5.8.2 Build the Template

Users & Operators can build customized report template based on EXCEL functions and key
words and upload in WebAccess Excel report function to automatically generated

daily/weekly/monthly or the specific date report.

1. Open the Microsoft office EXCEL

2. Rename Sheet 1 to “template”. WebAccess's Excel Report function identifies the name
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"template" as the sheet to be the report template.

lx_] H9-0-|= ookl - Microsoft Bxcel o =B
Home Incest Fage Layout Formulas Ceaka Review Wiew ] e =@ B
- . [==] = um
| b wizsi u A [ B Swnotet Geners R R e S i
! da Copy - > - #Fin- >
Paste B I - | Oy A | g . E Merge B Cenber = - | % Conditional Format  £ell  dnsert Delete Format Sort & Find &
+ o Fomat Prirter o £2 a i EE R FE g acente % @ Formytting = a5 Table = Shyles = L » - 2 Clewr = Filtir = Select®
Clipbayrd . Fart -l Aligamtat - Muitgf . Sy Gty Eafting
o110 - £ | Q

b | E | E | & | H I ] E | L | M | N o | B | @ | E | S T |

=

$ Project Node
Fstarttimes3 RepeatTimeRowsSRepeatinterval=2
$rag=3RepeatTagRowsERepeatinterval=3

C=RE-- e - T RE SR e

[

i
12 $Graph=line;$src=E7$width=4:3height=10;
13

0 -
21

= =
e -i template Ehaetz Sheets 73 k] i ] [
Ready | |EO@ e (=) L} o

3. Key in the key words about Time / Tag / Project/Node information. Save the file and the file
name will be the name of Template in the WebAccess

4. Upload the template in the system: New Template

Report List New Report Template List New Template

New Template
Upload Template B

Description

Log Type Normal

Upload Preview o

[Cancel] Submit

o Upload Template: Upload the pre-built template.

o Description: The description of the template

o Upload Preview: Upload the preview picture. The picture will show up when users create
the new report and click the icon to preview the template.

o Submit: Submit and upload the template.
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5. Template list: List all templates. The template list includes four default templates and the
new uploaded templates. The template list based on the upload date.

Report List New Report Template List New Template

Template List
Template Description Log Type Preview Update Delete
templatel xlsx Default Templatel Normal templatel png Update Delete
template? xlsx Default Template2 Normal template2 png Update Delete
template3 xlsx Default Template3 Normal template3 png Update Delete
templated xlsx Default Template4 Normal templated png Update Delete
AlarmTemplatel verxlsx Defanlt Alarm Template Alarm AlarmTemplatel ver png Update Delete
ActionTemplatel_verxlsx Default Action Template Action Log ActionTemplatel_ver.png ™} Update Delete
EventTemplatel ver.xlsx Default Event Template EventLog EventTemplatel ver.png Update Delete
AlarmTemplatel_hor xlsx Defanlt Alarm Template Alarm AlarmTemplatel_hor png Update Delete
ActionTemplate]_hor xlsx Default Action Template Action Log ActionTemplatel_hor.png Update Delete
EventTemplatel _hor xlsx Default Event Template Evenilog EventTemplatel_hor.png’ Update Delete
6. Update the template: Click Update in the Template list and change the template
information.
.
5.8.3 View Report
. . .
5.8.3.4 View in Report list
1. Go to Report list.
2. Click Generate to generate and view the report for the new report.
3. Click View link to view the old report.
Report List New Report Template List
Report List
Report Name View Template Report Type Time Interval Update Delete Generate
test test_ex.xlsx templatel xlsx 20195451 H 1 Minute Update Delete
testtset template] xlsx Self-Defined 5000 Minute Update Delete Generate
testDatal.og testDataLog_ex.xlsx template] xlsx Self-Defined 10 Minute Update Delete
selfdefinedreport templatel xlsx Self-Defined (ODBC) 10 Hour Update Delete Generate

4. For Daily/Weekly/Monthly/Yearly report, the reports are automatically generated
Daily/Weekly/Monthly/Yearly with the file name ”Daily/Weekly/Monthly/Yearly Report_
Date” and list in the View link. Choose one report and click to open.

You can also click "Generate" in the report list at any time.

5.9 Map

WebAccess now allows users to create map files that contain markers on Google Map or Baidu
Map. A marker contains Icons which can be displayed according to the value of a tag. A marker
also contains a title and up to three label/value combinations to be displayed as the marker

information. And a left—click Macro can also be associated with a marker.
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The map list dialog box can be accessed via Map menu item under Tools for map files already

created and downloaded to be displayed in ViewDAQ or View Client.

5.9.1 WebAccess Map Configuration

1. Select your Project and the SCADA Node.

2. Click Map classification on node bar.

= Project Management | @ @ ‘
test00 > testOOnode Q
&t & (U0 A 2 B @ @ 8}

Insert Edit Delete Tag Trend  Alarm  Report Map Server  Program Log Connector  More Draw  Viewer Download  Export

3. The window will connect and show Google Map.

= Project Management

test00 > test0Onode > Map

ame [f4.google New Save Delete Download Options Excel-In Excel-Out BaiduMap

4. Click New to create the new map.

ame .gougle New Save Delete Download Options Excel-In Excel-Out BaiduMap

5. Choose the location.

6. Click twice on the location to add the Marker Information, and the window will show

the configuration tool.
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Marker Information

Title:
Longitude: |-101.41892269372556

Latitude: |37.95074144371095

Tracking |
Tagname:

[Iset As Default Tracking
Image: | Add

Tagname:
Left Click Macra:

[ |Lock Position

Save More...

7. Type the title. The marker can’t save without the title.

8. When choosing the location, the Latitude and Longitude of the location will be shown on the

Marker information.
9. Go to the Image, click the ADD.

10. ADD: you can upload images as icons in the map, the notice is the file of image must be less

than 10 KB. If you want to delete the image you uploaded, click Remove under the image.

Marker Information

Title:
Longitude: |-101.41892269372556

Latitude: |37.95074144371095

Tracking |
Tagname:

[ |set As Default Tracking
Image: | Add

Tagname:
Left Click Macra:

[ |Lock Position

Save More...
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11.

12.
13.
14.

15.

) 4
&

nuclear.png.pn

Upload File BE

Motice: Image file to be uploaded must be less than 10K

» +* @ F r

1.PNG 2.png 3.png 4.png 5.png

b.png

q
Remove

The marker’s image can change with the measure value. First, click the image and

give Value to the image. The value can be one or more number, the range and mix the
number and range. When running the WebAccess, the tag value get the set value, the image
will be shown on the map.

Type the Tagname and Left click Macro.

Click Save on the Marker Information. The image and title will be shown on the map.
Change the marker information. Click the image on the map, and the window of marker
information will pop up.

Change the location of the marker. Use the mouse to drag the image to new location. Add
more marker information. Click More on the Marker information to add three text labels. As

for the picture, there are three labels, one Label has one Label name and Tagname.
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16.
17.

18.
19.

Label- @1 (2 (3

Label Mame:

Tag Mame:

Mormal: EMH. Blink: [ ]
Alarm: Blink: [

WAlarm Ack:  (ggIlI] Blink: [ ]

Marker Information

Ok

Label Name : The Name of label

Tag Name : Type the Tag Name to connect the Web access node, if the name is the same as
the tag node. The marker can show the value of the tag node on the map after typing
the Tagname.

Normal / Alarm / Alarm Ack : Select Colors and blink for Normal, Alarm and Alarm

ACK State to display Alarm Status with Tag Name.

Click the maker and select Remove to delete this maker.

Save map: After creating tag locations, click Save on the top bar of map. Type the Map
Name and click OK. After saving, the coordinate of the center and ration will become the
default.

Delete Map : Click Delete to cancel the map on the screen and the saved map.

Download map: Click Download to download the map to the DAQ. View DAQ will update the

map.

209



Download to...

% Primary Node

CANCEL CONFIRM

20. Excel-In:

Choose Excel In.

Choose the import Excel file.

SCADA Project Management ® @ ‘ \P,\[;Eﬂi;EcDe;;

test00 > _testOOnode > Map

Import From Excel Spreadsheet

Excel Spreadsheet Path and File Name: C:\Inetpub\wwwroot\broadweb\gmap\ gmap xls

[Cancel] Submit

The file will list in the page after uploading, and display map name and number of markers.

SCADA Project Management ® @ ‘ ;ﬁ;ﬁ?&;;

test00 > _testOOnode > Map

Import From Excel Spreadsheet

Map Name Marker Information Map Name Marker Information
testMap.google 1

OK

21. Excel-Out:
e Choose Excel Out.

e Maps files are list in the page and choose export file.
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Project Management ® @

‘ POWERED BY
WebAccess

test00 > testOOnode > Map
Export To Excel Spreadsheet

Excel Spreadsheet Path and File Name: C:\Inetpub\wwwroot\broadweb\gmap\ gmap xls

|:‘ Map Name
testMap‘goog\e

[Cancel] Submit

Click Submit. The Export file will be in the defined path.

POWERED BY
WebAccess

Project Management ® @ ‘

test00 > testOOnode > Map

Export To Excel Spreadsheet
testMap.google

OK

5.10 BACNet Server
5.10.1 Configure BACNet Server

1. Select your Project and the SCADA Node.

2. Click Server classification on node bar, then select BACNet Server.

+ & w 9w k@ B & B2 B B -

Insert Edit Delete Tag Trend Alarm Report Map Server Program Log More

A Serve

3. If this is the first time to configure BACNet Server, you will see the BACNet Server Page.

Project Management ® ® ‘ Webi\RED 2

CCess

test00 > _testOOnode > BACNet Server Q

Create BACNet Server
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4. Click Create BACNet Server button.

Create BACNet Server

# Required

BASIC INFOMATION

Server Name * Server Description

Node Instance * Location *

0

APDU

APDU Timeout * APDU Segment Timeout *

0 0

APDU Retry * Broadcast who | am Cycle *

0 0

CANCEL  SuBMIT

5. The BACNet Server configuration page pops up.
6. Fill the basic information and APDU fields, then press SUBMIT. BACNet Server is already

created.

= Project Management | ® @

test00 > testOOnode > BACNet ltems Q
BACNet Server
I Al Object +
AO Object Insert
Instance ID Number Object Name Change Of Value Increment Notification Class Instance Event Enable
AV Object
Bl Object
BO Object
BV Object
MI Object
MO Object
MV Object

Notification

Accumulator

7. After create BACNet Server, you will see the BACNet Server Object List .

8. You can press the icon "..." to Edit Server or Reset Setting.
Note — if you Reset Setting ,all the object settings will be cleared.

9. Then configure Objects, if necessary.
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10. There are Al, AO, AV, BI, BO, BV, MI, MO, MV, Notification and Accumulator object type on
the left side.

11. Choose the object type you want, then click Insert on the top bar.

Add Al Object

*Required

Instance 1D Number * Object Name *

0

15 0/25

Change Of Value Increment * Notification Class Instance *

0125 0/25
Event Enable Unsolicited Change Of Value

[ To Normal
O Yes ® No
O To Fault

[ To Off Normal

CANCEL suBMIT

12. The BACNet Object configuration page pops up.
13. Fill the fields and SUBMIT data, object create successfully.
14. You can Edit or Delete the objects on the Modbus Server Object List.

5.11 Modbus Server
5.11.1 Configure Modbus Server

1. Select your Project and the SCADA Node.
2. Click Server classification on node bar, then select Modbus Server.

+ B @ @ K EH & =2 B B -

Insert Edit Delete Tag Trend Alarm Report Map Server Program Log More

BACNet Server
A 1|

Modbus Server

OPC UA Server

3. You will see the Modbus Server List . Serial port type is in left tab, and TCP/IP port type is in
right tab.
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= Project Management | @ @ |

test00 > _testOOnode > Modbus Server Q

SERIAL TCPIP

—+

Insert

Name Description Comport Number Device Address

4. Choose the port type you want and click Insert, then you will see different field.

Create Port

* Required

Port

Tag List Comport Number *

1

Description

Baud Rate
9600

Data Bit Stop Bit Parity

o7®8 ®102 © None O Odd O Even

Device Address * Enable Exception

0 ® Yes O No

CANCEL  SUBMIT
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Create Port

* Required

Port
Tag List

Enable Exception

® Yes O No

CANCEL  SUBMIT

5. If you choose port type SERIAL, you need to fill Comport, Description, Baud Rate, Data
Bit, Stop Bit, Parity, Device Address and ENABLE_EXCEPTION fields.

Note — The Comport Number must be an unique number.

6. If you choose port type TCP/IP, you need to fill TCP
port, Description and ENABLE_EXCEPTION fields.

Note — The TCP port must be an unique number.

7. After you finish the basic information of modbus port, you can click Tag List, if necessary.
8. The Modbus Server Tag List page appears.
9. Click ADD, the Modbus Server Tag configuration page appears .
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Create Port

* Required

Port TAG LIST =3

Tag List
[ Modbus Address * agname * Text Length

[m]

CANCEL  SUBMIT

10. Fill the Modbus Address, Tag Name and Data Type. You need to input Text Length when
you choose the TEXT data type.
11. Click Submit when you are finished.

12. You can use Edit or Delete on the Modbus Server List.

5.12 Global Script
5.12.1 Configure Global Script

1. Select your Project and the SCADA Node.

2. Click Program classification on node bar, then select Global Script.

+ B @ w9 H L B B B -

Insert Edit Delete Tag Trend Alarm Report Map Server  Program  Log More

Global Script @

User Program

3. You will see the Global Script List.
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POWERED BY

Project Management ® @ ‘

WebAccess
test00 > _testOOnode > Global Script Q
aF &
Insert Download

@ tnable © Disable Not Used

Group Number Description Start Script Running Script Interval Stop Script Status

4. Select Insert.

5. The Global Script configuration page appears.
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Add Global Script

* Required

Status

O Enable ® Disable O Not Used

Start Script

Interval (10=0.25Seconds;

20

Stop Script

CANCEL  SUBMIT

Project Management

mg  Project List v
S  Setting v

® Log A\
ary
System Log

Action Log
Alarm Log
Analog Log
ary
Analog Change Log
Discrete Log
Text Log

Event Log

ary
[ Device Drivers v
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6. Description is any user—defined description for this group of scripts.

7. Select Start Script if you want a script to run when the SCADA node starts. This script will
run once when the SCADA node starts or restarts.This file must be located in the project
root directory, typically c:\WebAccess\node\config\projectname\bgr. Scripts are built
using the Script Editor in DRAW.

8. Select Stop Script to specify a script to run when the SCADA node is stopped or stopped as
part of a restart. This acts as a Shutdown Script. The Stop script runs when the SCADA
Node is stopped using either bwkCTRL, the task bar menu or Project Manager.

9. Select Running Script if you want a script to run repeatedly at specified Interval while
the SCADA node is running . The While Running Script runs continuously on the SCADA
Node ( as long as the kernel is running).

10. Type an Interval for the While Running Script. These are in 25 millisecond intervals. 10 =
0.25 sec = /4 second 2400 = 60 sec = 1 minute.

11. Select ENABLE for the STATUS.

12. There are two ways to download these changes to the SCADA Node:

a. Download and Restart the SCADA node from the SCADA Node properties page. If you
have never downloaded the SCADA node before, then this is required. This will
temporarily stop the SCADA node (if it is running).

b. Use the Export on the Global Script List Page. This will download changes to the Global
Script without stopping the SCADA node.

5.12.2 Configure Global Script
This data can also be viewed in runtime using the Global Script System Display or %DGSST,
%TGSSCRPT1, %TGSSCRPT2 and % TGSSCRPT3.

5.12.3 Global Script INI file

This information is stored in a Global Script Initialization file which is downloaded to the SCADA
node. You can view this file a drive:\WebAccess\Node\config\Project_Node\BWSCRRDT.INI on
the Project Node or drive:\WebAccess\Node\Project_NodeBWSCRRDT.INI on the SCADA node

[ssnumber] A group of three scripts: Start, While Running and Stop controlled by same STATUS
flag.

DESCRIPTION - Any user description for the group of three scripts
Start Script - Optionally, this Script runs only once on START of the SCADA node. It will run
once if the STATUS=1=ENABLE. This defines the name of the script file (the script.scr).

This file must be located in the project root directory, typically

C:\WebAccess\Node\config\projectname\bgr
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Stop Script - Optionally, this Script runs only once on STOP of the SCADA node. It will run once
if the STATUS=1=ENABLE. This defines the name of the script file (the script.scr).
This file must be located in the project root directory, typically

C:\WebAccess\Node\config\projectname\bgr

Running Script - This Script Runs Continuously. This defines the name of the script file (the
script.scr).
This file must be located in the project root directory, typically

C:\WebAccess\Node\config\projectname\bgr

INTERVAL - The frequency it runs at (in 25 milliseconds, 0.025 seconds, 20 = once every 1/2
second, 40 = once every 1 seconds, 240=6 seconds, 400 = once every 10 seconds, 1200=30

seconds, 2400=every 21 minutes)

STATUS - Enables of Disables the entire block of System Scripts. 0=all three scripts Startup,
While Running and Shutdown are disabled (will not run).

1= enables the SCADA System Scripts in this block (i.e. all scripts defined under the [ssnumber}
tag).

5.13 User Program Configuration

The SCADA node can call a custom User Program or any third party program including *.exe and
*.bat files. These 3rd party programs are called when the SCADA Node starts.

You can use Scripts to schedule User Programs based on calendar or time—of-day or events
using the WINEXEC Action Command.

5.13.1 Configure User Program

Connect to Advantech WebAccess/SCADA Project Node.
Start Configuration.

Login to Project Manager.

Select the SCADA node.

Click Program classification on node bar, then select User Program.

o K~ e

+ B w w k@ B & B B B -

Insert Edit Delete Tag Trend Alarm Report Map Server Program Log More
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6. The User Program configuration page appears.

POWERED BY

Project Management WebAccess

test00 > _testOOnode > User Program Q

@ enable @ Disable

Program Number Program Name Enable

7. Enter the full path and program name.

Note — if you copy your User Program to C:\WebAccess\Node\config\Projectname_Nodename

, You do not need to enter the full path here.

8. Click Enable if you want the program to run when the SCADA node starts.

5.14 Event Log

Similar in concept to a Sequence of Events Recorder, The Event log will log user-defined
number of sample before the event and after the event. The data is logged to an ODBC database

on the Project Node.

5.14.1 Configure Event Log

1. Select your Project and the SCADA Node.

2. Click Log classification on node bar, then select Event Log.

+ & w @ k@ EH A2 B B B -

Insert Edit Delete Tag Trend Alarm Report Map Server Program Log More

3. You will see the Event Log List.
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— Project Management | @ @ ‘

test00 > _testOOnode > Event Log Q

+ &

Insert Download

Event Log Name Description

4. Click Insert.

5. The Event Log configuration page appears.

Event Log

* Required

Event Log - EVENT LOG

Event Log Tags =

Event Log Name *

Description

Log Data Source *

Default

Event Tag *

Event Type *

Event Tag >= Reference Value

Reference Value *

Dead Band (%) *

CANCEL  sSuBMIT

6. Enter an Event Log Name (no blank spaces).

7. Optionally, enter a Description.

8. Click once on the Event Tag field, then use the pull down Tag List to select a tag. The Event
Tag is the tag which will cause logging to start. It can be an Analog or Discrete Tag. It can
also be a Calculation Tag if you need a complex relationship to start logging.

9. Select the Event Type from the pull down list.

Event Types that will trigger logging include:
o Event Tag >= Reference Value
o Event Tag <= Reference Value
o Event Tag == Reference Value
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o Event Tag >= Reference Tag
o Event Tag <= Reference Tag
o Event Tag == Reference Tag
o Record Every Sample Interval
9. If Event Tag >= Reference Tag or Event Tag <= Reference Tag is selected, then click once
on the Reference Tag field then use the pull down Tag List to select a tag. Alternatively, you
can type the tag name or copy and paste in a tag name.
10. Select an ODBC Log Data Source to store the event log.
11. Enter a Dead band. This is the Percent of Span that is considered big enough to start
logging.
12. Enter a Sample Interval. This is the frequency of logging.

Note — the Sample Interval is a function of this entry and the specified Scan Time for the
communication port and the effective Scan Time (e.g. how fast the PLC or |0 actually can be

polled or scanned).

13. Enter the Number of Sample before the Event to be recorded. This is to see what lead up to
the event and helps to diagnose what caused the event.

14. Enter the Number of Samples After the Event to be recorded. Choose Log Continuously to
record the event data from the event began until the event ends.

15. Select the Event Log Tags tab. The second page of the Event Log Tags Setup page appears.

Event Log

* Required

Event Log S EVENT LOG TAGS SETUP —————————————  Taglist

Event Log Tags = [ Max Tags(20/20 ¥) ]

Existing List

[ ai01

[ Block001:101
[J Block001:102
[J Block001:103
[J Block001:104
[J Block001:105
[J Block001:106
[ Block001:107
[J Block001:108
[J Block001:109
[ Block001:110
[J Block001:111
[J Block001:112

CANCEL  SUBMIT

16. Use the Max Tags pull down list to increase or decrease the number of tags from 2 to 240.
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Note — Max Size will affect this one Event Log. Changing the Size of this Event Log will result
in the data table being re—created to increase the number of columns. This will delete all
previous data for this one Event Log the next time the SCADA Node is downloaded and
restarted. A dialog box opens to warn you that changing the size of the event log will delete

previously logged data.

17. Click tags and Click Click here to ADD from the pull down Existing List to select a

tag. Alternatively, you can type the tag name or copy and paste in a tag name.

Event Log

* Required

Event Log 5| EVENT LOG TAGS SETUP ——————  Taglist

Event Log Tags s [] Max Tags(20/20 ) =]

Existing List

ai01

Block001:101
Block001:102
[ Block001:103
[ Block001:104
[ Block001:105
[ Block001:106
[ Block001:107
[ Block001:108
[ Block001:109
[ Block001:110
[ Block001:111

© Click here to ADD

CANCEL SUBMIT

18. Repeat step 17 to add more tags.

Note — Optionally, you can also enter the name of a Script to run. This should be used with

caution since it can affect system performance if fast recording of live data is also required.
The names with extensions ".SCR", ".JS" or ".VBS" are treated as a script file names. When
the event is triggered, the script(s) will be executed and a value "0" will be recorded in event

log. The scripts should be located in the \bgr sub directory for the project and node.

Up to 22 Tags can be logged to a single Event Log based on the status of a single tag (the Event
Tag).

Multiple Event Logs can be configured if you need multiple tags to trigger logging.

Resolution can be from 1 millisecond to 1 hour. The Actual resolution depends on you computer
hardware, network connections and communications to field device (e.g. PLC)

The record time of Event Log data (i.e. Record every sample period) now aligns to 00:00:00
regardless of when the SCADA node started. For example, if you specify recording every 10
seconds, then the data will record on :00, :10, :20, :30, :40 and :50 seconds after the minute for

the duration specified.
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19. You can use Edit or Delete on the event Log List.

5.15 Custom Table Log

5.15.1 Configure Customized Database Schema

1. Select your Project and the SCADA Node.

2. Click Log classification on node bar, then select Custom Table Log.

‘ POWERED BY

Project Management ® @

WebAccess
test00 > testOOnode Q
+ kB @ @ @ R Q@ & B @ 000 & &
Insert Edit Delete Tag Trend  Alam  Report Map Server  Program Log Connector  More Draw  Viewer Download  Export
Project Node ‘Comport/Point Device Event Log Node Property

Custom Table Log

test00 testoOn... @ ::;fo%::de

Node Description

3. You will see the Custom Table Log List.

. POWERED BY
Project Management @ @ ‘ WebAccess
test00 > testOOnode > Custom Table Log Q
4F &
Insert Download
Table Name Log Data Source Update Frequence Enable

4. Click Insert.

5. The Customized Database Schema Configuration page appears.

225



Custom Table Log

*Required

BASIC INFOMATION

Table Design Enable

@® Yes O No

Log Data Source *

bwpdata_Access

Table Name *

Frequency *

1

0/64

@ Second O Minute

v

CANCEL  SUBMIT -

6. You can design the column details like column type in Table Design.

Custom Table Log

*Required

Basic Infomation TABLE DESIGN
Table Design
£ Column Name

Datetime
Timestamp
TimeDifference

Millisecond

Type / Length

Datetime

Timestamp

TimeDifference

Millisecond

Tag Name

CANCEL  SUBMIT -

7. You can Edit or Delete the objects on the Custom Table Log List.

5.16 MQTT Connection Setting
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MQTT Connection Setting has two parts:

e WebAccess MQTT Connection Settings
e WISE-PaaS Connection Settings

5.16.1 Entry

e Click SCADA Node on Org Chart.

e Hover More Connector on the Ribbon.

A POWERED BY
Project Management @ @ ‘ WebAccess
test00 > testOOnode Q
+ kB @ @ & Q@ & B @ & &
Insert Edit Delete Tag Trend  Alam  Report Map Server  Program Log Connector  More Draw  Viewer Download  Export
Project Node Comport/Point Device W= LT e Eey Node Property

WISE-PaaS MQTT Connector
QTT Connector Node Nam:

test00 test0ON... [ prsmar TesTOOr:;de

Custom MQTT/HTTP Connector

Node Description
Aliyun Connection Setting

Node Primary TCP Port

4592

Node Secondary TCP Port

14592

SCADA Node IP Address
PC991207

Remote Access Code

Advanced ¥

5.16.2 WebAccess MQTT Connection Settings

WebAccess/SCADA is dedicated to offer the comprehensive solutions to meet our customers'
needs. WebAccess Cloud Connection is an integrated Internet of Things (IoT) solution which
provides various types of services such as data communication, data synchronization, loT
administration.

5.16.2.1 Editing Connection Setting

e Click WebAccess MQTT Connection Settings.

e Configuring the connection information on the Connection Setting.
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POWERED BY
WebAccess

Project Management ® @

test00 > testOOnode > WebAccess MQTT Connector Q

Connection Setting Tag Whitelist

(5]

Enable
O Yes ® No

Cloud Project Name

Cloud Node Name

Primary Device ID

P Address

Port Number

1883

Connection Type
TCP

Use SSL/TLS
No

MQTT Broker User Name

MQTT Broker Password

Connection setting properties:
e Enable: the connection status with the Boolean attribute, Enable property can be set to keep
a cloud connection until the connection attribute is disable.
e Cloud Project Name: The cloud project name.
e Cloud Node Name: The cloud SCADA node name.
e Primary Device ID: The cloud device identity with unique value. The default value is “Cloud
Project Name _ Cloud SCADA Node Name”
e |P Address: The MQTT broker connection address such as domain name (e.g., WebAccess)
or IP address (172.18.3.157).
e Comport Number:
TCP comport-1883
TLS comport-8883
Windows 7 (or earlier version):
WebSocket and SSL - 51329
WebSocket and Non-SSL= 51328
Windows 8 (or above version):
WebSocket and SSL -443
WebSocket and Non-SSL=80
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e Connection Type: MQTT connection type: using webscocket and TCP.
Note-MQTT broker in Win7 ( or Earlier version) only can connect with TCP type.

e Use SSL/TLS: A Boolean attribute to distinguish use and non-use the SSL/TLS on MQTT
broker connection.

e MQTT broker User Name: The authorized MQTT broker user’s name

e MQTT broker Password: The authorized MQTT broker user’s password

e Keep-Alive Interval: the keep-alive interval is used to maintain the connection with the
broker and retry for delivering messages.

e Data Publish Interval (second): Setting the time interval to publish the data. The kernel will
publish data according to this interval.

e Publish Data via Value Changed: A Boolean attribute to determine the way to send data.
Select “Yes” means send data to MQTT broker when value changed. Select “No” means to
send data to MQTT broker by data publish time interval, no matter the data value changed or
not.

e Publish Data at Kernel Startup: A Boolean attribute to determine when devices will start to
send the data. Select “Yes” means data start to be sent when the kernel startup. Select
“No” means data will not be sent until the kernel received start-to—send command from the
MQTT Broker.

5.16.2.2 Editing the MQTT white list

Using WebAccess cloud white-list, users can configure the tag on the ground project.
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SCADA Project Management ® @ ‘ Web Moopes

WebAccess
test00 > testOOnode > WebAccess MQTT Connector Q
Connection Setting Tag Whitelist @
Tags Selected m 1-10f 1 Records per page 100 ¥
Q Selected Tag Type 4 Tag Name Description RTDB Deadband

Port1(tcpip) Analog aa A 0%

I dev1(Modicon)
Acc Point

Calc Point

Const Point

System Point

e Find the Tag you want to edit:

o Click Tags, you can see different node types like Acc Point. Select one node type, the
tags which are belonged to the node type will show in the list.

o Click Selected, the tags was set selected will show in the list.
o Using the search under Tags/Selected tab.

SCADA Project Management ® @ ‘ ;\%BTGEC%;;
test00 > _testOOnode > WebAccess MQTT Connector Q
Connection Setting Tag Whitelist Q
EE0E  cancel
[ selected Tag Type 4 Tag Name Description [J rTOB [ Deadband
O Analog aa Al O Ol

e Click Edit in tag list, then click submit to save your change.
User can set the tag property in cloud white-list, and the cloud white-list has configurable

properties including dead band, RTDB and upload. The tag can upload to the cloud project by

setting the white list. The following Parameters appear for a cloud white-list configuration:
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e The cloud white-list properties

Property Name Description Type
Upload Enabling to uploading to the Checkbox
cloud
Tag name Tag name The default string
Dead band The threshold (percentage) Textbox

of difference between the
current and last published

value.

Real time database log Enabling tologinthe RTDB Checkbox
(RTDB)

Description The description of tag The default string

5.16.3 WISE-PaaS Connection Settings
5.16.3.1 Editing Connection Settings

e Click WISE-PaaS MQTT Connection Settings.
Configuring the connection information on the WISE-Paas MQTT Connector.

\lJAA Project Management

Rrojo1 > node01
e @ @ kK 9 & @
Insert Edit Delete Tag Trend Alarm Report Map Server Program Log Connector More

Project Node Comport/Point Device

WISE-PaaS MQTT Connector

projo1 l node01 @ AWS MQTT Connecto
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Project Management

‘ ® @ ‘ WebAccess

RIojo1 > node01 > WISE-PaaS MQTT Connector Q
Connection Setting Tag Whitelist Event Group List Q
E“‘O‘INVYes ® No
60 Seconds
seconds
N:s:m; Value Change
Setup MQTT Connection
* Required
Data recovery Connection Type
® DCCS QO Azure
NODE ID *
d64f7b60-6470-11eb-9ca8-379af5f250ad
36/36
Credential Key *
5283c91ef2652f091551b90296bf58fi
32/36
DCCS API URL *
https://api-dccs-ensaas.hz.wise-paas.com.cn/
44255
Keep-Alive Interval (Unit: Seconds) * Data Publish Interval (Unit: Seconds) *
60 1
2/6 1/6
Publish Data by Value Change
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Setup MQTT Connection

* Required
Basic Infomation BASIC INFOMATION
Data recovery Connection Type

O DCCS ® Azure

Device ID *

271bc5c0-058a-11ec-9ef7-91de67035bda

36/128
Host Name *

wise-deviceon-bi-iothub.azure-devices.net

SAS Token *

SharedAccessSignature sr=wise-deviceon-bi-iothub.azure-devices.net%2Fdevices%2

198/256

Keep-Alive Interval (Unit: Seconds) * Data Publish Interval (Unit: Seconds) *

60 1

Publish Data by Value Change

Connection setting properties:
e Enable: the connection status with the Boolean attribute, Enable property can be set to keep
a cloud connection until the connection attribute is disabled
e Connection Type: select to connect with WISE-PaaS (DCCS) or Azure
[While selecting DCCS]
e Node ID: The unique ID of the SCADA
e Credential Key: the credential key is used to access DCCS
e DCCS API URL: Provides Edge Device to quickly obtain credentials and connect to WISE-
PaaS platform
[While selecting Azure]
e Device ID: The unique ID of the SCADA
e Host Name: Azure loTHub host name or IP address
e SAS Token: Connection secret key for data encryption
[Common setting]
e Keep-Alive Interval: the keep-alive interval is used to maintain the connection with the
broker and retry feature for delivering messages
e Data Publish Interval (second):Setting the time interval to publish the data. The kernel will
publish data according to this interval.

e Publish Data via Value Changed: A Boolean attribute to determine the way to send data.
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Select “Yes” means send data to MQTT broker when value changed. Select “No” means to

send data to MQTT broker by data publish time interval, no matter the data value changed or

not.

5.16.3.2 Editing the WISE-PaaS white list

The WISE-PaaS white-list link is found on the top side of the SCADA node setting. Using

WebAccess cloud white-list, users can configure the tag on the ground project.

e On the WISE-PaaS Connection Setting, you can search the selected tag:

Tags Selected
Port1(tcpip)

| dev(aBMLGX)
Acc Point

Calc Point

Const Point

System Point

e Select the node type (via the left menu)
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Tags

Q

Port1(tcpip)

| dev(aBMLGX)

Acc Point

Calc Point

Const Point

System Point

e Click the device name —> the tag lists of each device is display the right screen -
>Modify the whitelist attribute —> Click Submit

SUBMIT CANCEL

[ Selected

a

O/ o o oo o o

[m}

o o o o o o

Tag Type 4

((Analog )

(Analog )

( analog |
(analog )

(anaiog )

(_Analog )
(" Anatog
(_Analog )

(_Analog )

(_Analog )

(_Analog

(nalog )

p \
((Analog )

((Analog )

((analog )

Selected

Tag Name

B-000001
B-000073
B-000072
B-000071
B-000070
B-000069
B-000068
B-000067
B-000066
B-000065
B-000064
B-000063
B-000062
B-000061

B-000060

Description

Binary File

Binary File

Binary File

Binary File

Binary File

Binary File

Binary File

Binary File

Binary Fie

Binary File

Binary File

Binary File

Binary File

Binary File

Binary File

[ Deadband
O %
Oo |%
Oo %
Oo |
Oo %
Oo %
Oo %
Oo %
Opo %
Oo %
O %
Oo %
Ob
Ol %
Oo |%

[ Scan Type

a

[m]
[m]
o

O|O0| 0 O

]

O(0|0|0|0|0

normal

normal

normal

normal

normal

normal

normal

normal

normal

normal

normal

normal

normal

normal

normal
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SuBMIT CANCEL

a
m}

m]

Oo|o|o|o|joO|(0O| O

[}

e The user can set the tag property in the cloud white-list, and the cloud whitelist has
configurable properties including dead band and upload. The tag can upload to the cloud

project by setting the white-list. The following parameters appear for a cloud white-list

configuration:

[ selected Tag Type 4

Tag Name

B-000001

B-000073

B-000072

B-000071

B-000070

B-000069

B-000068

B-000067

B-000066

B-000065

B-000064

B-000063

B-000062

B-000061

B-000060

Description [ Deadband
Binary File O
ginary File O
Binary File Oo
Binary File Ol
Binary File Oo
Binary File Olo
Binary File ]
Binary File O
Binary File O
Binary File O
Binary File Olo
Binary File Olo
Binary File O
ginary File O
Binary File O

e The cloud white-list properties

Property Name

Upload

Tag Type
Tag name
Description

Dead band

Scan Type

Description

Enabling to uploading to the

cloud

The type of tag

Tag name

The description of tag

The threshold (percentage)
of difference between the
current and last published

value.

The type of scanning

[ Scan Type

O normal ~

O normal v
O normal
O [normal ~
O normal ~

O normal v

Type

Checkbox

The default string
The default string
The default string

Textbox

Drop Down List
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Then download the SCADA node and start the kernel.

5.16.4 AWS Connection Settings

AWS |oT is a managed cloud platform that lets connected device easily and securely interact

with cloud applications and other device.

5.16.4.1 Editing Connection Setting

1. Click AWS Connection Settings.

Project Management | ® @ Wehel-'lcness

Projfrom15 > NodeFrom15 Q

+ B @ @ k2 BH & E B & &

Insert Edt Daiete Tag Tend  Alam  Repot  Map Draw  Viewer | Download  Export

Project Node Comport/Point Node Property

ProjFrom15 Nodefro... @

NodeFrom15

(1]
o

PC991207

Advanced ¥

2. Configuring the connection information on the Connection Setting.
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Setup MQTT Connection
* Required
Endpoint *
0/64
Thing Name *
0/64
Data Publish Interval (Unit:Seconds) * Publish Data by Value Change
0 O Yes @ No
14
Certificates File *
o
Drop your file here, or Browse to upload.
Private Key File *
0
Drop your file here, or Browse to upload.
Root CA File *
0
Drop your file here, or Browse to upload.
CANCEL SUBMIT

Connection setting properties:
e Enable: the connection status with the Boolean attribute, Enable property can be set to keep
a cloud connection until the connection attribute is disable.

e Endpoint: Enter your custom endpoint that allows you to connect to AWS IoT. This is an
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important property to insert when using an MQTT client.

e Thing Name: An IoT thing is a representation and record of your physical device in the cloud.
Any physical device needs a thing record in order to work with AWS IoT.

e Certificates File: A certificate for this thing.

e Private Key File: A private key for this thing.

e Root CA File: A Root CA for this thing.

e Data Publish Interval (second):Setting the time interval to publish the data. The kernel will
publish data according to this interval.

e Publish Data by Value Changed: A Boolean attribute to determine the way to send data.
Select “Yes” means send data to MQTT broker when value changed. Select “No” means to
send data to MQTT broker by data publish time interval, no matter the data value changed or

not.

3. Press Submit.

/A Project Management ‘ ® @ ‘ {Neb?&[ei‘s

Projfrom15 > NodeFrom15 > AWS MQTT Connector Q

(5]

Connection Setting Tag Whitelist

&

Setup

Enable
® Yes O No

Endpoint.
a3504t50uc974l-ats.iot.us-east-2.amazonaws.com

5.16.4.2 Editing the AWS white list

The AWS white-list link is found on the top side of the SCADA node setting. Using WebAccess

cloud white-list, users can configure the tag on the ground project.
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Project Management

Projfrom15 > NodeFrom15 > AWS MQTT Connector

Connection Setting Tag Whitelist
Tags Seleted [ Ear |
Q Selected Tag Type 4
Port1(tcpip)

| marTTest NodewAmQTT)

Port2(tcpip)

Acc Point

Calc Point

Const Point

System Point

e On the AWS Tag Whitelist, you can search the selected tag:

Tags Selected

Port1(tcpip)

| MQTTTest Node(WAMQTT)
Port2(tcpip)

Acc Point

Calc Point

Const Point

System Point

e Select the node type (via the left menu)

Tag Name

Al01

Al02

Al03

Al04

Al0s

AI06

Al07

Alog

Al09

Al10

Description

Al

Analog Input

Analog Input

Analog Input

Analog Input

Analog Input

Analog Input

Analog Input

Analog Input

Analog Input

Analog Input

1-110f 11

Records per page | 100

Deadband
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Tags Selected
Q

Port1(tcpip)

I MQTTTest_ Node(WAMQTT)
Port2(tcpip)

Acc Point

Calc Point

Const Point

System Point

e Click the device name —> the tag lists of each device is display the right screen —>Modify
the whitelist attribute —> Click Submit

Project Management

Projfrom15 > NodeFrom15 > AWS MQTT Connector Q
Connection Setting Tag Whitelist [}
Tags Selected [ et | 111 of 11 Records per page | 100
Q Selected Tag Type 4 Tag Name Description Deadband

Port1(tcpip) aaa Al 0%
I MQTTTest_ Node(WAMQTT) Al01 Analog Input 0%
S Al02 Analog Input 0%

Acc Point
Al03 Analog Input 0%

Calc Point
, Al04 Analog Input 0%

Const Point

System Point Al05 Analog Input 0%
Al06 Analog Input 0%
Al07 Analog Input 0%
Al08 Analog Input 0%
og ) Al09 Analog Input 0%
og ) Al10 Analog Input 0%
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[susmiT | canceL

[ Sefected Tag Type 4

[

B [ NE [ SE B CE (CEE S S E

['susmiT | canceL

electe ag Type
Sel d Tag Ty >

EIEIEIEIEIEIEIEIEIEIEII

>

>

The user can set the tag property in the cloud white-list, and the cloud whitelist has
configurable properties including dead band and upload. The tag can upload to the cloud

project by setting the white-list. The following parameters appear for a cloud white-list

configuration:

The cloud white-list properties

Tag Name

aaa

Alo1

Al02

Al03

Al04

Al05

Al06

Alo7

Alo8

Al09

Al10

Tag Name

aaa

Al01

Al02

Al03

Alo4

Al05

Al06

Al07

Alos

Al09

Al10

Description

Al

Analog Input

Analog Input

Analog Input

Anglog Input

Anzlog Input

Anzlog Input

Anzlog Input

Anzlog Input

Analog Input

Analog Input

Description

Al

Analog Input

Analog Input

Analog Input

Analog Input

Analog Input

Analog Input

Analog Input

Anglog Input

Anglog Input

Anglog Input

[ Deadband

%

%

%

[ [ EL IS B S 1S S 1S S T S S S

[ Deadband

Y

%

%

(e o e e | [ e e e 8 e [ |
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Property Name Description Type

Upload Enabling to uploading to the Checkbox

cloud
Tag Type The type of tag The default string
Tag name Tag name The default string
Description The description of tag The default string
Dead band The threshold (percentage) Textbox

of difference between the
current and last published

value.

Then download the SCADA node and start the kernel.

5.16.5 Aliyun Connection Setting

Aliyun Connection is an integrated Internet of Things (IoT) solution which provides various types

of services such as data communication, data synchronization, loT administration.

5.16.5.1 Editing Connection Setting

e Clicked Setup.

SCADA Project Management ‘ ® @ ‘ ;Nebiféeéé

proj01 > node01 > Aliyun Connection Setting Q

Connection Setting Tag Whitelist

&

Setup

18

Enable
© Yes O No
RegionD

0

RegionlD Custom
en-shanghai
Port

443

Product Key
alQiwmBRkv

Product Secret
RINA1LZ7Cli18YZC

eb87638232700446d1ce0b9

Data Publish Interval
1 Seconds

Publish Data by Value Change
No
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Setup Aliyun Connection

* Required
RegionlD = RegionlD Custom *
0 cn-shanghai

1/6

Port * Product Key *
443 a1QIWmBRkJv
Product Secret * Device Name *

RINATLz7Cli18YZC Modbus
Dynamic Register Device Secret *

O Yes ® No 743de9102eb87638232700446d1ce0b9
Data Publish Interval (Seconds) * Publish Data by Value Change

1 O Yes ® No

CANCEL SUBMIT

Connection setting properties:

e Enable: the connection status with the Boolean attribute, enable property can be set to keep
a cloud connection until the connection attribute is disabled

e Region ID: The region ID is a code of geographic area where a data center resides. (Default:
0)

e Region ID Custom: The Region ID custom is a geographic area where a data center resides.

e Port: The default value is 443 with TLS.(Default: 0)

e Product Key: The product key is the unique identifier of a product in loT Platform. This
parameter is used in device authentication and communication.

e Product Secret: The product secret is the private key issued by IoT Platform for each
product and usually used in pair with the Product Key for unique-certificate-per—product
authentication.

e Device Name: The device name is automatically generated or defined by the user during
device registration.

e Device Secret: The device secret is the private key issued by |oT Platform for each device

and used in pair with device name. You could pass this column if the Dynamic Register was
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selected “Yes”.

e Dynamic Register: A Boolean attribute to determine the way to register the Device Secret.
Select “Yes” means register Device Secret dynamically. (Default: No)

e Data Publish Interval (second): Setting the time interval to publish the data. The kernel will
publish data according to this interval. (Default: 0)

e Publish Data by Value Change: A Boolean attribute to determine the way to send data. Select
“Yes” means send data to Aliyun when value changed. Select “No” means to send data to

Aliyun by data publish time interval, no matter the data value changed or not. (Default: No)

5.16.5.2 Editing the Aliyun white list

The Aliyun white-list link is found on the top side of the SCADA node setting. Using WebAccess

cloud white-list, users can configure the tag on the ground project.

e On the Aliyun Connection Setting, you can search the selected tag:

Tags Selected
Port1(tcpip)

| dev-tepip-01(ABMLGX)
Port2(tcpip)

Acc Point

Calc Point

Const Point

System Point

e Select the node type (via the left menu)
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Tags
Q

Port1(tcpip)

Selected

| dev-tepip-01(ABMLGX)

Port2(tcpip)
Acc Point
Calc Point

Const Point

System Point

e Click the device name —> the tag lists of each device is display the right screen —> Modify

the whitelist attribute —> Click Submit

SUBMIT CANCEL

O selected

8 0 &8 O 0O 0O

A O

B 08 O &

o o

Tag Type %

(Canalog )

(CAnalog

("Analog )

("Analog )

(Analog )

Tag Name

block01:101

block02:113

block02:114

block02:115

block02:116

block02:117

block02:118

block02:119

block02:120

block03:101

block03:102

block03:103

block03:104

block02:112

block03:105

Description

Array Size

0

0

0

[ Deadbana
Oo fe
Oo  fe
Oo  fe
Oo  fe
Oo  fe
Oo %
Oo %
Oo  ps
Oo  ps
Oo  fe
Oo  fe
Oo  fe
Oo  fe
Oo  fe
Oo %

Note — You can select all tags in the specific attribute by checking the checkbox in the column

title.
Select All:
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suBMIT CANCEL

2

&

&

EIEIEIEIEIEIEIEIEIEIEIEIEII

&

e The user can set the tag property in the cloud white-list, and the cloud whitelist has
configurable properties including dead band and upload. The tag can upload to the cloud

project by setting the white-list. The following parameters appear for a cloud white-list

configuration:

Note — The first column is the “upload” property. If you want to update the tag to the cloud

Tag Name Description

block01:101 101
block02:113 13
block02:114 14
block02:115 15
block02:116 1]
block02:117 n7
block02:118 118
block02:119 19
block02:120 120
block03:101 101
block03:102 102
block03:103 103
block03:104 104

device, the checkbox of the first column must be checked

e The cloud white-list properties

Property Name

Upload

Tag Type
Tag name
Description
Array Size

Dead band

Description

Enabling to uploading to the

cloud

The type of tag

Tag name

The description of tag
The size of tag

The threshold (percentage)
of difference between the
current and last published

value.

Then download the SCADA node and start the kernel.

Array Size [ peadbana

0

0

0

Oo  fe
Oo  fe
Opo %
Oo  ps
Oo  fe
Oo  fe
Opo %
Oo  ps
Oo  fe
Oo  fe
Opo %
Oo
Oo fe

Type

Checkbox

The default string
The default string
The default string
The default integer

Textbox
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5.17 Custom MQTT/HTTP Connector

Custom connector can send data which collected by WebAccess/SCADA via MQTT or HTTP to
the third party service. Also, that can receive control message via MQTT from the service. The
transfer message is defined freely by no—code user interface on web in JOSN format for
compatible with the service. It reduces much development effort for third party to connect data

between SCADA and their self-hosting service.

5.17.1 Entry

Select SCADA Node in Org Chart —> Open Connector options —> Select Custom MQTT/HTTP

Connector.

= Project Management

proj01 > node01
+ & w 2 k @ & E) @

Insert Edit Delete Tag Trend Alarm Report Map Server Program Log Connector More

WebAccess MOTT Connector

Project Node Comport/Point Device

WISE-Paa5 MQTT Connector

. | NNS MOTT Connector
projo1 node01 o i AWS MQTT Connecto
Custom MQTT/HTTP Connector

Aliyun Connection Setting

5.17.2 Custom MQTT/HTTP Connector Configuration
5.17.2.1 Connection Setting
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Project Management

proj01 > node01 > Custom MQTT/HTTP Connector Q

Connection Setting ‘Whitelist Group Parameter Key JSON Format

o
Connection Setting m
Basic Information

Status
Enable

Type
mart

Device ID
devid

IP Address

172.168.144

Port
0

Protocol
TCP

Topic Data
topic

Topic Gontrol
ctrl

UserName

node01
Password
Advanced Settings

Time Format
150 8601 (YYYYMMDD)

Time Zone
Local

Tag Mapping List

Tag State Descriptor
bad b
good g
Tag Type Descriptor
Analog 1
Digit 2
Text 3

e Click Setup Connector if you never set the connector.

e Click Edit if you already set the connector.

Project Management ‘ ® ® ‘ POWERED BY

WebAccess

proj01 > node01 > Custom MQTT/HTTP Connector Q

Setup Connector

Project Management ‘ ® @ ‘ rWeb E;éeéé
proj01 > node01 > Custom MQTT/HTTP Connector Q
Connection Setting Whitelist Group Parameter Key JSON Format

HIB

Connection Setting

Basic Information

- Editing the Connection Setting

e Basic Information
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Setup Connection

* Required

BASIC INFORMATION
HTTP Header Status *
Advanced Settings @® Enable QO Disable

Tag M ing List
ag Mapping Lis T

® HTTP O MQTT

Device ID *

0128

POST URL *

Use the reserved word ${wadevid} to represent the device ID

CANCEL SUBMIT

Setting properties:
e Status: To enable or disable the connection. (Default: Enable)
e Type: The protocol of connection. (Default: HTTP)
e Device ID: Identity with a unique string.
Setting for HTTP Only:
e POST URL: The URL of the third party service.
Setting for MQTT Only:
e |P Address: The IP or domain name of MQTT broker.
e Port: Port number of MQTT broker. (Default: 0)
® Protocol: TCP(TCP)/TCP Secure(TLS)/Websocket(WS)/Websocket Secure(WSS) connection
type. (Default: TCP)
e Topic Data: MQTT topic defined for sending data from SCADA to third party service.
e Topic Control: MQTT topic defined for receiving control message from third party service.

e UserName: login user to MQTT broker.

250



e Password: login password to MQTT borker.

Note — You can use the reserved word “${wadevid}” in POST URL, Topic Data and Topic

Control as Device ID property.

e HTTP Header

HTTP header fields are components of the header section of request messages in the HTTP.

Only for HTTP.

Setup Connection
* Required

Basic Information HTTP HEADER

HTTP Header [ HTTP Header * Descriptor *

Advanced Settings

Tag Mapping List =

CANCEL

SUBMIT

Connection setting properties:
e Header: The field name of HTTP header.

e Descriptor: The field value of HTTP header and pairs to Header.

e Advanced Settings
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Setup Connection

* Required
Basic Information ADVANCED SETTINGS
Advanced Settings Time Format * Golang Time Format *
. A"
Tag Mapping List Golang Format
/64
Time Zone *
Local v

CANCEL SUBMIT

Setting properties:

e Time Format: Time stamp format definition for transfer data. (Default: ISO 8601)

e Golang Time Format: Define the format of time in transfer data with golang way. This field is
required if the Time Format is Golang Format. Reference:
https://programming.guide/go/format-parse—-string-time—date—example.html and
https://golang.org/src/time/format.go

e Time Zone: Determine the time zone in transfer data. (Default: Local)

e Tag Mapping List
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Setup Connection

* Required
Basic Information TAG MAPPING LIST
HTTP Header Tag State Descriptor *

Advanced Settings

Tag Mapping List

bad

good

Tag Type Descriptor *

Analog

Digit

Text

CANCEL SUBMIT

Setting properties:

e Tag State: This value is going to replace the reserved word “watagstate” that is the value of
tag status if the status of tag is the same.

e Tag Type: This value is going to replace the reserved word “watagtype” that is the value of
tag type if the type of tag is the same.

5.17.2.2 Whitelist Group
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Project Management ‘ ® ® POWERED BY

WebAccess
proj01 > node01 > Custom MQTT/HTTP Connector Q
Connection Setting Whitelist Group Parameter Key JSON Format @
WGo1 -+

Basic Information

Group ID
wataggrp01

Scan Interval
1000 MilliSecond

Publish Interval
1000 MilliSecond

Tags Data Publish by Value Changed
Yes

Tag Whitelist
Tags. Selected Tag List (60) 1-60 of 60 Records per page | 100
Q Tag Type 4 Tag Name Armay Size Selected Is Trigger Tag Deadband(%)
Port1(tcpip) block01:101 0 0
Port2(tcpip) blockd2113 0 0
dev-tepip-
PP blocko2114 0 0
02(Modicon)
Acc Point block02115 0 0
Calc Point block02:116 0 0
(e blockoZ117 0 o

System Point

e Click Create Whitelist Group if there hasn't any whitelist group.
e Click the Triangle at the right of the name of whitelist group and press Edit.

Project Management ‘ ®@ @ heb?(;ée;é
proj01 > node01 > Custom MQTT/HTTP Connector Q
Connection Setting Whitelist Group Parameter Key JSON Format (_Q

Create Whitelist Group

Project Management

proj01 > node01 > Custom MQTT/HTTP Connector

Connection Setting Whitelist Group Parameter Key JSON Format

WGO1 ‘J —+
Edit
Basic Information -

Delete
Group 1D

- Editing the group information
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Basic Information

Group Mame *

WG01
4/32
Scan Interval (MilliSecond) *
1000
4/9

Publish Interval (MilliSecond) *

1000
4/9
Tags Data Publish by Value Changed *

® Yes O No

e Group ID: The unique ID of the tag group.

e Group Name: Identify the group and show in the top of tabs.

e Scan Interval (Millisecond): Collect data interval from SCADA. Tags Data Publish by Value
Changed is Yes. (Default: 1000)

® Publish Interval (Millisecond): Publish data interval to service. Tags Data Publish by Value
Changed is No. (Default: 1000)

e Tags Data Publish by Value Changed: A Boolean attribute to determine the way to send data.
Select “Yes” means send data to the third party service when value changed. Select “No”
means to send data to the third party service by data publish time interval, no matter the
data value changed or not.(Default: Yes)

- Editing the white list

The white-list link is found on the top side of the SCADA node setting. Using WebAccess cloud
white-list, users can configure the tag on the ground project.

® You can search the selected tag:
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Tags Selected

EE—

Port1(tcpip)

dev-tcpip-
01(ABMLGX)

Port2(tcpip)
Acc Point
Calc Point
Const Point

System Point

¢ Select the node type (via the left menu)

Tags Selected
Q
Port1(tcpip)

dev-tcpip-
01(ABMLGX)

Port2(tcpip)
Acc Point
Calc Point
Const Point

System Point

e Click the device name —> the tag lists of each device is display the right screen —> Modify
the whitelist attribute
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Note — You can select all tags in the specific attribute by checking the checkbox in the column

title.

Select All:

Tag List (0/60)
a

O o 0o o oo o o/ o o o o

e The user can set the tag property in the cloud white-list, and the cloud whitelist has
configurable properties including dead band and upload. The tag can upload to the cloud
project by setting the white-list. The following parameters appear for a cloud white-list

configuration:

Note — The selected column is the “upload” property. If you want to update the tag to the

cloud device, the checkbox of the first column must be checked

Tag Type 4

(CAnalog )

'i Analog :'

Tag Name

block01:101

block02:113

block02:114

black02:115

block02: 116

block02:117

block02:118

block02:119

black02:120

block03:101

block03:102

block03:103

Array Size

0

0

0

e The cloud white-list properties

[ selected

EIEIEIEIEIEIEIEIEIEIDEII

O O O 0o oo 0o o/ o o o o

[ 1s Trigger Tag

Deadband(%)

o

0

0
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Property Name Description Type

Tag Type The type of tag The default string
Tag name Tag name The default string
Array Size The size of tag The default integer
Upload Enabling to uploading to the Checkbox

cloud
Is Trigger Tag Enabling to trigger tag Checkbox
Dead band The threshold (percentage) Textbox

of difference between the
current and last published

value.

Then download the SCADA node and start the kernel.

5.17.2.3 Parameter Key

Project Management ‘ ® @ ‘ heb?ééééé
proj01 > node01 > Custom MQTT/HTTP Connector Q

Connection Setting Whitelist Group Parameter Key JSON Format

HIB

Parameter Key List
Key Code Key Pair
${param01} 123

${param02} 456

e Clicked Edit.

Project Management ‘ ® ® ‘ rWebs\FGEGEE;é
projo1 > node01 > Custom MQTT/HTTP Connector Q

Connection Setting Whitelist Group Parameter Key JSON Format

HIB

Parameter Key List

- Editing Parameter Key
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Edit Parameter Key

* Required
D Key Code Key Pair m
O FactoryiD TSMCOO07

D Workltem $worklD}

CANCEL SUBMIT

Setting properties:
e Key Code: Key Code is a field name you defined.
e Key Pair: Key Pair is a field value pair for Key Code. Indicate tag value with "${ }", ex:
${workID}, "workID" is a tag name in WebAccess/SCADA.

5.25.2.4 JSON Format

JOSN Format helps you set the format of transfer data. The Reserved Word and the Parameter

Key are used for converting to the transfer data.
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| @ @ | Webooess

Project Management

projo1 > node01 > Custom MQTT/HTTP Connector

Connection Setting Whitelist Group Parameter Key JSON Format

H@

JSON Format

Editor Preview

14

2

4

5 "watagname”: "dataBA.#.label”,
5 "watagvalu dataBA.# .\ "
7 "watime": "dataBA.#.dateti

8 +

o "wataggrpe2”

10 "watagname”: "dataFA.#.label”,
11 "uatagvalu "
12 "watime": "

13 }

1|}

15}

e Click Setup JSON Format if you never set the JSON format.
e Click Edit if you already set the JSON format.

POWERED BY

@ @ WebAccess

Project Management

projo1 > node01 > Custom MQTT/HTTP Connector

(5]

Connection Setting Whitelist Group Parameter Key JSON Format

Setup JSON Format

POWERED BY
WebAccess

@ @

Project Management

projo1 > node01 > Custom MQTT/HTTP Connector
Connection Setting ‘Whitelist Group Parameter Key JSON Format

JSON Format

— Edit JSON Format
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Project Management

| ® ® | WebAccess

proj01 > node01 > Custom MQTT/HTTP Connector

Connection Setting

Edit JSON Format

Whitelist Group

Editor

14

2 “wadatafmt™: {

3 “wadevi d”,

4 "wataggrpe:

5 "watagname”: "dataBA.#.label”,
6 "watagvalue": “dataBA.#.value”,
7 "watime": "dataBA.#.datetime”

8 5

° “uataggrpe2”: {

10 "watagname": "dataFA.#.label",
1 "watagvalue": "dataFA.#.value’,
12 "watime": "dataFA.%.datetime”

13 }

1| }

15}

e Format Help

Parameter Key

JSON Format

Format Help.

Reserved Word

@ vadstafmt : Send Sensor Data
@ vacmofut : Receive Control Data
© vadevid : Device 1D

© vatime : local (isosco1)

© vatogname : Tog Name

© watagvalue : Tag Value

© vatogstate : Tag State

© vategtype + Ta Type

Parameter Key List
@ pereman : 123

© parand2 : 456

Q

o
Concer ) (TR

The left panel is the sample format and the right panel is the result that is converted from the

formatting. You can use the Copy button for pasting up the formatting content in Editor.
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Format Help

Here are the basics. See the complete syntax

Send Sensor Data Receive Control Data

Array dataBAa.#.Value

i
"wadatafmt": {
"wadevid™: "devid",
"wataggrpll": {
"watagname": "dataBA.#.label”,
"watagvalue": "dataBA.#.value",
"watime”: "dataBA.#.datetime”
}J
"wataggrpéa”: {
"watagname": "dataFA.#.label",
"watagvalue": "dataFA.#.value®,
"watime": “"dataFA.#.datetime"
X
e
It

Square Bracket #.value

"wadatafmt": {
"wataggrp@l”: {

"watagname": "#.id",
"watagvalue™: "#.wvalue",
"watime": "#.time"

"devid": "d3e@d6SddI18",
"dataBA™: [
{

"label™: "switch",
"walue": @,
"datetime”: "2819-18-81T@2:36:48.573L"
¥
]J
"dataFA": [
{
"label": "temperature",
"walue": 13.4,
"datetime": "2819-18-81T82:36:48.5737"

"id": "switch",

"wvalue": 4,

"time": "2819-10-@1T10:36:48.573Z"
}J

"id": "temperature"”,

CLOSE

Setting properties:

e Editor: To type the JSON format here. Press the Check Format button for confirming and

beautifying the content.

e Reserved Word: The key words are about configuration. The reserved word you click is going

to paste in Editor content.

e Parameter Key List: The key words that you set at the function is named parameter key. The

parameter key you click is going to paste in Editor content.

Note — The reserved word “wadatafmt” stands for the format of send data. The reserved word

“wacmdfmt” stands for the format of receive data. The important thing is to make sure the

reserved word “wadevid” is in command format or Topic Control content.

— Preview Transfer Data

The preview content is send data that is converted from the Editor content.
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POWERED BY

‘ ® @ WebAccess

Project Management

proj01 > node01 > Custom MQTT/HTTP Connector

Connection Setting Whitelist Group Parameter Key JSON Format

HIS

JSON Format
Editor Preview

2| “dataBa”: [

5 "va 8.45,
“temperature”

6 “label”:

8 {

9 “datetime”: "2020-10-86T14:41:22.276+98:00",
10 “value™: 47.39,

11 "label": "humidity"

12 }

13| ]

14| “devid TestDevice! D

15[}

5.18 Video

5.16.1 Configure Video
1. Select your Project and the SCADA Node.
2. Click More classification on node bar, then select Video.

+ & w @ W @ BH & B B B -

Insert Edit Delete Tag Trend Alarm Report Map Server Program Log More

_I_

2019Q3Q Node001 O

3. You will see the Video List.

POWERED BY
WebAccess

® @

Project Management

test00 > _testOOnode > Video
4F @
Download

Insert

Video Name Description

4. Click Insert .
5. The Video configuration page appears
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Create Video

* Required

BASIC INFOMATION

Local Script File Video Name *

Video Setting

Description

Local Tag File

CANCEL  SUBMIT

6. Enter a Video Name that will appear in Dialog Boxes used by operators and users.

7. Enter a Description that will appear in the project manager.

8. Local Tag File. Optionally, screen tags can be associated with the Video. These are a Local
Tag file configured DRAW. These allow a screen script to use Local Tags for rotating

between video cameras or other customization.

Create Video

* Required

Basic Infomation LOCAL SCRIPT FILE

Local Script File On Entry

Video Setting

On Exit

While Showing Interval (10=0.25Seconds) *

20

CANCEL  SUBMIT

9. Local Script File. Optionally, screen scripts developed in the script editor of DRAW can be

used to rotate between video cameras or other customization.
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a. On Entry is a screen script that executes once when the Video Display is called in VIEW.

b. On Exit is a screen script that executes once another Display is called and this display is
exited.

c. While Showing is a screen script that executes continuously at the specified Interval
while this Display is displayed in VIEW.

d. Interval is the frequency the While Showing Script repeats.

Create Video

* Required

Basic Infomation VIDEO SETTING

Local Script File Video Type
Video Setting acti (ACTi Video Server)

Video IP Address

220.228.146.21

14/60
User Name Password

admin 123456

5/128 6/128

Trim

Right 0 % Top O % Bottom 0 %

CANCEL  SUBMIT

10. Select the Video Type from the Pull down list. The Video type matches the camera you are
connecting to. These correspond to Active X controls supplied by the camera manufacturer.
If your camera's manufacturer is not listed on the pull-down list, it is not supported by
Advantech WebAccess/SCADA. Some are multi—purpose Video Types: snapshot (JPEG pull),
server push (JPEG Image push). Most are pre-configured to a demo camera on the Internet.

11. Port Number. Enter the TCP port assigned to the camera. 0 (zero) is the default port
number for most cameras. TCP ports are used with firewalls and enhanced security.

12. Press submit.

13. Download to the SCADA node.

5.19 Key Mapping

Key Mapping for applies to all graphic displays, all VIEW clients and all ViewDAQ is implemented
from the Key Mapping link on SCADA node properties.
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5.19.1 Configure Key Mapping

1. Select your Project and the SCADA Node.

2. Click More classification on node bar, then select Key Mapping.

+ B W W | Q &
Insert Edit Delete Tag Trend Alarm Report Map Server Program
Project Node Comport/Point Device
. 1
projo1 I node01 L ) j

3. You will see the Key Mapping List.

Project Management

a3
Connector More
Tag/Bl Video
I Key Mapping I

Scheduler

assroom Scheduler

‘ @ @ ‘ Wef;Access

proj01 > node01 > Key Mapping
g
rt

Inser
m] Key Key Mapping
[m]

4. Click Insert New Key Mapping.

Project Management

Rroj01 > node01 > Key Mapping
+

Insert

O Key
D =Fq{=

5. The Key Mapping configuration page appears.
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Create Key Mapping

* Required
Key * Key Tempilate
i
032
Key Mapping Key Template
N
01128
Description

CANCEL SUBMIT

6. Select the Key from the pull down list next to Key Template. In the example, select the UP
key (the arrow up on most keyboards).

7. Select the Key Mapping from the pull down list next to Key Template. Alternatively, you can
type the the Key Macro command in this field. In the example enter: <GOTO>GRAPH=
MAIN.BGR .

e about Key Template :

o <FLICKBT> is for Flick down to up gesture. This example means the N7CONT1 tag will
change to 0 when users make the “Flick down to up” gesture.
o <FLICKLBRT> is for the “Flick down to up” gesture.The example means the N7CON1 tag

will change to 1 when users make the “Flick —lower left to upper right” gesture.
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Gestures Keycodes

Flick — Up to down <FLICKTB>

Flick —upper right to lower left <FLICKRTLB>
Flick — right to left <FLICKRL>

Flick —lower right to upper left <FLICKRBLT>
Flick — Down to Up <FLICKBT>

Flick —lower left to upper right <FLICKLBRT>
Flick — left to right <FLICKLR>

Flick —upper left to lower right <FLICKLTRB>
Two-finger Tap <TAP2F>
Three-finger Tap <TAP3F>
Four-finger Tap <TAP4F>
Five-finger Tap <TAPS5F>
Three-finger Grab <GRAB3F>
Four-finger Grab <GRAB4F>
Five—finger Grab <GRAB5F>
Three-finger Spread <RGRAB3F>
Four-finger Spread <RGRAB4F>
Five—finger Spread <RGRABSF>

7. Optionally, add a description that will remind you and others of the function.
8. Press Submit when done.
9. There are two ways to download these changes to the SCADA Node:

o Download and Restart the SCADA node from the SCADA Node properties page. If you
have never downloaded the SCADA node before, then this is required. This will
temporarily stop the SCADA node (if it is running).

o Use the Download hyperlink on the Key Mapping List Page. This will download changes
to the Key Mapping without stopping the SCADA node.

If a local key mapping table is defined, both local and global key mapping will be performed. To

turn off/on local or global key mapping functions for each individual View/ViewDAQ, please set
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https://www.yuque.com/__workers/webaccess-scada/user/project-management/2.3.6_Download_and_Start_the_SCADA_Node.htm
https://www.yuque.com/__workers/webaccess-scada/user/project-management/3.2_SCADA_Node_Properties.htm

%DKEYMAPFILE (local) or %DKEYMAPPING (global) to 0/1.
10. You can use edit or delete on the Key Mapping List.

5.20 Scheduler

The Scheduler in Advantech WebAccess/SCADA provides on/off control and setpoint changes

based on time-of-day, day of week and the calendar.

The scheduler can turn lights on and off, lower or raise the temperature at night or during the
work day, set temperature to normal levels during each work day, reduce temperature to save

energy during unoccupied periods, cycle equipment for load balancing, etc.

The typical use of the Scheduler is in Building Automation, where Lights, Fans, and HVAC
equipment are turned on and off based on the time of day and day week. The Scheduler is also

used in process control and manufacturing applications.
An unlimited number of Circuit Groups and Equipment Groups (i.e. Zone Controls) can be
programmed each with its own unique schedule. Multiple Circuits and Equipment Groups can

also share a schedule.

The Scheduler runs on the SCADA Node (or redundant SCADA Nodes).

5.20.1 Entry

Select SCADA Node in Org Chart —> Open More options —> Select Scheduler.

Project Management

proj01 > node01
@ @ £ k o & @

Insert Edit Delete Tag Trend Alarm Report Map Server Program Log Connector More
Project Node Comport/Point Device Tag/Bl *'9%°

- 1 Scheduler
projo1 node01 o

J

5.20.2 Overview of Scheduler Functions
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The scheduler can provide both "On/Off" and Setpoint changes. For example, an "OFF" hours
Temperature Setpoint may be "setback" during evening hours to save energy while the "ON"
hours Temperature Setpoint may be set for occupant comfort. The On Value and Off value are
specified for each Tag (or Circuit). These can be any two values (i.e. not just 0 and 1) to allow

setpoint changes and other value changes (included text strings).

The On Values and Off Values are specified for each tag in the Circuit Group. A tag can be
viewed as representing a single electrical circuit (for example on/off control of lights). Hence,
groups of tags are called "Circuit Groups". A "Circuit Group" can be any group of tags (or even

a single tag) that will always share the same schedule.

The Time specifies the Start Time and Stop Time for each day of the Week. Each day of a
schedule consists of Normal Hours, two sets of Extra Hours and a Default time

period. Separate Start and Stop Time can be defined for Normal Hours, Extra Hours | and Extra
Hours Il. The Default applies to any time outside of Normal or Extra Hours. The Normal Hours,
and Extra Hours, combined with the "Default", allows 4 time periods per day (minimum) to be

specified. Additional schedules can be defined if more "periods" per day are required.

A Cycle Time, in 1-minute intervals, can also be specified to allow On/OFF cycling of equipment
during the schedule (for example, turn the Fans on for 10 minutes, then off for 20 minutes from
8:00 am to 5:00 pm). The ON CYCLE TIME and OFF CYCLE TIME can be defined for each
Normal, Extra Hours and default period of the day. If both ON Cycle = 0 and OFF Cycle=0, then
nothing happens, the tags remain unchanged during the time period. If ON Cycle=1 and OFF
Cycle=0, then no cycling happens and the tags are set to the ON values for the duration of the
Start to Stop time.

Holiday defines calendar-based events. It allows "Holiday Schedules" to be set to account for
non-—occupancy or special events. The Holiday schedule can be used for any calendar event
(based on Month, Day of Month and Year) up to 1 year in the future. Multiple holiday schedules

can be configured and assigned to different groups of tags.

There is no limit to the number of Schedules that can be configured. Each schedule has a START
TIME, STOP TIME, optional CYCLE time, ON and OFF values for each day of week plus the

"Holiday schedule".

An Equipment Group associates a Time Schedule with one or more Circuit Groups . Multiple
"Circuit Groups" can be linked to a single "Time Schedule" in an "Equipment Group". For
example, the lights for each floor a building might be grouped into a Circuit group each
(1stFloorCircuit, 2ndFloorCircuit, 3rdFloorCircuit, ... 40thFloorCircuit). Each 'Occupied" floor
might be assigned to the "Occupied Equipment Group" with the "Occupied Schedule". If a
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tenant moves, that floor would be reassigned to the "Unoccupied" Equipment group, which uses

the "Unoccupied Schedule".

A MANUAL ON and MANUAL OFF feature allow a schedule to be "overridden" and forced to the
ON or OFF values for a Circuit Group. MANUAL ON/OFF is typically used to enable occupancy
(i.e. turn on the lights) for non-scheduled events. AUTOMATIC follows the defined schedule

when specified in a Circuit Group.

New schedules and changes to schedules will Download to the SCADA node without stopping
the SCADA Node.

Power Users can download and Modify Schedules from VIEW (and ViewDAQ) from the Tools
menu. Web browser VIEW clients must be log in as Power Users to Download or Modify a

Schedule. Any ViewDAQ user can download a schedule.
To access Scheduler from VIEW:Right Click -> Tools -> Scheduler

To access Scheduler from ViewDAQ:

From the Menu Bar select Tools —> Scheduler

or a pushbutton can be built using <GOTO>tool=bwsch.uti

5.20.3 Scheduler Configuration

The usual steps to build a set of schedules are:

1. Define Holiday Schedules to handle exceptions to the 7 days per week schedule. The
"Holiday" is any unusual event or series of events. The Holiday Schedule can be defined,
redefined and assigned at any time, but usually is defined first to allow easy assignment to
the Time Schedules as the "exception" to the schedule.

2. Define the Time Schedules. These are the START TIME and STOP TIME for Normal and
Extra Hours for a weekly schedule. A single "Holiday Schedule Group" is assigned to each
Time Schedule.

3. Define Equipment Groups. One or multiple Circuit Groups and a single Time Schedule are
assigned to each Equipment Group. Equipment Groups are groups of Circuits that frequently
share the same Time Schedule.

4. Define Circuit Groups. These are "Tags" that will always share the same Schedule.

5. Download the Schedules to the SCADA node. You can download the SCHEDULER without
stopping the SCADA node. The new schedule will take effect immediately. If a tagis
supposed to be ON, it will be set to the ON value.
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Project Users can add, modify and download Schedules from the Project Manager.

Power Users can add, modify and download Schedules from VIEW.

5.20.3.1 Holiday

The Holiday schedule can be used for any calendar event or series of events, based on Month,
Day of Month and Year, up to 1 year in the future. Multiple holiday schedules can be configured

and assigned to different groups of tags.

The typical use is to create "Holiday" schedules to account for non—-occupancy of buildings in
order to have an "exception" to the normal weekday schedule. A Holiday Schedule can be

created for any calendar event, not just holidays, that are based on the Day, Month and Year.

Project Management ‘ ® @ POWERED BY

WebAccess
proj01 > node01 > Scheduler Q
Holiday Time Equipment Circuit Group Reservation (_D
Insert
Group Number* cances | (TR
1
1”2
Group Name *
w32
Jan 2021 Feb 2021 Mar 2021 Apr 2021
12 12 3 4 5 6 12 3 4 5 6 12 03
3 4 5 6 7 8 9 7 8 9 10 M 12 13 7 08 9 10 m o122 1 4 5 6 7T 8 9 10
1 1 12 13 14 15 16 #“ 15 16 17 18 19 20 14 15 16 17 18 19 20 M 122 13 14 15 16 17
7 18 19 20 21 2 23 21 22 23 24 25 26 27 21 22 23 24 25 26 27 18 19 20 21 22 23 24
24 25 26 27 28 29 30 28 28 29 30 31 25 26 27 28 29 30
31
May 2021 Jun 2021 Jul 2021 Aug 2021
1 12 3 4 s 12 3 12 3 4 5 6 7
2 3 4 5 6 7 8 6 7 8 9 10 N 1 4 5 6 7 8 9 10 8 9 1 N 12 13 14
9 10 1M 12 13 1 15 B 1415 16 7 1B 19 Moz 13 1415 16 17 15 16 17 18 19 20 21
6 17 18 19 20 21 22 20 21 22 23 24 25 26 B 19 20 21 2 23 24 22 23 24 25 26 27 28
23 24 25 26 27 28 29 27 28 29 30 25 26 27 28 29 30 31 29 30 3
30 3
Sep 2021 Oct 2020 Nov 2020 Dec 2020
12 3 4 12 3 12 3 4 5 & 7 12 3 4 s
5 6 7 8 9 10 1 4 5 6 7 8 9 1 8 9 10 M 12 13 14 6 7 8 9 W 1 12
2 13 14 15 16 17 18 noR B oW 6 T 5 16 17 18 19 20 21 B 14 15 6 17 18 19
1920 21 22 23 24 25 1B 19 20 21 22 23 24 22 23 24 25 26 27T 28 20 21 22 23 24 25 26
26 27 28 29 30 25 26 27 28 29 30 31 29 30 27 28 29 30 31

Holidays and exceptions to normal schedule are shown in BLUE. Single-click on a date to add /

remove it as a "holiday".

e Group List (Holiday) — is a List of all configured Holidays.
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e Group Number (Holiday) — the user defined number for the Holiday Schedule. Entering a
New number, not already specified, will create a new Holiday Schedule Group. Entering a
number of an existing group will try to overwrite or update that Holiday Group.

e Group Name (Holiday) — the user defined Name for this Holiday Schedule.

¢ Insert (Holiday) — creates a new blank Holiday Schedule Group.

e Submit (Holiday) — Saves without downloading the currently displayed Holiday Schedule
Group, as the group number specified in Group Number. If that Group number does not
already exist, this will create a new Holiday Schedule. If that group number does exist, it will
try to overwrite the existing group with this Holiday Schedule and description.

e Save and Download to SCADA Node — Saves this Holiday schedule and downloads this and
all other changes to Scheduler (including saved changes to Equipment Groups, Circuit

Groups and Time Groups).

You can create a very large number of Holiday Schedule Groups. For example, if you have

multiple clients in a high rise building, they may each have their own holiday schedule.

Each Time Schedule has one Holiday Schedule Group assigned to it. This Holiday Schedule
becomes the "exception" to the normal weekday schedule defined in each Time Schedule. The

same Holiday Schedule can be assigned to multiple Time Schedules.

It's probably best to start out with one Holiday Schedule, than as you find exceptions to that
Holiday Schedule, create new holiday schedules and assign those the Time Schedules that

require a different exception Schedule.

5.20.3.2 Time

The Time Schedule specifies the Start Time and Stop Time for each day of the Week. There is
no limit to the number of Schedules that can be configured. Each schedule has a START TIME,
STOP TIME, Normal Hours, two sets of Extra Hours, and optional CYCLE time for each day of
week plus the "Holiday schedule". The same Time Schedule can be assigned to multiple

Equipment Groups.

You can build an unlimited number of Time Schedule Groups. For example, if you have multiple

clients in a high rise building, they may each have their own Time schedule.

It's probably best to start out with one or two Time Schedules; then as you find exceptions,
create new Time Schedules as needed. For each new Time Schedule you create, you will
probably need to create a new Equipment Groups in order to assign that new Time Schedule to

the desired Circuit Group(s).
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, Project Management ‘ ® @ ‘ Wet;Access

projo1 > node01 > Scheduler Q

Holiday Time Equipment Circuit Group Reservation

12

[Ccance. | IEEDS

1:Holiday01

Time Period Normal Hours Extra Hours | Extra Hours Il Default Cycle
Day Start stop CycleOn Cycle Off start stop Cycle On Cycle Off start stop Cycle On Cycle Off Cycle On Cycle Off

Monday 08:00 v | /[0 00.00 v | [o0:00 00.00 ~ |/ [00:00

Tuesday 08:00 v || 1700 00:00 v || o000 00:00 v || 00:00

Wednesday 08:00 v | 1700 00:00 v | 00:00 00:00 v ||00:00

Thursday 08:00 v | 1700 00:00 v || [00:00 00:00 v | [00:00

Friday 08:00 v | 1700 ~ | o000

Saturday 08:00 v || 1700 00:00 v || o000 00:00 v || /00:00

Sunday 08:00 v | 1700 00:00 v | 00:00

0
0
0
0
0
0
00:00 v | 00:00 0
0

0
0
0
0
v || /00:00 v o
0
0
0

Sl
2
2

si=l= === ==
g

Holiday 08:00 v ||[1m00 00.00 v | [00:00 00.00 ~ | /[00:00

e Time Period — Each day of a schedule consist of Normal Hours time period, two sets
of Extra Hours time periods and a Default time period. The Normal Hours, Extra Hours and
Extra Hours Il , combined with the "Default", allows 4 time periods per day (minimum) to be
specified.

e Normal - is any user defined Time period. Usually it is associated with normal business
hours.

e Extra Hours | — is any user defined Time period. Usually it is associated with after normal
work hours. It is equivalent to Normal; it is a second time period that can be defined.

e Extra Hours Il — is any user defined Time period. Usually it is associated with after normal
work hours. It is equivalent to Normal; it is a third time period that can be defined.

e Default — applies to any time outside of Normal, Extra Hours | or Extra Hours II.

e Start — defines the beginning of each time period: Normal Hours, Extra Hours | and Extra
Hours Il. The time can be specified in 5—-minute intervals. If both Start=0:00 and Stop=0:00
no action is taken and the period (its undefined).

e Stop - defines the end of each time period: Normal Hours, Extra Hours | and Extra Hours
[I. The time can be specified in 5—-minute intervals. If both Start=0:00 and Stop=0:00 no
action is taken and the period (its undefined).

e Cycle ON - specifies an "ON Cycle Time", in T-minute intervals, to allow On/OFF cycling of
equipment during the schedule (for example, turn the Fans on for 10 minutes, then off for 20
minutes from 8:00 am to 5:00 pm). The ON CYCLE TIME can be defined for each Normal,
Extra Hours and default period of the day. For any non-zero value of ON Cycle, if OFF
Cycle=0, no cycling occurs. If ON Cycle=1 and OFF Cycle=0, then no cycling happens and
the tags are set to the ON values once at the Start Time and set to OFF value ONCE at the
Stop time.
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If both ON Cycle = 0 and OFF Cycle=0, then nothing happens, the tags remain unchanged
during the time period. If ON Cycle=5 and Off Cycle=10, then the equipment will cycle from ON
to OFF every 15 minutes: 5 minutes ON and 10 minutes OFF.

e Cycle OFF - specifies a "OFF Cycle Time", in 1-minute intervals, to allow On/OFF cycling of
equipment during the schedule (for example, turn the Fans on for 10 minutes, then off for 20
minutes from 8:00 am to 5:00 pm). The OFF CYCLE TIME can be defined for each Normal,
Extra Hours and default period of the day.

If both ON Cycle = 0 and OFF Cycle=0, then nothing happens, the tags remain unchanged
during the time period. For any non-zero value of OFF Cycle, if ON Cycle=0, no cycling occurs.
If ON Cycle=1 and OFF Cycle=0, then no cycling happens and the tags are set to the ON values
once at the Start Time and set to OFF value ONCE at the Stop time. If ON Cycle=5 and Off
Cycle=10, then the equipment will cycle from ON to OFF every 15 minutes: 5 minutes ON and 10
minutes OFF.

e Group List (Time Schedule) — a list of all configured Time Schedules.

e Group Number (Time Schedule) - the user defined number for the Time Schedule. Entering
a New number, not already specified, will create a new Time Schedule Group. Entering a
number of an existing group will try to overwrite or update that Time Schedule.

e Group Name (Time Schedule) — - the user defined Name for this Time Schedule.

e Holiday Group - Lists all Holiday Groups and assigns a "Holiday Schedule" to this Time
Schedule. Each Time Schedule has one Holiday Schedule Group assigned to it. This Holiday
Schedule becomes the "exception"” to the normal weekday schedule defined in each Time
Schedule. The same Holiday Schedule can be assigned to multiple Time
Schedules. "Holiday Schedules" are used commonly to account for non—-occupancy or
special events. The Holiday schedule can be used for any event based on Month, Day of
Month and Year, up to 1 year in the future.

e Submit (Time Schedule) — Saves the currently displayed Time Schedule as the specified
Group Number. If that Group number does not already exist, this will create a new Time
Schedule. If that group number does exist, it will try to overwrite the existing group with this
Time Schedule and description.

e Save and Download to SCADA Node — Saves this Time schedule and downloads this and all
other changes to Scheduler (including saved changes to Equipment Groups, Circuit Groups
and Holiday Schedule).

5.20.3.3 Circuit Group

A "Circuit Group" can be any group of tags (or even a single tag) that will always share the same
schedule. A "Circuit" typically is all the On/OFF relays for the Lights in a given area of the plant.

Multiple "Circuit Groups" can be linked to a single "Time Schedule" in an "Equipment

Group". Circuit Groups are easily moved from one Equipment Group to another, thereby
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changing the Time Schedule that applies to the Circuit Group.

For example, the lights for each floor a building might be grouped into a Circuit group each
(1stFloorCircuit, 2ndFloorCircuit, 3rdFloorCircuit, ... 40thFloorCircuit). Each "Occupied" floor
might be assigned to the "Occupied Equipment Group" with the "Occupied Schedule". If a

tenant moves, that floor would be reassigned to the "Unoccupied" Equipment group, which uses

the "Unoccupied Schedule".

Project Management ‘ @ @ ‘ ;Nebti:c[e;é
projo1 > node01 > Scheduler Q
Holiday Time Equipment Circuit Group Reservation Q
+
Insert
Group Number * Group Name * m

Equipment Group Run at

1:Equipment01 v SCADA Node(s)

WorkDay Mode * Holiday Mode *

Automatic v Automatic

Max Tags *

10

Tag Name On Value Off Value Accumulation Tag

[m]
Existing List

O acc-00001
O acc-00002
O acc-00003
O acc-00004
O acc-00005
O acc-00006
O acc-00007
O acc-00008
O acc-00009
O acc-00010

e Max Tags All Groups - this is the maximum number of Tags that can be specified in any
Circuit Group. This applies to all circuit groups. You can change this at any time. Making
this larger than necessary will increase file sizes and download times. You can not change
this to less than the number of tags in any existing Groups.

e Tag List — provides a pull down menu of tag names for easy data entry. Click the fields
listed under Tag Name, then open the Tag List by clicking on it. Scroll down to find the tag
name. Click once on the tag name to enter it into the selected tag name field.

e Tag Name - this column lists the Tags associated with this Circuit group. A tag can be any
Analog, Discrete or Text IO Tag, Constant or Calculation Tag.

e On Value - is the value the Tag will be changed to at the Start Time if ON Cycle or OFF
Cycle is non-zero for the time period. Applies to Normal, Extra Hours |, Extra Hours Il and
Default time periods. ON Value can be an analog, discrete or text value. ON Value for a

temperature setpoint is any analog value (e.g. 72 ). ON Value for a Text value can be any
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text string. ON Value for a Digital is usually "1". Digital and Discrete tags must be set to an

integer value between 0 and 7 (you can not use the state descriptor for discrete tags).

e Off Value - is the value the Tag will be changed to at the Stop Time if ON Cycle or OFF
Cycle is non-zero for the time period. Applies to Normal, Extra Hours |, Extra Hours Il and
Default time periods. OFF Value can be an analog, discrete or text value. OFF Value for a
temperature setpoint is any analog value (e.g. 68 ). OFF Value for a Text value can be any
text string. OFF Value for a Digital is usually "0". Digital and Discrete tags must be set to an
integer value between 0 and 7 (you can not use the state descriptor for discrete tags).

e Circuit Group List — a list of all configured Circuit Groups.

e Circuit Group Number - the user defined number for the Circuit Group. Entering a New
number, not already specified, will create a new Circuit Group. Entering a number of an
existing group will try to over—write or update that Circuit Group.

e Circuit Group Name - the user defined Name for this Circuit Group.

e Equipment Group - Lists all Equipment Groups and assigns this Circuit Group to the
specified Equipment Group.

e Workday Mode - specifies the Monday through Sunday schedule mode as either Automatic
or Manual. This allows the schedule for the circuit group to be overridden, disabled or
enabled. MANUAL ON/OFF means all tags will be manually set by an operator using the
"Download to SCADA Node" button. Manual ON/OFF is typically used to enable occupancy
(i.e. turn on the lights) for non-scheduled events and to disable automatic scheduling.

o AUTOMATIC - follows the defined schedule when specified in a Circuit Group.

© MANUAL ON - forces all tags in this Circuit Group to their ON Value at the next
Download to SCADA Node. The schedule will be ignored and disabled until reset to
automatic.

o MANUAL OFF - forces all tags to their OFF Value at the next Download to SCADA Node.
The schedule will be ignored and disabled until reset to automatic.

If the MANUAL ON/OFF is temporary, it is recommended to change the Mode back to
automatic, and submit the change, after the download. Every Download to SCADA Node will
enforce all Manual ON and Manual OFF settings for all Circuit Groups.

e Holiday Mode - specifies the Holiday schedule mode as either Automatic or Manual. allows
the schedule for the circuit group to be overridden, disabled or enabled. MANUAL ON/OFF
means all tags will be manually set by an operator using the "Download to SCADA Node"
button. Manual ON/OFF is typically used to enable occupancy (i.e. turn on the lights) for
non-scheduled events and to disable automatic scheduling.

o AUTOMATIC - follows the defined schedule when specified in a Circuit Group.

© MANUAL ON - forces all tags in this Circuit Group to their ON Value at the next
Download to SCADA Node. The schedule will be ignored and disabled until reset to
automatic.

o MANUAL OFF - forces all tags to their OFF Value at the next Download to SCADA Node.

The schedule will be ignored and disabled until reset to automatic.
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If the MANUAL ON/OFF is temporary, it is recommended to change the Mode back to
automatic, and submit the change, after the download. Every Download to SCADA Node will
enforce all Manual ON and Manual OFF settings for all Circuit Groups.

e Delete (Circuit Group) - deletes specified Circuit Group, specified in Group Number.

e Submit (Circuit Group) — Saves the currently displayed Circuit Group as the specified Group
Number. If that Group number does not already exist, this will create a new Circuit Group. If
that group number does exist, it will try to over—write the existing group with the displayed
Tags, On Values, Off Values, Modes and description.

e Save and Download to SCADA Node — Saves this Circuit Group and downloads this and all
other changes to Scheduler (including saved changes to Holiday Schedule, Equipment

Groups and Time Groups).

5.20.3.4 Equipment Group

Equipment Groups associate one or multiple Circuit Groups with a Time Schedule. Equipment
Groups allow a single Time Schedule to be assigned to multiple Circuit Groups quickly and

reduces the need to re-create the same schedule.

The philosophy in designing an Equipment Groups is to view an Equipment Groups as Tags
(Circuits) that frequently share the same Time Schedule. In contrast, Circuit Groups are best

viewed as Tags that "always" share the same schedule.

An example of multiple "Circuit Groups" linked to a single "Time Schedule" in an "Equipment
Group" are, the lights for each floor a multi-story building. The Lights of each Floor might be
grouped into a Circuit group each (1stFloorCircuit, 2ndFloorCircuit, 3rdFloorCircuit, ...
40thFloorCircuit). Each "Occupied" floor might be assigned to the "Occupied Equipment Group"
with the "Occupied Schedule". If a tenant moves, that floor would be reassigned to the

"Unoccupied" Equipment group, which uses the "Unoccupied Schedule".

Project Management ‘ ® @ ‘ {Nebifczcte;

proj01 > node01 > Scheduler Q
Holiday Time Equipment Circuit Group Reservation

1:Equipment01 + P4

Insert Edit

[S)

Group Number
1

Group Name
Equipment0

Time Group
1:Time01

Circuit Group Number Circuit Group Name

1 Circuito1

e Group List (Equipment Group) - a list of all configured Equipment Groups.

e Group Number (Equipment Group) — the user defined number for the Equipment Group.
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Entering a New number, not already specified, will create a new Equipment Group. Entering
a number of an existing group will try to over—write or update that Equipment Group.

e Group Name - the user defined Name for this Equipment Group.

e Time Group — The most important feature. Assigns a Time Schedule to all the Circuit
Groups Listed in this Equipment Groups. Also lists all configured Time Schedules (Time
Groups).

e Circuit Group - Lists all Circuit Groups assigned to this Time Group. Note that you assign
Circuit Groups to a Time Group from the Circuit Group Configuration page.

e Delete (Equipment Group) — deletes specified Equipment Group, specified in Group Number.

e Submit (Equipment Group) — Saves the currently displayed Equipment Group as the
specified Group Number. If that Group number does not already exist, this will create a new
Equipment Group. If that group number does exist, it will try to over—write the existing
group with displayed Time Group and Name.

e Save and Download to SCADA Node — Saves this Equipment Group and downloads this and
all other changes to Scheduler (including saved changes to Holiday Schedule, Circuit Groups

and Time Groups).

5.20.3.5 Create or Modify a Schedule

Schedules can be created, edited and downloaded from:
e the Project org chart (Project Users and admin)
e VIEW (Power Users and admin)
e ViewDAQ

— Start Scheduler in Org chart

1. Login in to Project org chart
2. Select SCADA Node

3. From More drop down list, select Scheduler.
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= Project Management

proj01 > node01
+ & W @ Q9 &
Insert Edit Delete Tag Trend Alarm Report Map

Project Node Comport/Point

projo1 | node01 @ I

— Start Scheduler in View or ViewDAQ
Start Scheduler from VIEW:

1. Login as a Power User or Admin.
2. Right Click —> Tools —> Scheduler

Start Scheduler from ViewDAQ:

1. From the Menu Bar, select Tools —> Scheduler

Tools  Help
Report
Excel Report
| Crystal Report

Scheduler
Classroom Scheduler

Alarm Management System
Event Log

System Log
System Alarm Log
Systern Action Log
Analog Tag Log

Analog Change Log I
Discrete Tag Log
Text Tag Log

Demand Contral

)

Server Program

Device

Log

)

Connector

Scheduler

Classroom Scheduler
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— Create a Schedule

1. Start Scheduler from Project Manager, VIEW or ViewDAQ.

2. From the Holiday page, create at least one holiday schedule. It can be blank. The Holiday
Schedule defines “exceptions” to the 7 day per week schedule. The "Holiday" is any unusual
event or series of events. The Holiday Schedule can be defined, redefined and assigned at
any time, but usually is defined first to allow easy assignment to the Time Schedules as the
"exception" to the schedule.

a. Enter a name for the Holiday Schedule.
b. Enter a Group Number.
c. Press submit.
3. Select Time.
4. On the Time Group page, define the Time Schedules. These are the START TIME and STOP

TIME for Normal and Extra Hours for a weekly schedule. A single "Holiday Schedule Group"

is assigned to each Time Schedule.

Project Management ‘ ® @ {Neb?;ée;
proj01 > node01 > Scheduler Q
Holiday Time Equipment Circuit Group Reservation @
+
Insert
e [ susm |

1

Group Name *

Holiday Group

Time Period Normal Hours Extra Hours | Extra Hours Il Default Cycle
Day Start stop Cycle On Cycle Off start stop Cycle On Cycle Off Start stop Cycle On Cycle Off Cycle On Cycle Off
Monday 0800 v ||[17:00 v ([ 0 00:00 v | 0000 v |0 0 00:00 v || 00:00 v |l|o 0 0 0
Tuesday 08:00 v ||[17:00 v il 0 0000 v |/ |o000 v |0 0 00:00 v || 00:00 v |l|o ] 0 0
Wednesday 08:00 v ||[17:00 ~ ([t 0 00:00 v | 0000 v |0 0 00:00 v || /00:00 |0 0 0 0
Thursday 0800 v ||[17:00 v ([ 0 00:00 v | 0000 v |0 0 00:00 v || 00:00 v |l|o 0 0 0
Friday 08:00 v ||[17:00 v il 0 0000 v |/ |o000 v |0 0 00:00 v || 00:00 v |l|o 0 0 0
Saturday 08:00 v ||[17:00 v |0 0 00:00 v | 0000 v |0 0 00:00 v || /00:00 |0 0 0 0
Sunday 0800 v ||[17:00 v o 0 00:00 v | 0000 v |0 0 00:00 v || 00:00 v |l|o 0 0 0

Holiday 08:00 v ||[17:00 v |0 0 0000 v |/ |o000 v |0 0 00:00 v || 00:00 v |l|o 0 0 0

a. Enter a Time Group Number.

b. Enter a name the Time Group.

c. From pull down list, select Holiday Schedule.

d. Under Normal Hours, use the pull down list to select Start and Stop times (Monday

through Sunday and Holiday).

e. Enter 1T under Cycle ON and leave 0 as Cycle Off if value is continuously ON.

f. Repeat for Extra Hours, Extra Hours Il and default cycle if there are multiple scheduled
per day. (See Time for more detailed information)

g. Press submit.

5. Select Equipment Group.
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6. Define Equipment Groups by:
a. Enter Group Number
b. Enter a Name
c. Select a Time Group (a Schedule) from the pull down menu.
d. Press submit.
7. Select Circuit Group
8. Define Circuit Groups. These are "Tags" that will always share the same Schedule.
a. Enter a Name for the Circuit Group.
b. Accept 0 or enter a Circuit Group Number.
c. Select an Equipment Group from the pull down menu. The Equipment Group associates
a Time Group (a Schedule) with this Circuit and, optionally, the same time
group/schedule with other circuits.
d. Select Tags.
e. Click the add bar at the bottom of tag list.
f. To increase the number of tags, modify the Max Tags field.
g. Press submit.
9. Download the Schedules to the SCADA node. You can download the SCHEDULER without
stopping the SCADA node. The new schedule will take effect immediately. If a tagis
supposed to be ON, it will be set to the ON value.

5.20.3.6 Download to SCADA Node (Scheduler)

A Power User can Down Load Schedules from VIEW (the web browser).

A Project User can Down Load Schedules from the Project Manager (web browser).

Any user can download schedules from ViewDAQ.

- Download Schedule from Project Manager

Schedule changes will Download to SCADA Node without stopping the SCADA node. This can be

done from any configuration page in the Scheduler (Time, Equipment, and Circuit Group).

A dialog box prompts to confirm the Download Schedule to SCADA Node. All "submitted"

changes made to the scheduler are downloaded.

All Manual ON or Manual OFF states are also downloaded.

To Download a change to the SCADA node from Project Manager:
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Login to Project Manager

Select SCADA Node in Project org chart.

Select Scheduler from SCADA Node main page.

Make the desired change in Holiday, Time, Circuit Group, or Equipment Group.
Press the "Submit" button

Click on Download to SCADA Node.

Select OK at the prompt to Download Scheduler.

N opo b w b=

— Download Schedule from VIEW

Power Users can download and Modify Schedules from VIEW (and ViewDAQ) from the Tools
menu. Web browser VIEW clients must be logged in as a Project Users to Download or Modify a
Schedule. Any ViewDAQ user can download a schedule.

To access Scheduler from VIEW:
Right Click -> Tools —> Scheduler

To access Scheduler from ViewDAQ:

From the Menu Bar, select Tools —> Scheduler
Or a pushbutton can be built using <GOTO>tool=bwsch.uti

Schedule changes will Download to SCADA Node without stopping the SCADA node. This can be

done from any configuration page in the Scheduler (Time, Equipment, and Circuit Group).

A dialog box prompts to confirm the Download Schedule to SCADA Node. All "submitted"

changes made to the scheduler are downloaded.
All Manual ON or Manual OFF states are also downloaded.

To Download a change to the SCADA node from Project Manager:
1. Make the desired change in Time, Holiday, Equipment or Circuit Group.
2. Press the "Submit" button
3. Click on Download to SCADA Node.
4. Select OK at the prompt to Download Scheduler

5.20.4 Overview of Classroom Scheduler Functions

283



The Classroom Scheduler is a licensed option. It allows the definition of up to 16 periods per

day.
| Project Management ‘ ® @ ‘ Wet;Access
Rrojo1 > node01 > ClassroomScheduler Q
Holiday Time Class Number and Time Equipment Circuit Group Class Setting Reservation Q
1:Time01
Class Start/Stop Time Monday Tuesday Wednesday Thursday Friday Saturday Sunday
Period 1 109:00 - 10:00 Ne N N No

Period 2 10:00 - 11:00 NC N N NC

11:00 - 12:00

12:00 - 13:00

13:00 - 14:00 N
Period 6 14:00 - 15:00 N [T N NC
Period 7 15:00 - 16:00

Period & 16:00 - 17:00 v N No

Period 9 17:00 - 18:00

Period 10 18:00 - 19:00 N N N Ne
Period 11 19:00 - 20:00 N Ne N N Ne
Period 12 20:00 - 24:00 N No

Period 13 21:00 - 22:00 N No

Period 14 22:00 - 23:00

Period 15 23:00 - 23:59 N Ne Ne N N N e

If the SCADA Node has the license, then the Classroom Scheduler shows in the Right Click —> Tools

menu in VIEW below the Scheduler.

Tools  Help
Report
] Excel Report
I Crystal Report
Scheduler

Classroom Scheduler

Alarm Management System
Event Log

System Log
System Alarm Log
Systern Action Log
Analog Tag Log

Analog Change Log l
Discrete Tag Log
Text Tag Log

Demand Contral

The scheduler can provide both "On/Off" and Setpoint changes. For example, an "OFF" hours
Temperature Setpoint may be "setback" during evening hours to save energy while the "ON" hours
Temperature Setpoint may be set for occupant comfort. The On Value and Off value are specified for
each Tag (or Circuit). These can be any two values (i.e. not just 0 and 1) to allow setpoint changes and

other value changes (included text strings).
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The On Values and Off Values are specified for each tag in the Circuit Group. A tag can be viewed as
representing a single electrical circuit (for example on/off control of lights). Hence, groups of tags
are called "Circuit Groups". A "Circuit Group" can be any group of tags (or even a single tag) that
will always share the same schedule.

The Time specifies the Start Time and Stop Time for each period of the day, up to 16 periods. (Note

that the standard Scheduler allows only time 4 periods per day).

Class Setting enables the ON setting if the time period is set to YES (orange color). If the class

setting is NO (green color) , then the OFF value is used.

Holiday defines calendar-based events. It allows "Holiday Schedules" to be set to account for non-
occupancy or special events. The Holiday schedule can be used for any calendar event (based on
Month, Day of Month and Year) up to 1 year in the future. The OFF value is used for Holidays in the

ClLassroom Scheduler (unlike the Scheduler).

An Equipment Group associates a Time Group with one or more Circuit Groups . Multiple "Circuit
Groups" can be linked to a single "Time Schedule" in an "Equipment Group". For example, the lights
for each floor a building might be grouped into a Circuit group each (1stFloorCircuit, 2ndFloorCircuit,
3rdFloorCircuit, ... 40thFloorCircuit). Each 'Occupied" floor might be assigned to the "Occupied
Equipment Group" with the "Occupied Schedule". If a tenant moves, that floor would be reassigned to

the "Unoccupied" Equipment group, which uses the "Unoccupied Schedule".

A MANUAL ON and MANUAL OFF feature allow a schedule to be "overridden" and forced to the ON or
OFF values for a Circuit Group. MANUAL ON/OFF is typically used to enable occupancy (i.e. turn on
the lights) for non-scheduled events. AUTOMATIC follows the defined schedule when specified in a
Circuit Group.

New schedules and changes to schedules will Download to the SCADA node without stopping the
SCADA Node.

Power Users can download and Modify Schedules from VIEW (and ViewDAQ) from the Tools
menu. Web browser VIEW clients must be log in as Power Users to Download or Modify a
Schedule. Any ViewDAQ user can download a schedule.

To access Scheduler from VIEW:Right Click —> Tools —> Classroom Scheduler

To access Scheduler from ViewDAQ:

From the Menu Bar select Tools —> Classroom Scheduler
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5.20.4.1 Class Number and Time

The Class Number and Time Class Number and Time The number of Time Periods in the Days of

the week. And it defines the Start Time and Stop Time of each classroom period. Up to 16

classroom periods can be defined. They apply to all days of the week.

Project Management ‘ ® @ {Neb?c:cte;
projo1 > node01 > ClassroomScheduler Q
Holiday Time Class Number and Time Equipment Circuit Group Class Setting Reservation @
[_susmiT |
start stop
Hour Minute Hour Minute
Period 1 9 0 10 0
Period 2 10 0 K 0
Period 3 1 0 12 0
Period 4 12 0 13 0
Period 5 13 0 14 0
Period 6 14 0 15 0
Period 7 15 0 16 0
Period § 16 0 17 0
Period § 17 0 18 [
Period 10 18 0 19 0
Period 11 19 0 20 [}
Period 12 20 0 27 0
Period 13 21 0 22 [}
Period 14 2 0 2 0
Period 15 23 0 23 59
Period 16 0 0 0 0

5.20.4.2 Class Setting

Class Setting is used to set the Occupancy (Yes or No) during each period. The these periods
where defined in the Class Number and Time Class Number and Time. Class Setting enables

the ON setting if the time period is set to YES (orange color). If the class setting

is NO (green color) , then the OFF value is used.

Project Management ‘ ® @ {Nebif&[e;s
proj01 > node01 > ClassroomScheduler Q
Holiday Time Class Number and Time Equipment Circuit Group Class Setting Reservation {_D
[ suawr |
Class Start/Stop Time Monday Tuesday Wednesday Thursday Friday Saturday sunday
Period 1 09:00 - 10:00 [ D) (G D! ( No )| ( No
Period 2 10:00 - 11:00 [ T N ( No No
Period 3 11:00 - 12:00 [ D) (C_____ N ( No No
Period 4 12:00 - 13:00 N [ | ( No )| ( No No
Period 5 13:00 - 14:00 [ T [ D) ( No )| ( No No
Period 6 14:00 - 15:00 [ | [ D) ( No ) | ( No No
Period 7 15:00 - 16:00 [ T (G T} ( No No
Period 8 16:00 - 17:00 N C_____ N ( No No
Period 9 17:00 - 18:00 C_____ N C_____ N ( No No
Period 10 18:00 - 19:00 . N [ T D) ( No )| ¢ No NO
Period 11 19:00 - 20:00 [ D [ D) ( No ) | ( No No
Period 12 20:00 - 21:00 [ T [ T ( No )| ( No No
Period 13 21:00 - 22:00 N ) (N ( No No
Period 14 22:00-23:00 ( No No
Period 15 23:00-23:59 ( No ) [ ¢ No ) [ ¢ No )| ¢ No )| ¢ No )| ¢ No No

5.21 Recipe

The Recipe File is a group of recipes and Units associated with those recipes. This is an

organizational feature. You can group all of your recipes into a single recipe file or spread them
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over multiple recipe files. The recipe file consists of a specific file downloaded to the hard drive

of the SCADA node.
All the "units" and "recipes" within a given recipe file must have the same number of "items".

5.21.1 Configure Recipe

1. Select your Project and the SCADA Node.

2. Click More classification on node bar, then select Recipe.

SCADA Project Management

R0l > nodell
+ B @ ¥ k 9 B & B B B o

1] E Dolein Tag Trand Aarm Faport Mg Servel  Program Leg Coanracion i

Project Node Comport/Point Device Tag/BI *

proji1 moded [ ]

Fecipe

3. You will see the Recipe List.

Project Management ‘ ® ® ‘ rwebifée;é
proj01 > node01 > Recipe Q
+ &

t

Inze
[m] Recipe File Name Description
o

recipefile]

[m] recipefile2

4. Select Insert Recipe File.

5. The Recipe configuration page appears.
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Add Recipe File
* Required

Basic Infomation

Tag List

BASIC INFOMATION

Recipe File Name *

Description

16

Tolerance (Unit-%) *
0

Edit Security

Area 0O

Download Security

Area 0

113

Level O

[ Read Only

Level 0

13

113

CANCEL

V64

SUBMIT
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Add Recipe File

ReEguIred

Basic Infomation TAG LIST

Tag List Unit Name * Add Unit Name
LA

Recipe Name *

. @ ] Unit Name (0)

Tag List m DELETE (0)

[0 item Name* Tagname Preset Value

O 1 v

Unit Name List

Done

CANCEL

SUBMIT

10.

. Recipe File Name. Enter a name that will appear in dialog boxes and displays in run

View.

download. Tolerance is in % of full scale (SpanHi — SpanLo). A zero value means that the

—time

. Tolerance. Enter a numeric value (in % of full scale) that will generate a recipe error after

tag must match the preset exactly. Tolerance is used to account for the variation in the

representation of numbers in the field device (e.g. 12-bit devices), the accuracy of

IO and

the conversion to/from engineering units. For example, if you download a 1.9 to some

devices, round-off or other representation errors will result in a 2.0 reported.

. Edit Security. Enter the Area and Level required of a User to change a preset value

in this

recipe. Read Only prevents all users from changing the preset values in a recipe. Read Only

allows users and operators to download the recipe, but not edit it. This applies to all recipes

in this recipe file.

field device. This applies to all recipes in this recipe file.

Unit Name. The Unit can be any name, but usually corresponds to a physical device (for

. Download Security. Enter the Area and Level required of a User to download this recipe to

example MixTank1, MixTank2, MixTank3 etc.) Equipment Lineup and Process Unit are other
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terms for Unit. The Unit will consist of a group of tags. When Operators or Users select the
Unit in Run-time, the Tags to be downloaded will change to those associated with this

unit. There can be multiple units assigned to the same recipe file allowing the same recipe
to be used by different groups of tags. By defining multiple Units, the same recipe can be
downloaded to different groups of tags by operators and users. In selecting a recipe,
operators select the recipe and unit to download.

11. Recipe Name. A recipe is a group of Preset Values. This allows dozens or hundreds of tags
to be changed with a single button push. These can be numbers or text. Operators and users
during run—-time will select the desired recipe to download. A recipe contains the list or pre-
set values defined by an engineer that will be downloaded using a single button
push. Multiple recipes are the most common usage. For example, if you are mixing paint,
each recipe might represent a different color of paint. The Pre-set Values will the amounts
of each component color used to make the final color.

12. Item Name. Enter a descriptive name to help understand the tags in the recipe. Item names
are usually ingredient names. Tag names are usually structured (like FI101:SP). Item Names
are usually descriptive (Flour, Water, Blue Dye, Red Dye, etc). The item names remain the
same for all recipes in a recipe file. The tag names will change depending on the Unit
selected. The pre-set values will change depending on the Recipe selected.

13. Tag Name. These are the physical 10 tags that are associated with this recipe process
Unit. For example, if the Unit is Tank1, then all the tags would normally be 10 tags
associated with Tank1 in the field. These can be Analog, Discrete or Text tags, 10 tags,
Block Tags, Constant Tags even calculation or accumulation tags. For Block tags, the full
name must be specified (Blockname : parameter).

14. Tag List. Tag Names can be selected from a Pull Down List or typed.

15. Submit. Press submit to enter the data changes. Press cancel to abort any changes. Delete
will delete the entire recipe file including all units and all recipes in that file.

16. There are two ways to download these changes to the SCADA Node (this will not download
to the PLC or field device):

a. Download and Restart the SCADA node from the SCADA Node properties page. If you
have never downloaded the SCADA node before, then this is required. This will
temporarily stop the SCADA node (if it is running).

b. Use the Download hyperlink on the Recipe List Page. This will download changes to the
Recipe without stopping the SCADA node

c. Tag List. The items in the recipes and units in this recipe file. To add more Items to your

recipe, click ADD button.

5.21.2 Configure or copy a Unit or Recipe Name

To add another Recipe Name or Unit Name to a Recipe File, just type a new Name for the Recipe

or Unit and click add icon then click "Done". This will actually make a copy of the original Unit
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or Recipe that was selected.
For a new Unit, edit the Tag Names.
For a new Recipe Name, edit the Preset Values.

Remember to press "Submit" when you are done.

5.21.3 Rename a Unit or Recipe Name

You actually make a copy of the Unit or Recipe Name with the new name. Just select the Unit or
Recipe, type a new name and click add icon then click "Done".
You can Delete Unit Name or Recipe Name from the Unit Recipe List or the Recipe Recipe List

if you want to remove the old Unit or Recipe Name from Recipe Lists.

5.21.4 Delete a Unit or Recipe

To Delete a Unit or a Recipe from a Recipe File, select the Recipe from Recipe List then select
Unit Names or Recipe Names and click the remove bar at the bottom of the list.

Update Recipe File

*® Required

Unit Name List

Basic Infomation TAG LIST

Tag List Unit Mame * A Uil Haims

unit! e ﬂ

recipe1 > @ [ Unit Mame (3)
O unit1
B unit2

O  Hem Hame® Tagnams Presat Value
O unit3

O 1 item: acc-00002 v

O 2 item calc-0001 w

Q@ Click here to REMOVE 1 [

CAMCEL  SuUBMIT
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Update Recipe File

¥ Kequireo

Recipe Name List

Basic Infomation TAG LIST
Tag List Unit Name * #usd Recipe Nams
unit1 d @
.
Racipe Mama *
recipe1 o @ [ Recipe Mame (4}
[ recipe1
recipe2
O nemHame* Tagnams Preset Valug
reciped
O 1 item2 acc-D0002 v .
O reciped
|:| 2 iteml calc-0001 £

@ Click here to REMOVE 2 =

CAMNCEL  suBMIT

You will be given a list of each Unit in every Recipe File or a list of Each Recipe Name in every
Recipe File.

5.22 Faceplate
5.22.1 Add Faceplate Group

This section assumes you have already created the BLOCKS and TAGS you plan to add to your
Faceplate Groups and Overview Group Displays. You can type in the Tag Names and Block

Names of tags and blocks you plan to build.

This section assumes you have started Internet Explorer web browser and connected to your
Project Node.

e Select your Node on Org chart.
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Project Management

proj01 > node01
+ B W ¥ kK O & B @ -

Insert Edit Delete Tag Trend Alarm Report Map Server Program Log Connector More
Project MNode Comport/Point Device Tag/Bl Vide
-
. 1 S .
proj01 node01 @ ] 5

Face Plate

e Select Faceplate. The Faceplate Group List Page appears.

POWERED BY

® ® WebAccess

Project Management

projo1 > node01 > Face Plate Q
+ &
Insert Download
[m] Group Number Description
[m] 1 faceplated
[m] 2 faceplatez

Select Insert Faceplate.

The Create Faceplate Dialog appears.

293



Create New FacePlate Group
* Required

Basic Infomation BASIC INFOMATION

Block List Group Number *
1

Description

1/4

/64

CANCEL SUBMIT
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Create New FacePlate Group

* Required

lock
Basic Infomation BLOCK LIST Bloc
Block List [ Block Name (8/8) O
O 1 Existing List
O block01
] 1 block02
o 3 O block03
O 4
O 5
O 6
O 7
O 8

CANCEL SUBMIT

e Enter a Unique Group Number (between 1 and 1000). This is how the Group will be ordered in
the Faceplate Group Dialog Box in View and the Position on the Overview Display Group.

e Enter a Description for the group. This will appear in the Faceplate Group List Dialog Box
seen by users and operators in VIEW.

e Tag List (Figure 5-30) shows the names of all Analog Tags and Discrete Tags. Lists both
Blocks and Tags

e Select the Block Name or Tag Name desired then click the add bar at the bottom of the list.
The Block or Tag name should appear on the Block List.

e You can Type Tag names and Blocks. You can also copy and paste Tag Names and Block
Names from the Right List of dialog card (be sure to type block name with parameter).
If you want to enter a Block, type only the Block Name. For example, enter TIC101. This will

show all parameters for the block.

Note — If you enter the full Blockname:parameter, only that one parameter would appear. For

example entering TIC101:MEAS would not show the other parameters for the block TIC101.

e Click Submit when you are finished.
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5.22.2 Modify a Faceplate Group

This section assumes you have already created the BLOCKS and TAGS you plan to add to your
Faceplate Groups and Overview Group Displays. You can type in the Tag Names and Block

Names of tags and blocks you plan to build.

This section assumes you have started Internet Explorer web browser and connected to your

Project Node.

e Select your Node on Org chart.

Project Management

proj01 > node01
+ B @w @9 k@ & B &

Insert Edit Delete Tag Trend Alarm Report Map Server Program Log Connector More
Project Node Comport/Point Device Tag/Bl Vide

- 1
projo1 node01 [ ]

J

recipe

Face Plate

e Select Faceplate. The Faceplate Group List Page appears.

Project Management ‘ ® @ ‘ gr\!eb?cgcte;é

proj01 > node01 > Face Plate Q

+ @

ert Download

o oo,

Select Edit of the Faceplate Group you want to modify.

The Update Faceplate Group dialog opens.
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Update FacePlate Group

* Required
Basic Infomation BASIC INFOMATION
Block List Group Mumber * Description
1 faceplatel
1/4 10/64

CANCEL SUBMIT
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Update FacePlate Group

* Required

Block List

O

a

O O 0O

O

Basic Infomation BLOCK LIST

1

] Block Name (/8)

blocki2

block03

Block
O

Existing List

O block01
O block0?2
1 block03

CANCEL

e Tag List (Figure 5-30) shows the names of all Analog Tags and Discrete Tags. Lists both

Blocks and Tags.

e Seletct the Block Name or Tagname desired then click the add bar at the bottom of the list.

The Block or Tag name should appear on the Block List.
e You can Type Tag names and Blocks. You can also copy and paste Tag Names and Block

Names from the Right List of dialog card (be sure to type block name with parameter).

If you want to enter a Block, type only the Block Name. For example, enter TIC101. This will

show all parameters for the block.

Note — If you enter the full Blockname:parameter, only that one parameter would appear. For

example entering TIC101:MEAS would not show the other parameters for the block TIC101.

e Press Submit when finished making changes to your Faceplate Group.

5.23 EXCEL IN & EXCEL OUT
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The database export and import to EXCEL (EXCEL IN and EXCEL OUT) allow users to modify
Tags and Blocks in EXCEL using copy, paste, edit and other EXCEL tools.

The EXCEL OUT function is used to transfer Tag and Block configuration information to an
EXCEL Spreadsheet. EXCEL OUT exports all the Tags and Blocks for one SCADA Node to an
EXCEL workbook. After exporting the SCADA Node's Tag database, you can modify the Tags
and Blocks by editing the entries or creating additional records (rows).

EXCEL IN imports the modified Tag database back into any SCADA Node in any Advantech
WebAccess/SCADA Project.

The most common use of EXCEL is to copy and paste recurring values to a group of tags (for
example, copy DEGF as the EUNIT for all Temperature Tags).

The recommended method of using an EXCEL spreadsheet to edit tags is to first configure tags
(and or Blocks) using the standard Advantech WebAccess/SCADA ASP pages. These will act as
"templates" that you can export to EXCEL (EXCEL OUT).

Users can add new Tags and Blocks by copying existing tags or blocks, inserting the copied
rows, then editing the copy to make unique tag and block names. The address must also be
changed to match the actual address in the field device.

Note also that each EXCEL worksheet has a limit of 65,536 rows (i.e. tags). If your database is
large, and any one tag-type exceeds 65,000 (e.g. analog tags exceed 65,000) on one SCADA
Node, you might consider working on the Access database directly.

EXCEL IN and EXCEL OUT export and import to the PROJECT NODE. You can initiate EXCEL
import/output from any client, but the EXCEL spreadsheet will be created on the Project

Node. If you are working from a client, you can download the EXCEL workbook (spreadsheet)
using your web browser. To download the EXCEL spreadsheet (workbook) to a client, open a
Web Browser and entering the IP address of the Project Node with the broadweb/excel path and
the name of the Excel workbook you created. For example, to download from the Live Demo the
bwCfgExport.XLS, type:

http://www.advantech.com.cn/eAutomation/WebAccess/index.asp

If you are working from a Client, and would like to copy the modified EXCEL workbook back to
the Project Node, you will need access to a shared folder on the project node or FTP should be
enabled on the project node with privileges to write to the ftp server. Then, you could use EXCEL
IN, browse to the shared folder or FTP server's folder and import the EXCEL spreadsheet using
EXCEL IN. EXCEL 97 and EXCEL 2000 are supported by the EXCEL import functions.

EXCEL IN requires the Project Name and SCADA Node name match the target project and
node. You must rename the Project and SCADA Node columns in all the sheets (BwAnalog,
BwDiscrete, BwAlarmAnalog, etc.) if you are copying a node to a new node name or project.
When importing tags to a SCADA Node, the Comport and Device specified must already exist in
the target Node Configuration, EXCEL IN imports only Tags and Blocks, it does not create
SCADA Nodes, comports or devices.

CAUTION: BACKUP your PROJECT BEFORE using EXCEL IN! Importing a database to a

Advantech WebAccess/SCADA project will overwrite the configuration data in the original

299



project's SCADA Node. Before you import data to an existing database, be sure you backup your

database so that you have the option to restore the database to its original form if required.

When you export, you can define any name and path for your EXCEL Workbook (i.e.
spreadsheet). Advantech WebAccess/SCADA will create a new Workbook with spread sheets
named: BwAnalog, BwDiscrete, BwText, BwCalcAnalog, BwCalcDiscrete, BwAcc.
BwAlarmAnalog and BwAlarmDiscrete. The utility also creates three blank spreadsheets,
sheetl, sheet2, and sheet3 that you can use for any purpose.
BwAnalog - contains all Analog type IO Tags, Analog Block Tags (Parameters) and Constant
Tags. Analog tags have real numbers as their value (e.g. 100.1, 0.0, 1955). These are
distinguished by the "Tag Type" column:

Tag Type Description

3 Constant Tag — analog type
6 IO Tag — analog type
b Block Tag Parameter — analog type

Constant Tags usually have a blank address fields.

BwDiscrete - contains all Discrete type 10 Tags, Discrete Block Tags (Parameters) and Discrete
Constant Tags. Discrete tags have integers as their value (0 to 7). Digital tags (ON / OFF,
True/False, 0/1) are considered discrete. These are distinguished by the "Tag Type" column:

Tag Type Description

4 Constant Tag — discrete type
7 IO Tag — discrete type
b Block Tag Parameter - discrete type

Constant Tags usually have a blank address fields.

BwText — contains all Text type |0 Tags, Text Block Tags (Parameters) and Text Constant Tags.

Text tags have text strings as their value (e.g. ASCII strings). Tag Type Description

5 Constant Tag - text type
8 IO Tag - text type
b Block Tag Parameter - text type

Constant Tags usually have a blank address fields.

BwCalcAnalog - contains all Analog-type Calculation Tags. Analog tags have real numbers as
their output value.

BwCalcDiscrete — contains all Discrete-type Calculation Tags. Discrete tags have integers as
their output value (0 to 7). Digital tags (ON / OFF, True/False, 0/1) are considered discrete.
BwAcc - contains all Accumulation Tags.

BwAlarmAnalog — contains all Alarms for Analog—-type tags. The corresponding tag must exist in

one of the BwAnalog, BwCalcAnalog or BwAcc worksheets.
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BwAlarmDiscrete - contains all Alarms for Discrete-type Tags. The corresponding tag must
exist in either the BwDiscrete or BwCalcDiscrete worksheets.

If you use the default path and filename for EXCEL OUT, Advantech WebAccess/SCADA copies
the previous EXCEL spreadsheet that was exported to the backup folder on the Project Node.
To simplify the process of configuring a Advantech WebAccess/SCADA database, you can use
EXCEL IN to export the Tag database to EXCEL, edit the exported file and import it back to any
Advantech WebAccess/SCADA project.

Importing data can only be done if there are valid worksheet names with valid column names.
Typically, data is first exported from Advantech WebAccess/SCADA to an external spreadsheet
to create the appropriate worksheets and columns. The data can then be imported back into
Advantech WebAccess/SCADA.

5.23.1 EXCEL IN Example

EXCEL IN — imports Tags from EXCEL Spreadsheet. EXCEL IN allows tags to be imported into
the Project or another project.

It is recommended to create tags only by copying tags already exported using EXCEL OUT.
EXCEL IN imports an EXCEL Worksheet on the Project Node. You must be on the Project Node
or the Project Node must have access to a Shared Drive to import this EXCEL Worksheet.

The Project Name and SCADA Node name for the Tags you want to import from the Worksheet
must match the Project and SCADA node you are importing to.

To import Tags from EXCEL
1. Select your Project and SCADA Node.

2. Click Insert classification on node bar, then select Excel-In.

Project Management

Rroj01 > node01

+ B w @ k o B & B B B & -

Insert Edit Delete Tag Trend Alarm Report Map Server Program Log Connector More
MNode Comport/Point Device Tag/Block
Excel-In
. 1
projo1 node01 @ I

3. Optionally modify the path and file name of the EXCEL Worksheet. (note - this must be

located on the Project Node).
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Import From Excel Spreadsheet

Excel Spreadsheet Path and File Name *

C\WebAccess\Node\config\bwTaglmport.xls

Owverwrite if tag exists in WebAccess DataBase

® Yes O No

40/512

CANCEL SUBMIT

4. Select No if you want only to insert new tags without overwriting existing tags.

5. Press Submit.

6. A page appears listing Tags imported from Excel.

Import From Excel Spreadsheet

No. Excel SpreadSheet
1 BwAnalog

2 BwDiscrete

3 BwText

4 BwCalcAnalog

5 BwCalcDiscrete

6 BwAcc

T BwAlarmAnalog
8 BwaAlarmDiscrete
9 BwAlarmMDI

10 BwAlarmGroupTag

WebAccess Table

tAnalog

tDiscrete

{Text

tCalcAnalog

tCalcDiscrete

pAlarmAnalog

pAlarmDiscrete

pAlarmMDI

pAlarmGroupTag

Description

EEER

AEER

BEER

SESLERETEA (1 RE

AWER

EFALTEWA (10 R

EEER

REEHA

E2EEH

BEER -

Done
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7. Optionally, Print the list.
8. Press Done when finished.

The new tags should appear in the Project Under your SCADA node.

Common Errors

e An entire Column was pasted. This will create 65,535 rows of mostly empty data and will
result in a very long time to import via EXCEL IN. The web server may timeout resulting in no
imported tags.

e B. File name is not correct.

e C. The original EXCEL OUT saves as bwTagExport. It will be overwritten the next time
EXCEL Out is used and will erase your work

e D. The worksheet is on the Project Node. If you are on a remote client or remote SCADA
node, you will not be able to see the exported worksheet. Contact your system administrator
to Map a network drive or have an FTP service set up on the Project node that you can
access.

e E. The Project or SCADA node name in the EXCEL spreadsheet does not match the Project
or SCADA Node you are importing to.

e F. The leading Apostrophe (' or single quote) )is omitted from a cell or multiple cells. On
newer versions of EXCEL ODBC driver (EXCEL 2000 and later) you can correct this problem
by formatting the cells with the missing Apostrophe (') as Text.

Format —> Cells —> Number Tab —> Text.
The page of the EXCEL IN expects data to be formatted as text, including numbers. The leading
apostrophe and Format —> Cells —> Text both are interpreted by the ODBC driver a text.

5.23.2 EXCEL OUT Example

EXCEL OUT - exports the Tag Database of a SCADA node to an EXCEL Spreadsheet on the
SCADA node, to allow editing of the tags and adding new tags by copying existing tags. EXCEL
IN allows those changes to be imported into the Project or another project.
It is recommended to create tags only by copying tags already exported using EXCEL OUT.
EXCEL OUT creates a EXCEL Worksheet on the Project Node. You must be on the Project Node
or have access to a Shared Drive or an FTP directory on the Project Node to edit this EXCEL
Worksheet.
To export Tags to EXCEL

1. Select your Project and SCADA Node.

2. Click Export classification on node bar, then select Export to Excel.
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POWERED BY
‘ ® @ WebAccess

Project Management

Q

projo1 > node01
& @

" =] =
+ B @ @ R 0 2 B @ -
Insert Edi  Delefe Tag Trend  Alam  Repot  Map  Server Progam  Log  Connector  More Draw  Viewer | Dovmload _ Export
Node Property Eoort to bxcel

Project Node Comport/Point Device Tag/Block

projo1 node01 [ )

Node Name
node01

3. Optionally modify the path and file name of the EXCEL Worksheet. (note — this will be

located on the Project Node)

Export To Excel Spreadsheet

Excel Spreadsheet Path and File Name

C\WebAccess\Node\config\bwTagExport.xls

o
=
wn
[

CANCEL SUBMIT

4. Press Submit.
5. A page appears listing Tags exported to Excel.

304



Export To Excel Spreadsheet
No. Excel Spread Sheet
1 BwAnalog
2 BwDiscrete
3 BwText
4 BwAnalog
5 BwDiscrete
6 BwText
7 BwCalcAnalog
8 BwCalcDiscrete
9 BwAcc
10 BwAlarmAnalog

WebAccess Table

tAnalog

tDiscrete

{Text

tAnalog

tDiscrete

1Text

tCalcAnalog

tCalcDiscrete

pAlarmAnalog

Description

Analog Tags Exported(60 tags)

No Data

No Data

Mo Data

No Data

No Data

Calculation Analog Tags Exported(20 tags)

No Data

Accumulation Tags Exported(10 tags)

Alarm Analog Tags Exported(30 tags) -

Done

6. Optionally, Print the list.
7. Press Done when finished.

Open EXCEL on the Project Node to edit the file named in step 3 above

6. WISE-PaaS/Dashboard

6.1 Login

6.1.1 Login on Home Page

Select WISE-PaaS Dashboard on platform.

Note — This option is available when WISE-PaaS Dashboard is installed.
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WebAccess/SCADA

Welcome !

Sign in with your SCADA Account

Platform

WISE-Paa$S Dashboard

cyProject

SRP Name

<None>

Remember me

Enter your account and password, then choose Project name.

If you want to remember your account on your browser, please tick the Remember me option.

WebAccess/SCADA

Welcome !

Sign in with your SCADA Account

Platform
WISE-PaaS Dashboard

Project Name

cyProject

SRP Name

<None>

Remember me
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The option SRP Name is a function that can help you login to WIESE-PaaS Dashboard SRP-
Frame page directly. After selecting <None>SRP-Frame name and logging in, the page will be
directed to WIESE-PaaS Dashboard page. Otherwise, the page will be directed to the SRP-
Frame you selected.

Before using this feature, you must first configure it in WebAccess Project Management /
Setting / Dashboard SRP Frame Setting. The SRP name list will appear when you select the

corresponding project name.

Welcome !

WebAccess/SCADA

Sign in with your SCADA Account

Platiorm

WISE-PaaS Dashboard

Project Name
cyProject

SRF Name

<Nonex>
<None>
cyProject001

testSrp001
Login

6.1.2 Login on Project List Page

Click Monitor icon which in project block you want to login on Project List page.
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= Project Management ® ®

Project List —|—
0 0 0 PCE91207 -
O (& CloudP v
CloudpP
SCADA Dashboard
Project Mode HTTP Port Project Primary TCP Port Project Timeout Project Node IP Address Remote Access Code
0 0 0 PC991207
— A - EEray

Select WISE-PaaS Dashboard in the drop down list.
Note: This options is available when WISE-PaaS Dashboard is installed.
It will use the current account and the project to login WISE-PaaS Dashboard.

6.2 User Management

The WISE-PaaS Dashboard user has three role: server admin, org admin and org viewer.

6.2.1 Server Admin

Only the WebAccess admin owns server admin role.

= Project Management ® ®
CloudP > Viewers Q
[ ]
T 1 0 0 0
Add Adm Powe General Restricted Expart
O User Type User Name Description Passwor: d Node Access
O ‘: Administrator ::Z' admin All

This role can do everything to every organization. For example:
e Add & Edit data sources.
e Add & Edit Dashboard.
e Switch organization.

e Configure Server Admin Settings.

6.2.2 Org Admin

Only the WebAccess power user owns org admin role.
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= Project Management ® @

CloudP > Viewers Q

L 1 1 1 1
Add Admin Power General Restricted Export

O User Type User Name Description Password Node Access

m| (Administrator ) admin Al

(m} general CloudN

o power

O Restricted User restricted CloudN

Note: The org admin user belongs only to the project that created it.

This role can do everything to this project name organization. For example:
e Add & Edit data sources.
e Add & Edit Dashboard.

6.2.3 Org Viewer

The WebAccess general and restricted user owns org viewer role.

= Project Management @ ®
CloudP > Viewers Q

+ 1 1 1 1
Add Admin Power General Restricted Export

O User Type User Name Description Password Node Access

O l: Administrator :l admin All

] general CloudN

m] power CloudN

O restricted CloudN

e View any dashboard on this project name organization.

e Cannot create or edit dashboards nor data sources.

6.3 Data Source

The WebAccess Data Source Plugin will auto setting when you login WISE-PaaS Dashboard.

6.3.1 Data Source Settings

You can only setting WebAccess port by yourself.
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_Data Sources / default_webaccess_datasource

= Settings

Settings

Name default_webaccess_datasource ©®  Default ~

The WebAccess data source is added automatically by WebAccess. You should not setting yourself.

Basic Auth

User

Password

WebAcess Details

Project
Name

test00

6.3.2 How to use Data Source

Select default data source in metrics tab in panel.

Sing|e5tat General Metrics Options Value Mappings Alert Time range

Data Source  default = | Custom Interval @

* A fimeserie ¥ datalog v selecttag *  last Y Display Name

* A Add Query

The data source has two data type: timeserie and table. Different data type has different data
source.

6.3.2.1 Timeserie

6.3.2.1.1 Real Time Trend




Panel Title

11:40:30 11:41:00 11:41:30 11:42:00 11:42:30 11:43:00 11:43:30 11:44:00

= ADne

Graph

General Legend Display Alert Time range

Data Source  default

Custom Interval @

timeserie ¥ realtimetrend ¥ al =

DisplayName  AQne

e Tag Name: Target tag.

e Display Name: Display name in panel.

6.3.2.1.2 Data Log

Panel Tithe

11:46:30 11:4700 11:47:30 11:48:00 11-48:30 11:49:00 11-49:30

Gra p h General Metrics Axes Legend Display Alert Time range

Data Source  default +  Custom Interval @

timeserie ¥ datalog last ¥ DisplayMName AOne

e Tag Name: Target tag.
e Data Type: Lasy, Min, Max, Avg

e Display Name: Display name in panel.

6.3.2.1.3 Tag Value

11:44:30 11:45:00

» Query Inspector

» Query Inspector




S|ng|estat General Metrics Options

Data Source  default »  Custom Interval @

1 v

timeserie taq value

e Tag Name: Target tag.
Note: It can be a array or field value.
e Display Name: Display name in panel.

6.3.2.1.4 Tag Value Text

S|ng|estat General Metrics Options

Data Source  default +  Custom Interval @

timeserie " tagvaluetext ¥ conTxil

e Tag Name: Target tag.
Note: It can be a array or field value.

e Display Name: Display name in panel.
6.3.2.2 Table

6.3.2.2.1 Action Log

Paned Title

Value Mappings Alert

*  Display Name

Paned Tithe

WValue Mappings Alert

*  Display Mame

Time range

» Query Inspector

Time range

» Query Inspector
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20090822 13:01:44 EMTER WIPWD0AD
2005-08-22 115219 EXIT VIEWDAD
2009-08-22 11 5307 EMTER WIPWD0LAD
20L0-03-23 11 da0ad | Anados Duipul Wi Tang Vi
20L903-21 170831 BT VIEWDAD
20L908-21 1700:00 | Analos Dulpul Wil Tag Vilue

3 4

Ta b| (] General Metrics Options Column Styles Time range

Data Source  default +  Custom Interval @ » Query Inspector

¥ action log v  testO0Onode

e Node Name: SCADA Node Name

6.3.2.2.2 Alarm Log

20L9-08-22 1311407 Anidog Dulpul - Higgh-High Alarm [S536:00)
20090822 13- 54 Anadog Dulpul - Higgh-High Alarrn [1040. 00
20059-08-22 11731 | Anadog Dulpul L - b Mol U0
2009-08-22 1271 5254 Analeg Outpul - i Mawsrud 0300
20000823 131410 | Anadeg Dutpul L - HigheHigh Alaem [BI0LDT)
20L003-22 13413 Addeg Dhigul - High-High Al [1L000. 00

3 9

Ta b| (] General Metrics Options Column Styles Time range

Data Source  default +  Custom Interval @ » Query Inspector

alarm loq ¥  testOOnode

e Node Name: SCADA Node Name

6.3.2.2.3 Alarm Summary




Pl Ttk

Ay Dridpul 8Ly L} ] i 0 Liritkicke

a b| o General Metrics Options Column Styles Time range

Data Source  default =  Custom Interval @ b Query Inspector

table alarm summary ¥

e Disable Alarm Priorities: Filter AlarmPriority column. Use , and - select filter priorities.

6.3.2.2.4 Constraint

Because different data type returns different data structure, each data type can only compatible
with specific plugin.

The compatiblity of each data type shows below.
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Panel Real

Time
Trend
Graph v
Table
Singlesta
t
Control*
1
Alarm
Summary

Data Log

Tag
Value

v (Analog

b

Discrete)

Tag Action Alarm
Value Log Log
Text

v v
v
v (Text)

Alarm

Summary

*71: Control Panel can set value to WebAccess. It need specific data source for different tag

type.

6.4 Dashboard Panel

6.4.1 Graph

Graph can use Real Time Trend, Data Log data source.

6.4.2 Table

Table can use Action Log, Alarm Log and Alarm Summary data source.

6.4.3 Singlestat

Singlestat can use Tag Value and Tag Value Text data source.

6.4.4 Control

Control Panel can use Tag Value and Tag Value Text data source.

Control Panel can set value to specify tag.
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Array Tag Feld

conAnafml(l)

confnafrl DESCRP Descnption

confAnafml SPANHI

O et — 4 2 T

Chouing 1tz 3 of 3 entries

Submit

Input value you want to change. Click Submit.

6.4.5 Alarm Summary

Alarm Summary Panel is only for alarm summary data source.
Alarm Summary Panel
Acknowledge all SEEELE

A A
v v
al Analog Output ~ 2019-08-06 14:23:10 I testO0node

a2 Analog Output ~ 2019-08-06 14:22:27 i test00node

conAna3 Description 2019-08-06 14:00:49 test0Onode

conAna2  Description 2019-08-06 14:00:46 testOOnode

Showing 1 to 4 of 5 entries

e Row column color changed by ack status.
o Alarm: red
o To normal: green
o Acked: original color
e Buttons
o Acknowledge all button: Acknowledge all tags in this project.

o ACK button in every rows(except ACKed rows): Acknowledge the specific tag.

6.5 Reference Document

https://portal-technical.wise-paas.com/doc/document-portal.html#Dashboard-1

7. WISE-PaaS/SaaS Composer
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7.1 Login
7.1.1 Login on Home Page

Select SaaS Composer on platform.

Note — This option is available when SaaS Composer is installed.

WebAccess/SCADA Welcome !

Sign in with your SCADA Account

Platform

SaaS Composer

SCADA Account *

admin

Password

projectName
Project00000000

Remember me

Software Build: 8.4.1

Enter your account and password, then choose Project name.

If you want to remember your account on your browser, please tick the Remember me option.
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WebAccess/SCADA Welcome !

Sign in with your SCADA Account

Platform

SaaS Composer

SCADA Account *

admin

Password

projectName

Project00000000

Remember me

7.1.2 Login on Project List Page

Click Monitor icon which in project block you want to login on Project List page.

= Project Management @ ®
Project List -+
0 0 0 PC991207 B
O (¢ CloudP o
CloudP
SCADA Dashboard
Project Node HTTP Port Project Primary TCP Port Project Timeout Project Node IP Address Remote Access Code
0 0 0 PC881207
— ("% [T LI )

Select SaaS Composer in the drop down list.
Note: This options is available when SaaS Composer is installed.
It will use the current account and the project to login SaaS Composer.

7.2 User Management

e WebAccess Administrator and Power User can add / modify / view sketchboards.

e WebAccess General and Restricted User can only view sketchboards.

7.3 Data Source

The WebAccess Data Source plugin will be auto set and can not be modified.
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# Data Source Name Data Source ~

1 webaccess webaccess v

L
por
UserNamefadmn
Password |

7.4 Reference Document

https://portal-technical.wise—paas.com/doc/document-portal.html#SaaSComposer—1
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m§  Project List

oy  Setting
Integrity Checking
Backup
Restore
Admin/Project User
Log Data Source
WebAccess Express
Dashboard Settings
Dashboard SRP Frame Setting
Setup HTTPS Service
MQTT Broker

LogData Maintenance

[® Log

[l Device Drivers
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