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CHALLENGE

Security & compliance required for
all products with software

Generate & manage SBOMs from
different sources

Increasing efforts & cost for ongoing
CVE matching & triage

Manual testing often too expensive
& time consuming

Increasing regulations,
EU Cyber Resilience Act, USA

Limited resources, time
consuming, expensive!

DEMAND

Continuous 24/7 visibility of
loT/I1oT/OT risks

Auditable software supply chains
(SBOM)

Reduce cost & efforts for product
cybersecurity and compliance

24/7 full risk visibility &

compliance automation!

SOLUTION

Al based vulnerability detection**
automates SW analysis (30 min. vs. 5
days)

Automated Software Bill Of
Materials (SBOM)

24/7 risk monitoring

Compliance check & automation by
patent pending virtual assistant



Design

Security & compliance
check of third-party
(binary) components in
design phase.

PRODUCT LIFECYCLE - FOCUS

MANUFACTURER

o]

—

Development

Continuous check on compiled pre-
release software security & compliance
for SBOM verification and vulnerability
assessment.

Process self-assessment or obtain
certification.

Production

Combining & verify Source-code, build
and deployment SBOM to one holistic
SBOM.

24/7 vulnerability & compliance
monitoring for PSIRT*
over entire lifecycle.

O

End of Life

Risk & vulnerability status
information for end-of-life
products.

Reduce liability exposure for EOL
products.



Procurement

Preventive security & compliance
check of products & components
with software, before purchasing
or integration in own
infrastructure.

Enables supplier scoring with

regards of cybersecurity &
compliance.

PRODUCT LIFECYCLE - FOCUS

DEVICE OPERATORS

Production

Ensure transparent, up to date
software composition information
(SBOM), even from supplied 3™ party
binaries.

Preventive 24/7 vulnerability
monitoring of firmware for CERT* over
entire device lifecycles.

Maintenance

Preventive security & compliance
check of products & components with
software, before updating existing
devices within own infrastructure.

Avoid unnecessary updates and reduce
downtimes.

O

End of Life

Risk & vulnerability status
information for end-of-life
products.

Reduce operational liability
exposure from EOL products.



INTRODUCING:

[ Mentering fndings n the last 2 weeks: 9 ssoes in 13 Semmane

B

QO

DEVICE SECURITY,
AUTOMATED

DESIGNED FOR
FAST ROI

FULLY READY FOR
(CRA-) COMPLIANCE

TRUSTED EUROPEAN
TECHNOLOGY

Most efficient, automated vulnerability analysis of software
(operator or producer) in the market
Lowest level of false positive vulnerabilities in testing

Cost attractive tool and services for developers (APls),
management (dashboards) and loT security (compliance)
Easy check any software of 3™ party connected devices

Guiding customers from analysis of device software to compliance
readiness for CRA and other intl. regulations
EU-funded CRA Compliance Wizard™

Analysis in EU cloud and/or local (onPremises) tenant
Senior cyber professionals serving large to small cap
Trusted brand with front runner advantages



SBOM

Automated software composition
analysis

Detailed overview of software
bill of materials (SBOM) with
one click.

Ensure connected products
are secure and compliant.

No source code or network
access required.

VULNERABILITY
ANALYSIS

Find known & unknown
weaknesses faster

Detect and prioritize firmware
vulnerabilities.

Maintain an overview with
CVE* and Zero-Day impact
assessments.

Mitigate risks and avoid
incidents quickly.

IMPACT
ASSESSMENT

Faster, cost efficient
risk assessments

Automated scans cover
certificates, cloud storage,
attack vectors, exploitability,
and dependencies.

Severity reports with
mitigation strategies.

CYBERSECURITY
COMPLIANCE

Simplify compliance assessments

Manage regulatory
requirements, prioritized and
automated.

Includes a virtual assistant for
regulations.

Navigate standards: EU Cyber
Resilience Act, IEC 62443, ETSI
303 645.



PLATFORM DETAILS:

Manage SBOMs in one place

ONEKEY nvoshbosd Fimwares Compliance  issues  Reports ¥ Searchin ¥ Analysis Profile

SBOM - from binary images to CycloneDX

Gateway 2.5

& SPDX format —
Import & verify SBOMs from source code e
& build process =
Edit, merge, enrich & correct SBOMs 7
Verify third-party SBOMs
=
Import source & build SBOMs to compare = -
with production SBOMs - -
Monitor SBOMs fully automated for " o

vulnerabilities



PLATFORM DETAILS:

Vulnerability detection in minutes from
binaries

SBOM - Software component analysis

aaaaaaaaa

from Binaries

Import & verify SBOMs from source code -
& build process DT

Edit, enrich & correct SBOMs s
Verify third-party SBOMs

Import source & build SBOMs to compare
with production SBOMs

Monitor SBOMs fully automated for e
vulnerabilities

B



PLATFORM DETAILS:

Automated triage for CVE
& Zero-Day vulnerabilities

Transparent scoring and priorization of
critical threats

Focus on what matters most
Save time and resources

Typically reduces detected vulnerabilities
by more than 60%

Typical time saver of +3 weeks* per
automated analysis & assessment

OF‘-IEKEY Destboaed  Femmares Complance  ssues  Feporls ¥ Beschin ® Asalysi e
e
Gateway 2.5
o o121 (i ] i
Cemlance
I h
Fiax
Extraction fack
Campommty b I::_II_—

Artitacts

Hilery

Maich evidences (3)
Waich Soare Cartails

E 3

* Calculation: 1500 CVE found, reduction by 60% = 900, average time spent per CVE for manual triage = 10 minutes = 900x10=9.000 minutes = 150 hours = 18,75 workdays



PLATFORM DETAILS:

Your product cybersecurity compliance
management in one place

Automated firmware compliance checkin e -
seconds

Guides users through complex regulations, o g

llllllll

provides evidences and suggestions for each S
section

Cuts time & resources for compliance, p—_—

documentation, self- attestations and third- e [
party certifications

HOTFILLED

WMEw
AEEEEEEEEEEEEE )
ANNEEEEEEEEEEE
u

i defouht passweeds 3 provsions. 5 00 1

Supports multiple standards, i.e. CRA, RED e I S ————
18031*, IEC62443-4-2, ISO303654, UK PSTI, EEEESE-“SEaEEE
U.S. Biden Act... REERERmERRT

* Planned availability: March 2025



PLATFORM ROADMAP:

Product roadmap includes trained Al model
to simplify product cybersecurity compliance N

Goal is to enable Al guided compliance self-
services

Upload “what you have” and Al will fill the
gaps

CRACOWI Research & development project
supported & funded by European Union

Al automation level

2024 2025 2026 2027
Start already today
your complia nce automation Project consortium partners:
using the Compliance Wizard! (T
187¢ more
energy

*CRACOWI = Cyber Resilience Act Compliance Wizard,


https://www.cracowi.eu/

PLATFORM LICENSING:
OVERVIEW SERVICE & LICENSE STRUCTURE

Enterprise plan satisfies the requirements of large organizations

* Saas$ provided from 1SO27001 certified
datacenter, located in Germany

* On-Premise installation upgrade option
available for high-security requirements

OPTIONAL

Single Sign On
INCLUDED

* Flexible annual subscription plans available for
individual needs

Indiv. Analysis profiles
API Token
Binary Zero-Day
...other Extensions

* Professional plan starts at 19,950€/year,
extendable with functional, volume and service
upgrades

* Professional services of pen-testing, technical
support and cybersecurity consulting augments On-Premise (high security clients)
platform capabilities.

Software as a Service (SaaS)




PHCENIX

E T NG CONTACT
Join our community AS Nestle. \SAUTER
of leading companies:
5 Eompe | @Jr1acaro b BELDEN
Start with a live demo using KUDELSKI
your binaries to see automation IOV \CTHINES v /erbund
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Cyber Resilience Act (CRA), a European regulation that sets a minimum level of cyber security for all
connected products available on the EU market. Failure to comply with the Cyber Resilience Act can
result in penalties and sanctions, such as a fine of €15 million or 2.5% of annual turnover, market 2027 - Full compliance
access restrictions or product recalls. mandatory for all

connected devices (and
SW updates) sold in EU

36 months to comply >>

ZYXEL & shapone

25¢ %@ Trimble
estle. IesT

Enterprises such as OEMs with long

b

() McKinsey&Company 3 CRA reporting
5 Furth development & product cycles and with -~

urther . . ' ]
g ™ consultants ioined securlty standards for their connected mandatory Full compliance on cybersecurity pre-

) devices must now start to implement release vulnerability detection
o pwc the CRA market ) ) ) = — — — I y I
o solutions to automate their pen testing management, product-lifecycle
a First consultants start (vulnerability analysis) & compliance efforts f monitoring and auditable
8 to support companies ! | i documentation.
) to prepare for ! C :
ED upcoming regulation i CRA enters . Each vendor must be prepared to report
g : i into force known, exploitable product cybersecurity
| : vulnerabilities

>

2021 2024 2025 Sep 2026 Dec 2027

EU Commission — CRA Impact Assessment:


https://digital-strategy.ec.europa.eu/en/library/cyber-resilience-act-impact-assessment

Platform automation enhanced by a
hybrid approach of automation and
expert’s advice

Individual penetration testing
Holistic expertise for product security

International leading experts on
embedded software security

From conceptual design to operational
reviews and hands-on pen-testing

Ongoing, repeating security tasks and
operations will benefit from
automation

Product
Security
Lifecycle

.COQLA.“'




Customer Testimonials Case Study Q swisscom

Initial situation ONEKEY Solution

Integrated automated security and

“ONEKEY's automated firmware analyses help

us to deliver our services efficiently and with *  Swisscom, Switzerland’s leading telco and one of

unparalleled quality.” the country’s largest IT service providers, needed ;:orppllance analy5|sl|nt_o Srgzs.com s firmware
I(‘l_"%ﬁlﬁé(s' to ensure the security of loT devices used in €s mg“process, analyzing IMages
customer premises equipment (CPE) annuatly
“We enjoyed a smooth onboarding experience . > 1.8 million devices in use, with frequent Identified critical vulnerabilities early,

providing detailed security insights and

and highly recommend the excellent support firmware rollouts requiring secure updates .
compliance checks.

from a team of experts.” 0T devi fact ft lected
~ . * loT device manufacturers often neglecte
< shap one g

security due to short product lifecycles and
complex supply chains

Improved supply chain transparency by
uncovering previously unknown security

“ONEKEY helps us to uncover critical Issues
vulnerabilities in embedded devices in a fully Benefits for Swisscom
automated way.”
AtoS ROI Stronger Vendor §03.. Operational
Prevented firmware Relations Efficiency
“ONEKEY’s capabilities and security expertise rollouts with critical Improved negotiation Reduced repair and
made it a truly eye-opening experience to work vulnerabilities, saving up position with fact-based maintenance costs by
with them.” to USD 400,000 per security data identifying issues before
avoided incident rollout

@ Trimble



Founded 2020 as carve-out from global leading pen-
testing company

German headquarter with offices in Dusseldorf
(Germany) and Budapest (Hungary) and remote

+32 people, international, multi-cultural team of more
than six nations

Global acknowledged cybersecurity experts, speaking at
BLACK HAT & DEFCON

More than 50 cybersecurity advisories published,
registered CVE Numbering Authority (CNA)

Customers in Europe, U.S., Asia
Backed by institutional investors:

l e €CAPITAL

.y ENTREPRENEURIAL

pwc — PARTNERS

BUDAREST




BUILD. COMPLY.
RESIST. REPEAT.

ervices, characteristics, and
akes no guarantee for the

possible applications reserved. S
information of third parties regar @ s the right to make changes
to products and services as a result o pment, even without prior notification. None ithe statements ar&

depictions represents legal advice or may be interpreted in such a manner. In case of deviati from the contra
documents and general terms and conditions of ONEKEY and their affiliated companies and subsidiaries in conjunction with
this document, the contract documents and general terms and conditions always have precedent over this document.
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